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1. HEJIX A 3AJAYHN OCBOEHUS JTUCHUIIJIMHBI (MOYJIS)

1.1. Heau:

O3HaKOMUTBH 00YYAIOIIMXCS C TPABOBBIMI OCHOBaMH 3aIUTHl HH(GOPMAINH, OPraHU3alNOHHBIMU METOIAMH 3alUTHl HH(POPMAINH,
MaTeMaTHYECKUMH METOIaMH, JISKAIIMHU B OCHOBE 3aIIUTHI HH)OPMALIUH.

1.2. 3agauu:

-03HAKOMJICHHUS 00YYAIOIIMXCSI C MEPaMHU ¥ MEPOTIPUATHAMHE, 00SCIIeUNBAOIIMMHU 6€30MAaCHOCTh HHPOPMAITUK U HH(DOPMAIIMOHHBIX
CHUCTEM;

-paccMOTPETh OCHOBHBIE MOJXOIbI K 3aIIUTe HH(POPMAIIUHY;

-03HAKOMHUTh 00YUAIOIIUXCS C HAU0O0JIee NIMPOKO MPHUMEHUMBIMH BUIaMH TEXHUYECKUX U MIPOTPAMMHBIX CPEJICTB 3aIlIUThI
UHPOPMAITHH.

2. MECTO JUCHUATUIMHBI (MOJYJISI) B CTPYKTYPE OBPA3OBATEJILHOM MPOI'PAMMBI 1 OB BEM C
PACIIPEJEJIEHHUEM 110 CEMECTPAM

Huxka (pazaen) OIT: B1.0

JuctmmmnHa oTHOCUTCS K 00s3aTenbHoi yactu OITOIT u o0s3aTenbHa ISt OCBOCHUS.

CBs3b ¢ NpeAlIecTBYIOIMMH THCHUILITHHAMH (MOAYJISIMU), IPAKTHKAMHU

Ne n/m HaumenoBanue Cemectp udp xkoMneTeHUHH
1 WHocTpaHHBIH SI3bIK B IPO(hecCHOHATbHON 6 VK-4, OTIK-6
JEATEIbHOCTH
2 DJIEKTPOTEXHHUKA U SJICKTPOHUKA 6 OIIK-4, OIIK-9
3 O3HaKOMHUTEIbHAS TIPAKTHKA 4 VK-6, YK-7, OIIK-14
¢ T o 2 Jonk2. onka
5 Pa3paboTka NporpaMMHBIX IPHIOKEHUN 2 OIIK-14
6 OCHOBBI QJITOPUTMU3ALUY U IPOTrPaMMUPOBAHUS 1 OIIK-14
7 OcHOBBI UH(OPMALMOHHBIX TEXHOJIOT Ui 1 VYK-1, OIIK-4

Pacnpeue.ﬂe}me YacCoB TUCHMILIMHBI

CemecTtp
(<Kypc>.<Cemectpua | 7 (4.1) 8(4.2)
Kypce>) Hroro
Henens 17 2/6 14 4/6
Bun 3anstuii vin | Pl | v PII VII PI
Jlexun 8 |8 |8 8 16 |16
JlaGopatopHsbie 8 8 8 8
[IpakTuueckue 8 |8 |8 8 16 |16

B ToM uncne snexTpon. | 12 |12 116 |16 |28 |28

Uroro ayn. 16 (16124 |24 |40 |40
Konraxrthas pabota 16 (16124 |24 |40 |40
Cam. pabora 56 | 56 | 84 |84 | 140 | 140
Yacel Ha KOHTPOJIb 36 |36 |36 |36
Uroro 72|72 | 144 | 144 | 216 | 216
Bujx npoMe:XyToOYHOM aTTecTaluu:

3auér 7 cemMecTp

OxzameHn 8 CEeMEeCTp

3. IVIAHUPYEMBIE PE3YJIbTATbI OBYYEHUA 10 AUCHUIIIMHE (MOAY.110), COOTHECEHHBIE C
PE3YJIbTATAMUM OCBOEHUSA OBPA30OBATEJBHOU NPOI'PAMMBI
Ipouecc u3ydeHHs1 TUCIUILTHHBI (MOAYJIS) HANIPABIICH Ha (POPMHUPOBaHKE CIEAYIOIMX KOMIIETEHINI U HHAUKATOPOB HX

OIIK-14:Cnoco0eH pa3padaThIBaTh aJITOPUTMbI H KOMIIbIOTEPHbIE TPOrPaAMMBbI, IPUTOAHBIE /ISl IPAKTHYECKOT0
NpHMeHeHu .




OIIK-14.1: 3naeT nporecchl, METOIbI MOUCKa, cOopa, XpaHeHUsI, 00padOTKH, IPEIOCTABICHHUS, PACTIPOCTPaHEHU HHOPMAITHH
U CIIOCOOBI OCYIIECTBIICHHUS TAKHUX MIPOIECCOB M METOAOB (MH(OPMAIIMOHHBIC TEXHOJIOTHH); JIOTUKY MOCTPOCHHUS U MPHHIIUIIBI
(YHKIIMOHUPOBAHHUS COBPEMEHHBIX SI3bIKOB IIPOrPAMMHUPOBAHHUS U SI3bIKOB pabOThI ¢ 0a3aMu JaHHbBIX, Cpell pa3paboTKu
UH(QOPMAIUOHHBIX CUCTEM U TEXHOJIOTHH, IPUHITUIBI pa3pabOTKH AJITOPUTMOB U KOMITBIOTEPHBIX MPOrPaMM; COBPEMEHHBIC
SI3BIKHM IPOTPAMMUPOBAHUS U SI3BIKK PA0OTHI ¢ 0a3aMH JaHHBIX, CPEAbl pa3paboTKU HHPOPMAIIMOHHBIX CHCTEM M TEXHOJIOTHI

OIIK-14.2: YMmeeT BbIOMpaTh S3BIKM IPOTPAMMHUPOBAHUS M SA3bIKK pabOTHI C 6a3aMy JaHHBIX, CPe/Ibl Pa3padOTKH
MHQOPMAMOHHBIX CHCTEM U TEXHOJIOTHH, UCXOIS M3 HMEIOIINXCS 3a/1a9; IPUMEHITH COBPEMEHHBIC SI3BIKH ITPOTPAMMHUPOBAHHS
JUIsl pa3paboTKN OPUTMHAJIBHBIX AITOPUTMOB M KOMIBIOTEPHBIX POIPaMM, IIPUTOAHBIX JJIS TPAKTUUECKOTO IPUMEHEHHUS, BECTH
0a3bl TaHHBIX 1 HHOOPMAIOHHBIE XPAHWIINIIA, IPUMEHSATE COBPEMEHHBIE POTPaMMHBIE CPEIBl Pa3pabOoTKH HHPOPMATHOHHBIX
CHCTEM M TEXHOJIOTHI; YATATh KOJBI NPOTPAMMHBIX IPOJYKTOB, HAIMCAHHBIX HAa OCBOCHHBIX SI3bIKAX IPOrPAaMMHUPOBAHUS, 1
BHOCHTH TpeOyeMble N3MEHEHNS; aHATM3HUPOBATH PO EeCcCHOHANBHBIC 3aa9H, pa3padaTbIBaTh NOAXO0IAIINE HHPOPMAITHOHHBIE
peLIeHus; CaMOCTOSITENIFHO OCBaNBaTh HOBBIE JUIsl CE0s1 COBPEMEHHBIE SI3BIKH TPOTPaMMHPOBAHUS U SI3BIKU paboThI ¢ 6a3aMu
JAHHBIX, CPeIIbl, pa3paboTKu HHPOPMAIMOHHBIX CHCTEM U TEXHOJIOTHH

OIIK-14.3: BnameeT HaBbIKaM¥ pa3pabOTKH OPUTHHAIHHBIX AJITOPUTMOB U KOMIIBIOTEPHBIX MTPOTPaMM, IPUTOTHBIX JIJIS
MPAKTUUECKOrO MPUMEHEHUS; HAaBBIKAMU OTJIAJIKK U TECTUPOBAHUS MPOTOTUIIOB MIPOTrPAMMHO-TEXHUYECKUX KOMIUJIEKCOB 3a/1a4

OIIK-2:Cnoco0eH NpuMeHATH OCHOBHBIE METO/IbI, CIIOCOOLI M CPe/ICTBA MOJIyUeHHsl, XpaHeHUs1, lepepadoTku nHGopMauun
NP peleHny 3a1a4 NpodecCHOHATBHOI AesITe ILHOCTH;

OIIK-2.1: 3HaeT OCHOBHBIE METO/IbI, CHOCOOBI U CPEICTBA MOJYUYEHHsI, XpaHEeHUs, epepaboTKu HHPOPMAIUN

OIIK-2.2: YMeeT NpUMEHATh B MPO(HEeCCHOHAIBLHOMN AEATSIILHOCTH OCHOBHBIC METOIbI, CIIOCOOBI M CPECTBA MOIYUCHUS,
XpaHeHUs, TepepadoTku HHGOpMaLUH

OIIK-2.3: BnageeT HaBbIKaMy IPUMEHEHUsI OCHOBHBIX METOJIOB, CIIOCOOOB M CPE/ICTB MOIYUEHHsI, XPaHEHUs, IIEPepadOTKH
HHPOpPMALTTH

OIIK-4:Crnioco6eH MOHHMATH NPHHINIEBI PA60THI COBPeMEeHHBIX HHGOPMAIMOHHBIX TEXHOJIOTHIl H MCIO0JIB30BATH MX IS
pelieHns 32124 MPo(hecCHOHATLHOM e TeTbHOCTH;

OIIK-4.1: 3HaeT mporecchl, METObI TOUCKa, cOopa, XpaHeHHUs1, 00pabOTKH, IPEACTaBICHNUS, PACIPOCTPAHCHUS HH(POPMAITIH U
CIOCOOBI OCYLIECTBIICHHSI TAKUX TIPOLIECCOB U METOI0B (MH(OPMALIIOHHBIE TEXHOJIOTUH); COBPEMEHHbIE HHCTPYMEHTAJIbHBIE
Cpelbl, MPOrPAMMHO-TEXHUIECKHE TIATPOPMBI H IPOTPaMMHBIE CPE/ICTBA, B TOM YHCIIC OTEYECTBEHHOTO ITPOU3BOJICTRA,
UCTIOJNIb3YEMBbIE JJIsl PELICHUs 3a]1a4 MPOPECCHOHANBHOMN JesITeIbHOCTH, M IPUHLUIBI UX PaOOTHI

OIIK-4.2: YMeeT BRIOHPATh U HCIIOIB30BATh COBPEMEHHBIE HH()OPMAIIIOHHO -KOMMYHHUKAIIHOHHBIE U HHTEIUICKTYaIEHBIC
TEXHOJIOTHH, HHCTPYMCHTAIBHBIC CPEIbl, MPOrPAMMHO-TEXHUYCCKHE TIATPOPMBI M IPOTPAMMHBIC CPEICTBA, B TOM YHCIIC
OTEYECTBEHHOTO IPOU3BOICTBA, U PEIICHUS 33134 MPo(ecCHOHATFHON IeATeIFHOCTH; aHAIM3UPOBATh MPO(HECCHOHATBHBIE
3a/1a4¥, BEIOMPATH M MCIIOJIB30BATh MOAXOIAIINEe HH)OPMAIIMOHHBIE TEXHOJIOTHH

OIIK-4.3: Bnaneet HaBBIKaMHU paOOTHI C JAHHBIMHU C IOMOIIBI0 MHPOPMAIMOHHBIX TEXHOJIOTHI; HABBIKAMH TIPUMCHE HHS
COBPEMEHHBIX HH(OPMAIIMOHHO-KOMMYHHUKAIIMOHHBIX U HHTEJUICKTYAIbHBIX TEXHOJIOTHH, HHCTPYMEHTAIBHBIX CPE/I,
MPOTPAMMHO-TEXHUYECKUX TUIAT(GOPM H IPOTPAMMHBIX CPENICTB, B TOM YHCIIE OTCUYSCTBEHHOTO MTPOU3BOJICTBA, IS PEIICHUS
3a/a4 IpoQPeCCHOHANBHON eI TeIBHOCTA

OIIK-6:Crnoco6eH pemiaTh CTaHIapTHBIE 32/1a4i MPO(ecCHOHAIBHOI 1eATeJILHOCTH HAa 0CHOBE HH(OPMAIIMOHHON 1
Oondmorpadguyeckoii KyJIbTyphl ¢ IPpUMEHeHHeM HH(POPMALMOHHO-KOMMYHUKAIMOHHBIX TeXHOJIOTHI;

OIIK-6.1: 3naeT npuHIUIE HHOOPMAIIMOHHOH 1 OHOIHOTpadhUIecKO KyIbTypBl, METOIIBI M CPEICTBA PEIICHUS CTAHAAPTHBIX
3aJa4 MpoQecCHOHANIBHON NESTENBHOCTH C IPUMEHEHHEM HHPOPMAIMOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTUH U C yYETOM
OCHOBHBIX TpeOOBaHMH MH(OPMALMOHHON 0€301acHOCTH

OIIK-6.2: YMeerT pemaTts cTaHAAPTHBIC 334a49H MTPO(ECCHOHATBHOM NeSTeIFHOCTH Ha OCHOBE HH()OPMAIIMOHHOH 1
6ubmrorpaduuecKkoil KyJIbTypbl ¢ IPUMEHEHHEM HH(POPMAIIMOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTHH U C Y4ETOM OCHOBHBIX
TpeboBaHuil HHPOPMAIIMOHHOM O€30MaCHOCTH

OIIK-6.3: Bnageer MeTojaMu TIOMCKA 1 aHAJIM3a WH(GOPMAIIUH JJIs1 TOJITOTOBKU JOKYMEHTOB, 0030pOB, pedepaToB, TOKIAI0B,
MyOJIMKalMi, Ha OCHOBE MH(OPMANMOHHOI 1 OMOIHOrpaduIecKoi KyIbTypsl ¢ yIeTOM COOIIOICHUS aBTOPCKOTO TIpaBa U
TpeboBaHui MHPOPMAITMOHHOM O6€30MacHOCTH

4. CTPYKTYPA U COJAEP KAHUE TUCHUIIJIMHBI (MOAYJIS)

HaumeHoBaHnus pa3aenoB, TeM, UX HNuankaTopsl
Kon Cemect Unre | Ilpak.
KpaTKoe cofep:KaHue U Pe3yIbTaThl Yacos AOCTHKEHHUS OueHoYHbIE CPEICTBA
3aHATHSA p pakT. | monr.
OCBOEHHS /BUJI 3aHSATHSI/ KOMIETEeH I
Pa3nen 1.0cHoBHBIE BUABI U
HCTOYHUKHM aTaK Ha HHGopManuI0
1.1 Tema 1. OcHOBHBIE BUIBI U 7 4 0 0 OIIK- TectupoBanue Y CTHbII
HCTOYHHUKH aTaK Ha HHGopManuIo 2.1,0IIK- orpoc
Kpartkoe conepxanne: 4.1,0IIK-
1.1 CoBpeMeHHasi cHTyauus B 00J1acTH 6.1,0I1K-14.1

WH(pOPMANMOHHOIT 6€30MaCHOCTH;
1.2 Kateropun nHpOpMaInoOHHOIH
OezonmacHocTH

1.3 AGcTpaKTHBIE MO TN 3ALUUTHI
uHpopmanuu




1.4 O630p Haubo1ee
pacnpocTpaHeHHbIX MeTO10B
""B3;10Ma"

3HATh: COBPEMEHHbIE METOIbI
ofecrnevyeHNs MEeJOCTHOCTH H 3aIIUTHI
HHPOPMALIMH ¥ TPOTPAMMHBIX
CPeACTB OT HeCAHKIMOHMPOBAHHOI0
aocTyna u konupoBanus. /Jlex/

1.2 IpakTuyeckas padora 1. 4 OIIK- 3anaHus K MPaKTHYECKOM
IMudpoBanue u nemmmppoBaHue 2.2,0IIK- pabote
¢daiinoB npu nomMouy NpocTedIMxX 2.3,0IIK-
NMporpamMm 4.2,0TIK-

Kpatkoe copep:xkanne: lllndpposanue 4.3,0IIK-
u femudpoBanne GpaiioB Npu 6.2,0I1K-
NOMOLIH NPOCTEHINUX NPOrPaMM 6.3,0I1K-
yMeTh: BHIOPATh COOTBETCTBYIOLIHE 14.2,0I1K-
OpraHu3alHOHHbIE U POTPAMMHO- 14.3
anmapaTHble cpecTBa 11

OpraHM3aluu CUCTEM

UHGOPMAIMOHHOM 3alUTHI

BJIaJeTh: METOJAMH 32N ThI

HHPOPMAIMU ¥ TPOTPAMMHOI0

obecrnieyeHus OT

HECAHKIMOHMPOBAHHOIO 10CTYNa U

KOMMPOBAHUSA

/Mp/

1.3 Tema 1. OcHoBHBIE BUIBI H 28 OIIK- Bomnpocsr s
HCTOYHUKH aTaK HA HH(OPMALHIO 2.1,0IIK- CaMOTIOATOTOBKH
KpaTkoe cogep:kanne: M3y4uTh 2.2,0IIK-
COBPEMEHHYI0 CUTYaIlHI0 B 00J1aCTH 2.3,0I1K-
uHPOPMANMOHHO 6e30NMacCHOCTH; 4.1,0TIK-
KATeropuu HHPOPManMOHHOMI 4.2,0I1K-
0e30macHOCTH; a0CTPaKTHBIE MOJIE]IH 4.3,0I1K-
3ammThHI HHGopManuu, 0030p 6.1,0I1K-

HauboJIee pacpocTPpaHEeHHBIX 6.2,0I1K-
MeTo0B ''B3jIoMa" 6.3,0I1K-
3HATBh: COBPEMEHHbIE METOIbI 14.1,0I1K-
o0ecneyeHUus eJOCTHOCTH U 3aAIMTHI 14.2,0I1K-
HHPOPMaNMH ¥ NPOTrPAMMHBIX 14.3
CPEACTB OT HECAHKIMOHHPOBAHHOTO

AOCTYNAa U KOMHPOBAHMS

YMeTh: BHIOPATh COOTBETCTBYIOLIME

Opranu3auuoOHHbIE H MPOrPaAMMHO-

annapaTHble CpeIcTBa IS

OpraHu3alHH CHCTEM

HH(OPMAMOHHOI 3a1UTHI

BJIA/IETh: METOIaMH 3aIIUThI

uH$popMaIMH U MTPOrPAMMHOI0

obecneyeHus OT

HECAHKIMOHUPOBAHHOI'O 10CTYIA U

KONMUPOBAHUS

/Cp/

Pa3nen 2.CeteBasi 6e3onacHoOCTb

21 Tema 2. CeTeBasi 6€301aCHOCTD 4 OIIK- TectupoBanue Y CTHBIN
Kpartkoe conepixanue: 2.1,0IIK- 0TIpoC
2.1 Atakyemble ceTeBble KOMIOHEHTBI 4.1,0IIK-

2.2 YpOBHHU ceTeBbIX aTAK COIJIACHO 6.1,0I1K-14.1
monesau OSI

3HATh: YCTPOICTBO CeTEBBIX

KOMIIOHEHTOB: cepBepa, padouue

CTaHIIHM, CPe/ia Mepeaaydn

uHGpOpMAIMH U Y3JIbI KOMMYTAIIMA

ceTeH

/Jlex/

2.2 IpakTuyeckas padora 2. O6:xkuM 4 OIIK- 3anaHus K NPaKTHYECKOM
BUTOIi napsl. CoegnHeHne padoynx 2.2,0IIK- pabore
crannuii B JIBC. 2.3,0I1K-




KpaTkoe cogep:xanue: O6:xuM BUTOI 4.2,0I1K-
napsbl. CoennHeHne padounx cTaHumit 4.3,0I1K-
B JIBC 6.2,0I1K-
YMeThb: NPOEKTHPOBATH JIOKAJIBHYIO 6.3,0I1K-
ceTh, 00BeNHSS cepBepa, pabouune 14.2,011K-
CTAHIMH U Cpely nepeaaqyu 14.3
uHpopmanuu

BJIA/IeTh: HABBIKAMH MOHTAKa

JIOKAJILHOH CeTH.

Mp/

2.3 Tema 2. CereBasi 6€301aCHOCTD 28 OIIK- Bomnpocsl st
Kpartkoe conep:xanune: Cepsepa, 2.1,0IIK- CaMOIIOATOTOBKH
padoune cTaHUMM, CPeJia NMeperayu 2.2,0IIK-
HH(pOpMAMHU U y3Jbl KOMMYTALMH 2.3,0I1K-
ceTeil. DTaJIOHHANA MOJIe]Ib 4.1,0IIK-
B3aHMO/elCTBUS OTKPBITHIX CHCTEM 4.2,0I1K-
(ON]| 4.3,0I1K-
3HATB: YCTPOMCTBO CETEBBIX 6.1,0I1K-
KOMIIOHEHTOB: cepBepa, padoune 6.2,0I1K-
CTAHIUM, CPeJa Nepeaayn 6.3,0I1K-
HH(OPMAMHU U Y3JIbI KOMMYTAUMH 14.1,01IK-
ceTeit 14.2,0I1K-
YMEThb: NPOEKTHPOBATDH JIOKAJIBHYHO 14.3
ceTb, 00beINHSIS cepBepa, padouue
CTAHIUM U Cpeay nepeaaqyu
uHpopmanuu
BJIaJeTh: HABBIKAMH MOHTAKA
JokaabHo# cetu. /Cp/

24 3auer. 0 OIIK- Bomnpocsr k 3auery, utorosoe
3HaTh NPUHIUINIBI HHPOPMALMOHH O 2.1,0IIK- TECTUPOBAHUE
U Oubauorpadguyeckoii KyJabTypbl, 2.2,0IIK-
MeTOAbI M CPeCTBA pPellleHUst 2.3,0IIK-
CTAHAAPTHBIX 32724 4.1,0IIK-
npogeccHOHAIBLHOM AeATeJIbHOCTH C 4.2,0TIK-
3HaeT npouecchl, METOIbI MOUCKA, 4.3,0I1K-
cOopa, xpaHeHHUs1, 00padoOTKH, 6.1,0I1K-
NnpeacTaBIeHns, PAcPOCTPAHEeHUs 6.2,0I1K-
HH(poOpMAIMHU U CTIOCOOBI 6.3,0I1K-
OCYIIeCTBJICHUS] TAKHX MPOLECCOB H 14.1,0IIK-
MeTo10B (MH(OPMALMOHHbIE 14.2,011IK-
TeXHOJIOTHH); COBpeMEeHHbIe 14.3

HHCTPYMEHTAJbHBIE CPebl,
NMPOrpaMMHO-TEXHHYECKHU e
WIAT(GOpMbI M IPOrpaMMHbBIe
Cpe/ACTBa, B TOM YHCJIe
0TeYeCTBEHHOT0 MPOU3BO/ICTBA,
HCMoJIb3yeMble IS pelleHust 3a1a4
npo¢ecCHOHAIBLHOM 1eITeJIbHOCTH, U
NPUHIHUIIBI UX Pad0ThI; JOTHKY
MOCTPOEHHUSI U IPUHIUTIBI
(GyHKIMOHMPOBAHUA COBPEMEHHBIX
SI3BIKOB POrPAMMHPOBAHUS H
SI3BIKOB PadoThI ¢ 0a3aMU TaHHBIX,
cpea pa3padoTku HHPOPMAMOHHBIX
CHCTEM W TEXHOJOTHii, TPUHIHITBI
pa3padoTKu aJIropuTMOB U
KOMIIBITEPHBIX MPOrpaMMm;
COBpPEMEHHBIE A3BIKH
NMPOrpaMMHUPOBAaHUS U SI3IKH Pa0OTHI
¢ 0a3aMu JaHHBIX, Cpebl pa3padoTKH
HH(OPMANMOHHBIX CHCTEM U
TEXHOJIOTHIi;

YMeeT BLIOUPATH U HCIOJIB30BATH
COBpeMEHHbIe HH(POPMAIINOHHO-
KOMMYHHKAIIMOHHBbIE U
HHTE/JIEKTyaJIbHbIe TEXHOJIOTHH,
HHCTPYMEHTAJIbHBIE CPebl,
NMPOrpaMMHO-TeXHHYeCKHUe




J1aT(POPMBbI M IPOrpaMMHbIe
cpeacTBa, B TOM 4Yucje
0Te4eCTBEHHOT0 IPOM3BOACTBA, 115
peuieHust 3a1a4 npogeccnoHaIbLHOM
JIeATeJIbHOCTH; AHAJIU3HPOBATH
npogeccuoHaJbLHbIC 321a4H,
BbIOMpPaTh U HCNOJIL30BaTh
noaxoasimue HHGpopMaHOHHbIE
TeXHOJIOTHHU; BLIOUPATD SI3bIKU
NPOrpaMMHPOBAHMSA M SI3bIKH Pa0OThI
¢ 0a3aMM JaHHBIX, Cpeabl Pa3padoTKu
HHGOPMAIMOHHBIX CHCTEM H
TeXHOJIOTH i, MCXOASA U3 MMEIOIIHXCS
3aa4; NPUMEHATh COBPeMEeHHbIe
SI3BIKH POrPAMMHPOBAHMSA 1151
pa3padoTKH OPUTHHAJIBbHBIX
AJITOPUTMOB M KOMIIBIOTEPHBIX
NMpOrpaMm, MPHUIoIHBIX JJIA
NMPaKTHYeCKOIr0 MPUMEHEHHS, BECTH
0a3b1 JAaHHBIX H HH)OPMAIIMOHHBIE
XpaHWJIMIIA, IPUMEHSATh
CcOBpeMEHHbIe IPOrpaMMHbIe cpe/lbl
pa3paboTku HH(POPMAMOHHBIX
CHCTEM M TeXHOJIOTHIi; YUTATHh KOABI
NMPOrpaMMHBIX MPOAYKTOB,
HANUCAHHBIX HA 0CBOEHHBIX A3BIKAX
NpOrpaMMHPOBaHNs, H BHOCHTH
TpedyeMble H3MEHEHHS;
aHAJM3NPOBATh NPodecCHOHATbHBIE
3aja4u, pa3padaTeiBaTh NOIXOASIIIHE
uHoOpManHOHHbIE PeLIeHNUS ;
CaMOCTOSITEJIbHO OCBAUBATH HOBBIE
IJ1s1 ce0s1 COBPeMEHHBbIE SI3BIKH
NMPOrpaMMHPOBAHUS H SI3IKH PA0OTHI
¢ 0a3aMM JaHHBIX, CPeIbl, Pa3padoTKu
UHGOPMAIMOHHBIX CHCTEM H
TEeXHOJIOTHI;

Bnaneet HaBbIKaMu padoOTHI ¢
JAHHBIMH C IOMOIIbIO
HH(OPMAIMOHHBIX TEXHOJIOTHii;
HaBBIKAMU NMPUMEHEHHS
COBpeMEHHBIX HH(OPMALHOHHO-
KOMMYHUKALUOHHBIX H
HHTEJLUIEKTYaJIbHBIX TEXHOJIOT U,
HHCTPYMEHTAJBHBIX cpeJl,
NPOrpaMMHO-TeXHMYECKHX MJIaTHopM
U MPOrPaAaMMHBIX CPEJICTB, B TOM
YHcie 0Te4eCTBEHHOT0 IPON3BO/ICTBA,
JJIs1 pelieHus 32124
npogeccnoHaJLHOMN NeATeTbHOCTH;
HaBBIKAMU Pa3padoTKu
OPMTIMHAJIBHBIX AJITOPHTMOB M
KOMINBIOTEPHBIX MPOrpPamMM,
NPUTOIHBIX /ISl IPAKTUYECKOTO
NpUMEHEHUS; HABBIKAMHU OTJIAJKH U
TeCTHPOBAHMS MPOTOTHIIOB
NMPOrpaMMHO-TEXHHYECKUX
KOMILJIEKCOB 3a/1a4.

/3auér/

Pazgen 3. Kpunrorpapus

3.1

Tema 3. Kpunrtorpadus
Kpartkoe conep:xanue:
3.1 Knaccnpuxanus
KPHNITOAJITOPUTMOB

3.2 CummeTpHYHbBIE
KPHMNITOAJITOPUTMBI

OIIK-
2.1,0IIK-
4.1,0IIK-

6.1,0IK-14.1

TectupoBanue Y CTHBIN
orpoc




3.3 CumMeTpHYHBIE KPUIITOCUCTEMbI
3.4 AcuMMeTpHYHbIE
KPHMITOAJITOPUTMBI

3HATh: KJIacCHPUKALNIO
KPHUNITOAJITOPUTMOB, MPHUHIHIT
PatoThl CHMMETPHYHBIX
KPHMNITOAITOPUTMOB U KPUIITOCUCTEM,
NPUHIHUI Pa0oThl ACHMMETPHYHBIX
KPHMNITOAJITOPUTMOB H

Kpunrocuctem. /Jlex/

3.2 MpakTudeckas padora 3. MeToas! OIlIK- 3a1aHus K MPaKTHIECKOM
CpeACTBa 3aIMThI HHpoOpManun B 2.2,0IIK- pabore
Microsoft Office 2.3,0I1K-

KpaTkoe cogep:xanue: Metoabl u 4.2,0I1K-
cpeaCTBa 3alMTHI MHGpOpPMaUH B 4.3,0I1K-
Microsoft Office 6.2,0I1K-
yMeTh: €031aBaTh CHMMeTPUYHbIE 6.3,0I1K-
KPHIITOAJITOPAUTMBI U 14.2,0IIK-
acMMMeTPHYHbIe KPUIITOAJITOPUTMBI 14.3
BJIaJIETh: HABBIKAMH 3aIM(POBKHU

JAHHBIX CHMMETPHYHBIMHU U

acHMMeTPUYHBIMH

kpunroaiaroputmamu /Ip/

3.3 JlaGopaTopHasi padora 1. OIIK- Ortuer 1o j1a6. pabore
Kpunroanroputm TEA 2.2,0IIK-

Kpatkoe conep:xanue: Peanuzanus 2.3,0IIK-
kpunrtoajaropurma TEA Ha si3bIke 4.2,0TIK-
nporpammupoBanus Pascal 4.3,0IIK-
YMeThb: cO3XaBaTh CHMMeTPHYHbIE 6.2,0I1K-
KPUITOAITOPUTMBI 6.3,0I1K-
acMMMeTPUYHbIe KPUNTOAJITOPUTMBI 14.2,0I1K-
BJIa/IeTh: HABbIKAMM 3alIHPPOBKH 14.3
JAHHBIX CHMMETPHYHBIMHU U

acHMMeTPUYHBIMH

kpunroairoputmamu /JIad/

3.4 JlaGopaTopHas padora 2. OIIK- Ortuer no 71a6. padore
Kpunroanroputm Rijndael 2.2,0IIK-

Kpatkoe conepxanue: Peanuzamus 2.3,0I1K-
kpunroaaroputma Rijndael na si3pike 4.2,0I1K-
nporpammupoBanus Pascal 4.3,0I1K-
YMeThb: CO31aBaTh CHMMETPUYHBIE 6.2,0I1K-
KPHNITOAJITOPUTMBI U 6.3,0I1K-
ACMMMeETPUYHbIE¢ KPUNITOAJITOPUTMBI 14.2,0I1K-
BJIa/leTh: HABbIKaMH 32l POBKH 143
JAHHBIX CHMMETPHYHBIMHU U

acCHMMeTPUYHBIMH

Kpunroaiaroputmamu /J1a6/

3.5 JlaGopaTopHas padora 3. Ilepenaua OIIK- Ortuer no 71a6. padore
3alM(POBAHHOIO TEKCTA 2.2,0I1K-
kpunroaiaropurmom Rijndael 2.3,0IIK-

Kpartkoe conep:kanue: Ilepenaua 4.2,0IIK-
3alM(POBAHHOIO TEKCTA 4.3,0IIK-
kpunroaiaropurmom Rijndael mo 6.2,0I1K-
JIOKAJIbHOI CeTH Ha si3bIKe 6.3,0I1K-
nporpammupoBanus Pascal 14.2,0I1IK-
YMeTb: €031aBaTh CHMMETPHUYHbIE 14.3
KPHUIITOAITOPUTMBI ¥

acHMMeTPUYHbIe KPHITOAJITOPUTMBbI

BJIa/IeTh: HABBIKAMH 321N (POBKHU

JAHHBIX CHMMETPHYHBIMHA U

acHMMeTPUYHBIMH

kpunroaiaropurMamu /Ja6/

3.6 JlaGopaTopHasi padora 4. [Ipuem OIIK- Ortuer 1o j1a6. pabore
3alM(POBAHHOIO TEKCTA 2.2,0I0K-
kpunroaaroputvom Rijndael 2.3,0I1K-

Kpatkoe cogep:xxanue: Ilpuem 4.2,0I1K-
3amu$poBaHHOIO TEKCTA 4.3,0IIK-
kpunroaaroputmom Rijndael mo 6.2,0I1K-




JIOKAJILHO# CeTH U ero pacmmnpoBKa

6.3,0I1K-

Ha s3bIKe nporpammuposanus Pascal 14.2,0I1K-
yMeTh: €C031aBaTh CHMMeETPUYHbIE 14.3
KPHNTOAJITOPUTMBI U

aCHMMETPUYHbIe KPUNITOAJITOPUTMBI

BJIa/IeTh: HABbIKaMH 3alIM(QPOBKH

JAHHBIX CHMMETPUYHBIMHU U

acCHMMeTPUYHBIMH

Kpunroaiaroputmamu /J1a6/

3.7 Tema 3. Kpunrorpapus 42 OIIK- Bormpockr mis
Kpatkoe cogepxanue: TaiiHonucs, 2.1,0I1K- CaMOIIOITOTOBKH
KpunTorpagus c KiIn4oM, 2.2,0IIK-
CHUMMeTPHYHbIe KPUNITOAJITOPUTMBI, 2.3,0I1K-
acMMMeTpPUYHbIe KPUNITOAJTOPUTMBI, 4.1,0I1K-
nepecTaHOBOYHbIE, MIOACTAHOBOYHbIE, 4.2, 0OIIK-
NMOTOKOBBIE MIN(PbI, HJI0UHbIE 4.3,0IIK-
mudpsl 6.1,0I1K-
3HATh: KJIaCCH(PHKALMIO 6.2,0IIK-
KPHUOTOAJITOPUTMOB, IPUHIMIT 6.3,0I1K-

PadoThl CHMMETPHYHBIX 14.1,01IK-
KPHUITOAJITOPUTMOB U KPUNITOCHCTEM, 14.2,011IK-
NPHHIHUI PA0OTHI ACHMMETPHYHBIX 14.3
KPHUNITOAJITOPUTMOB U KPUIITOCUCTEM.

YMeTh: €031aBaTh CHMMETPHYHbIE

KPHNTOAJITOPUTMBI U

aCHMMETPUYHbIEe KPUNITOAJITOPUTMBI

BJIa/1eTh: HABBIKAMH 3a1IM(POBKHU

JAHHBIX CHMMETPHYHBIMHU U

acHMMeTPUYHBIMH

xpunroaiaropurmamu /Cp/

Paznen 4.I10 u undopmanoHHast

0e3onacHocTb. KommiekcHas cucrema

0e3omacHOCTH

4.1 Tema 4. 110 u nundopmanuonHas 6 OIIK- TectupoBanue Y CTHBII
0e3omacHocTh. KommiekcHas cuctema 2.1,0IIK- ompoc
0e30MacHOCTH 4.1,0I1K-

Kpartkoe conep:xkanue: 6.1,0IIK-14.1

4.1 O630p coBpemennoro I1O

4.2 OmmoKku, NnpuBoOAsIIUE K
BO3MOKHOCTH aTaK Ha HHGoOpMaLHI0
4.3 OcHOBHbIE NOJI0KEHUSI N0
pa3paborke 1O

4.4 Kimaccupuxanust
HHGOPMANHOHHBIX 00bLEKTOB

4.5 IlosmTHKa poaeit

4.6 Co3nanue NOJUTUKHA
HH(OPMALIMOHHOI 6€30MaCHOCTH

4.7 MeTtoasb! obecrieyeHHst
0e30TKa3HOCTH

3HaTh: HH(pOPMaLIMOHHAS
0€30MacHOCTb B ONEPALHOHHBIX
cucTemMax, NPUKJIAIHbIX MPOrpaMmmax,
OIMOKH, IPUBOJSILINE K
BO3MOKHOCTH aTaK Ha uHGopManuIo,
OCHOBHbI€ T0JI0KEHHS M0 pa3padoTke
O, knaccupukanuio no Tpedyemoi
cTeneHu 0e30TKA3HOCTH,
KJIaccuUKALHUS 10 YPOBHIO
KOH(UIEHIHATBHOCTH, TPEOOBAHMSA
no padote ¢ KOHGUAEHINATIBHOMI
uH(popMmanmei,

yMeTb: OPraHU30BaTh
HHGOPMAIMOHHYIO 6€301aCHOCTH B
onepanuoOHHBIX CHCTEMAX,
NPHUKJIaAHBIX IPOrpaMmax,
NPUMEHSATH OCHOBHbIE MOJI0KEeHHUs 110
pa3pabotke I10, ocymecTBIATH
0€30TKA3HOCTH CEPBUCOB M CJIY:K0




XpaHeHMsI JaHHBIX J0CTUTaeTcs ¢
MOMOLIBIO CHCTEM CAMOTECTHUPOBAHMS
U BHeCeHHs M30BLITOYHOCTH HA
Pa3JM4YHBIX YPOBHAX: aNNapaTHOM,
NMpOrpaMMHOM, HHGOPMATHOHHOM
BJIa/IeTh: HABBIKAMH HACTPOIKHU
HH(OPMALMOHHOI1 6€30MaCHOCTH B
ONepalMOHHBIX CHCTEMAX,
NPUKJIATHBIX IPOrpaMmas,
HABBIKAMU NMPHMeHEHHsI 0CHOBHBIX
NoJ10KeHuii no pazpadorke I10,
METOIUKOH CO3JaHUS MOJUTHKH
0e30macHOCTH NPeANPHATHS,
COCTOsIIIIel U3 y4eTa 0CHOBHBIX
(HaunboJiee ONACHBIX) PUCKOB
HH(}pOPMALHOHHBIX aTAK.

[Jlex/

4.2

[pakTnyeckas padota 4. ['eHepauust
kiaoveil. llludgposanne n
pacmiudpoBka coodueHuii B
nporpamme PGP.

Kpatkoe conep:xanue: I'enepanust
kmoyeii. lludgpoBanue u
pacmugpoBKa coodeHuii B
nporpamme PGP.

YMeThb: OPraHu30BaTh
HH(OPMALMOHHYIO 0€30NIACHOCTh B
onepanuoOHHBIX CHCTEMAX,
NPUKJIAAHBIX IPOrpaMmax,
NPUMEHSATH OCHOBHBIE MOJI0KEHHUS 10
pa3pabotke 10, ocymecTBIAATH
0€30TKA3HOCTH CEPBUCOB M CIIY:K0
XpaHEeHHs AAHHBIX TOCTHTAETCH C
MOMOIIBIO CUCTEM CAMOTECTHPOBAHMS
U BHECeHHs U30bITOYHOCTH HA
Pa3/JM4YHbIX YPOBHAX: aNNapaTHOM,
NporpaMMHOM, HHGOPMAIMOHHOM
BJ1a/1eTh: HABLIKAMH HACTPOIKHU
HH(OPMAIMOHHOIT 6€30MacHOCTH B
onepanuoOHHBIX CHCTEMAX,
NPUKJIATHBIX MPOrpaMmax,
HABBIKAMU MPUMEHEHHS OCHOBHBIX
noJioskeHuii mo paspadorke I10,
METOIMKOH CO3J1aHUs MOJUTHKHU
0€30MACHOCTH MpeANPUATHS,
COCTOsIIIeH M3 YYeTa OCHOBHBIX
(nan0oJiee ONIACHBIX) PHCKOB
HH(GOPMAMOHHBIX aTaK.

Mp/

OITK-
2.2,011K-
2.3,011K-
4.2,0TIK-
4.3,011K-
6.2,0T1K-
6.3,0T1K-
14.2,011K-

14.3

3agaHust K IPaKTUIECKON
pabore

4.3

IIpakTnyeckas padora 5. U3menenue
napoJibHoii ¢ppassl. PGP quck
Kpartkoe conep:xanne: U3menenue
napoJibHoii ¢ppaswl. PGP quck

yMeTb: OPraHU30BaTh
HHGOPMAIMOHHYIO 6€30I1aCHOCTH B
onepanUMoOHHBIX CHCTEMAX,
NPHUKJIATHBIX IPOrpamMmax,
NPUMEHSTh OCHOBHBIE N0JIOKEeHUS N0
pa3pabotke I10, ocymecTBIAATH
0€30TKa3HOCTh CEPBHCOB H CJIYKO
XpaHEeHMs AaHHBIX TOCTHTAETCS C
MOMOIIBI0 CHCTEM CAMOTECTHPOBAHMSA
U BHECeHHs U30BbITOYHOCTH HA
Pa3JM4YHBIX YPOBHAX: ANNAPATHOM,
NporpaMMHOM, HH(GOPMaLMOHHOM
BJIa/leTh: HABbIKAMHM HACTPOIKHU
uHopManHOHHOI 6e301aCHOCTH B
oIepalMOHHBIX CHCTEMAX,

OIK-
2.2,0TIK-
2.3,01IK-
4.2,0TIK-
4.3,0TIK-
6.2,011K-
6.3,011K-
14.2,0T1K-

14.3

3agaHus K NpakKTHYECKOH
pabote




NPUKJIATHBIX IPOrpaMMax,
HAaBBIKAMHU NPHMEHEHHs] OCHOBHBIX
noJioKeHuii nmo paspadorke I10,
METOAMKOI CO3TaHUs MOJTUTHKHA
0e30nmacHOCTH NpeANnpPUATHS,
COCTOSIIIEH M3 y4€Ta OCHOBHBIX
(HauboJiee ONACHBIX) PUCKOB
HHGOPMANMOHHBIX aTaK.

Mp/

4.4 IIpakTHyeckas padota 6. 2 OIIK- 3anaHus K NpaKTHYECKON
3ammdposka u pacumdposka 2.2,0IIK- [paGote
JaHHBIX ajaropurMom RSA. 2.3,0TIK-
KpaTtkoe cogep:xanue: 3amugpoBka u 4.2,0I1K-
pacumpoBKa JaHHBIX AJTOPUTMOM 4.3,0I1K-
RSA 6.2,0I1K-
YMeTh: OPraHU30BaTh 6.3,0I1K-
HHPOPMALMOHHYIO 6€30NACHOCTH B 14.2,0I1K-
ONepanHOHHBIX CHCTEMAX, 14.3
NPHUKJIATHBIX IPOrpaMmax,

NPUMEHSATHh OCHOBHbIE IOJI0KEeHHUS 110
pa3pa6otke [10O, ocymecTBJISITH
0€30TKA3HOCTH CEPBUCOB M CIYKO
XpaHEHHUsI IaHHBIX JOCTHTAETCS C
MOMOUIBI0 CHCTEM CAMOTECTHUPOBAHUSA
U BHECEHHsI M30BLITOYHOCTH HA
Pa3JMYHBIX YPOBHAX: allIAPATHOM,
NMporpaMMHOM, HHGOPMAaMOHHOM
BJIaJeTh: HABBIKAMH HACTPOIKH
HH(pOpMaNMOHHOII 6e30MacHOCTH B
OnepanHoOHHBIX CHCTEMAX,
NMPHUKJIATHBIX MPOrpaMmMax,
HABBIKAMHU NPUMEHEHHUs 0CHOBHBIX
1oJI0KeHuit mo paspadorke I10,
MeTOAMKOM CO31aHus MOJUTHKH
0e30macHOCTH MpeInpUsITHS,
cOCTOsIIei M3 y4yeTa OCHOBHBIX
(HanboJiee ONACHBIX) PHCKOB
HHPOPMANMOHHBIX aTaK.

Mp/

4.5 Tema 4. [10 u undopmannonHas 42 OIIK- Bompocser mist
0e3omacHocTh. KommiexkcHas cucrema 2.1,0I1K- CaMOIOATOTOBKH
0e30MacHOCTH 2.2,0I1K-
KpaTkoe cogep:xanue: 0630p 2.3,0TIK-
cospemenHoro IO, ommokm, 4.1,0I1K-
NMPUBOJSIIHE K BO3MOKHOCTH aTaK HA 4.2,0I1K-
HH(OPMANNI0, OCHOBHBIE MOJI0KEHHS 4.3,0I1K-
no pazpadotke I[1O. Knaccudukamus 6.1,0I1K-
1o TpedyeMoii creneHu 0€30TKa3HOCTH, 6.2,0I1K-
KJaccupuKanus no ypoBHIo 6.3,0I1K-
KOH(UIeHINATBHOCTH, TPeOOBAHUS 14.1,0I1K-
1o padote ¢ KOH(pUIEHINATBLHOI 14.2,0I1K-
uHpopmanueii. Pekomenayemsblie posn: 14.3

CIeMATUCT 0 HH(POPMALMOHHOK
0€30MacHOCTH, BJIaaesen
uHopManuM, NOCTABIIMK
anmapaTHOro U MPOrpamMMHOI0
obecnevyeHns, pa3padoTYHK CHCTEMBI
W/MJIM TPOTPaMMHOTI0 obecreyeHus,
JIMHEHHBbII MeHeIKep WM MeHeTKep
0T/IeJ1a, OTEePATOPbI, Ay TUTOPBI.
3HATh: HH()OPMALIOHHAS
0€30MacCHOCTH B ONEPANIMOHHBIX
cucTeMax, NPUKJIAJIHBIX MPOrpaMMmax,
OIIMOKH, NPUBOJSIIIUE K
BO3MOKHOCTH aTaK Ha HHGopMaLHUIo,
OCHOBHbIE I0JI0KeHHUsI 0 pa3padoTke
IO, knaccupukanuio mo Tpedyemoi
cTeneHu 0€30TKA3HOCTH,




KJaccu(pUKanms 10 YPOBHIO
KOH(HUIEHIHAILHOCTH, TPeOOBAHUS
1o padore ¢ KOHPUAEHIHATBHOU
uH(popMmanmei,

YMeThb: OPraHU30BaTh
HH(popManUOHHYIO 0€30ACHOCTb B
ONepalMOHHBIX CHCTEMAX,
NPUKJIATHBIX IPOrpaMmas,
NPUMEHSITH OCHOBHBIE MOJIOKEHHS 10
pa3pabotke I10, ocymecTBIAATH
0€30TKa3HOCTh CEPBHCOB H CIYKO
XpaHEeHHs AAHHBIX TOCTHTAETCH C
MOMOIIBIO CHCTEM CAMOTECTHPOBAHMSA
U BHeceHHs1 H30BITOYHOCTH HA
Pa3IMYHBIX YPOBHSX: aNMapaTHOM,
NMPOrpaMMHOM, HHGOPMALIMOHHOM
BJIA/1eTh: HABBIKAMHM HACTPOIKHU
uHdopManHoHHOIi 6e301aCHOCTH B
onepanuoOHHBIX CHCTEMAX,
NPUKJIATHBIX POrpaMmax,
HABBIKAMU MPUMeEHEHHsI 0CHOBHBIX
noJio:keHuii mo pazpadorke I10,
METOAMKOMN CO3aHNs MOJTUTHKHU
0€30MAaCHOCTH NMpeANpPUATHS,
COCTOSIIIEH M3 yYeTa OCHOBHBIX
(HauboJjiee ONMACHBIX) PUCKOB
uHGOPMAIMOHHBIX aTaK.

/Cp/

4.6 JK3aMeH. 36 OIIK- Bomnpockl k 5K3aMeHy,

OIIK-2: CnocobeH npuMeHsITh 2.1,0I1K- HUTOTOBOE TECTHPOBAHHE
OCHOBHbIE METO/IbI, CIIOCOOBI U 2.2,0I1K-
Cpe/CTBa NMOJyYeHHs, XPAHEeHHs, 2.3,0IIK-
nepepadoTkn HH(POPMALMHU NPH 4.1,0IIK-
peuieHnH 3a1a4 nNpogeccHOHATBLHOI 4.2,0I1K-
JIeATeJIbHOCTH 4.3,0I1K-
OIIK-2.1: 3naeT 0CHOBHbIE METO/bI, 6.1,0I1K-
Croco0bI U CPeACTBA MOJIyUeHHs, 6.2,0I1K-
XpaHeHUs1, nepepadoTku HHGOPpMATNHI 6.3,0I1K-
OIIK-2.2: YMeeT NpUMEHATH B 14.1,0I1K-
npogeccnoHaJILHOMN AeATeTbHOCTH 14.2,0TIK-
OCHOBHbIE METO/IbI, CIIOCOOBI U 14.3

CpeacTBa MOJy4Y€eHHUs], XpaHEeHH,
nepepadoTku uHpopManHu

OIIK-2.3: Biageer HaBbIKaMH
NpUMeHeHHUs] OCHOBHBIX METO/10B,
CIOCO0O0B U CPEJCTB MOJIyUeHHs,
XpaHeHHs, NepepadoTku HHGOpManHN
OIIK-4: Cnoco0eH moHUMAaTh
NPUHIHUINBI PA00THI COBPEMEHHBIX
UHG(POPMALMOHHBIX TEXHOJIOTUH 1
HCNOJIB30BaTh UX IS pPelleHus 3a1a4
npo¢ecCHOHATIBLHOM esiITeIbHOCTH;
OIIK-4.1: 3naeT mpouecchbl, METOIbI
NMoucKa, coopa, Xxpanenus, oopadoTku,
Npe/icTaBJIEHNs, PACIPOCTPAHEHUS
uHpOpPMaLHH U CIIOCOOBI
OCYLIECTBJICHHS TAKUX NMPOLECCOB U
MeToN0B (MH(OPMALMOHHBIE
TeXHOJIOTHH); COBPEMEHHbIEe
HHCTPYMEHTAJIbHbBIE CPebI,
NMPOrpaMMHO-TEXHHYECKHE
mJ1aT(opMbl H MPOrpaMMHbIE
CpeacTBa, B TOM YHCJ/Ie
0Te4ecTBEHHOI0 IPOM3BO/ICTBA,
HCHOJIb3yeMble JUIsl peleHus 3a1a4




npogecCHOHATBHOM /1eSITeIbHOCTH, U
NPHHIUIIBI X Pa0OTHI

OIIK-4.2: YMeeT BBIOMPATH U
HCI0JIb30BaTh COBPEeMEHHbIE
HH(OPMALMOHHO-
KOMMYHHUKAIHOHHbIE U
HHTEJLUIEKTYaJIbHbIE TeXHOJIOTHH,
HHCTPYMEHTAJIBHBIE CPeAbI,
NPOrpaMMHO-TeXHHYeCKHe
MJ1aT(OPMBbI H NPOrpaMMHbIe
CPeACTBA, B TOM 4YHC/Ie
0TeYeCTBEHHOI'0 POM3BOACTBA, ISl
peleHust 3a1a4 NpodecCHOHATBbHOM
JAeATebHOCTH; AHAJTU3MPOBATH
npodeccHOHATBHBIE 3a1a4H,
BbIOMpPaTh U HCNOJIL30BaTh
noaxoasimue HHGpopMaHOHHbIE
TeXHOJIOTHH

OIIK-4.3: BaajgeeT HaBbIKaMH PaGoThI
¢ JAHHBIMH C IOMOIIBI0
HH(OPMAIMOHHBIX TEXHOJIOTii;
HaBBbIKAMU NPUMEHEHMS
COBpPeMEHHBbIX HHPOPMALMOHHO-
KOMMYHUKALIUOHHBIX H
HHTEJLUIEKTYAJIbHBIX TEXHOJIOT U,
HHCTPYMEHTAJIBHBIX Cpef,
NMPOrpPaMMHO-TeXHHYECKHX MJIaThOopM
U MPOrPaAaMMHBIX CPEJICTB, B TOM
YHCJIe 0TeYeCTBEHHOI 0 NPOU3BO/ICTBA,
JJIs1 pelieHus 32124
npogecCHOHATBHOM 1eSITeJIbHOCTH
OIIK-6: Cnoco0eH pemaTtb
CTaHIapTHBIE 3212491
npodgeccHoHAILHOI 1eATeJIbHOCTH Ha
OCHOBE HH()OPMALIMOHHOM 1
ouobIuorpaguuecKoii KyJbTYpPbI €
npuMeHeHueM HHGOPMALMOHHO-
KOMMYHUKAIMOHHBIX TEXHOJIOTHii;
OIIK-6.1: 3naeT NpUHIMIIBI
uHGOpMaNHOHHOI 1
0némmorpaguyeckoii KyJabTyphbl,
METO/ABI H CPeACTBA PelIeHUs]
CTAHJAPTHBIX 3a7a4
npo¢ecCHOHAIBLHOM 1eSITeIbHOCTH €
npuMeHeHueM HHGOPMALMOHHO-
KOMMYHUKALIMOHHBIX TEXHOJIOTHIi U ¢
Y4eTOM OCHOBHBIX TPeOOBaHUI
uHopManHoOHHOI1 0e30macHOCTH
OIIK-6.2: YMmeeT pemiath
CTAHAAPTHBIE 321a41
npogeccnoHaILHOM NeATETbHOCTH Ha
OCHOBe HH()OPMALMOHHOI 1
Oubdmorpaguyeckoii KyJIbTypbl ¢
npuMeHeHueM HHGPOPMAHOHHO-
KOMMYHHUKAIHOHHBIX TEXHOJIOTHIi U €
Y4eTOM OCHOBHBIX TPeOOBaHUI
uHdopManHOHHOI 0e30MacHOCTH
OIIK-6.3: BiageeT MeTogaMu MOMCKA
U aHAJIu3a nHpopMaLuu ISt
NMOJAr0OTOBKH IOKYMEHTOB, 0030pOB,
pedepaToB, 10KIAAA0B, MyOIMKALUIA,
Ha OCHOBe MH(OPMALMOHHON 1
Onbémorpaguyeckoii KyJabTyphl ¢
y4eToM co0.110JeHHsI ABTOPCKOI0
npasa v TpedoBaHuit
HH(OPMAIMOHHOI 6e30MaCHOCTH
OIIK-14: Cnoco6en pa3padaTbiBaTh
AJITOPUTMBI H KOMIIbIOTEPHbIE
NpOrpaMMsl, IPUTOAHbIE LISl




NPAKTHYECKOro NpUMeHeHHs.
OIIK-14.1: 3naet npouecchl, METOABI
MOMCKA, cO0pa, XpaHeHHs, 00padoTKH,
NpeoCTaBJIEHUS], PACTIPOCTPAHEHHS
uHOpPMAIMH U CIIOCOOBI
OCYUIIECTBJICHHS TAKUX MPOLECCOB U
MeTo0B (MH(OPMALIMOHHbIE
TEXHOJIOTHH); JIOTUKY MOCTPOEHUs U
NPUHIHUIBI GYHKIMOHHPOBAHMS
COBPEMEHHBIX SI3bIKOB
NPOrpaMMHPOBAHUS U SI3BIKOB
padoThI ¢ 6a3aMHu IaHHBIX, Cpej
pa3padoTKu MH(POPMAIMOHHBIX
CHCTEM U TeXHOJIOTHIi, IPUHIUIbI
Pa3padoTKH aJIrOPUTMOB H
KOMINBIOTEPHBIX POTrPaMMm;
cOBpeMeHHbIe S3bIKU
NPOrpaMMHPOBAHMS H SI3BIKH Pa0OTHI
¢ 0a3aMM JaHHBIX, CpPebl Pa3padoTKu
HHGOPMAIMOHHBIX CHCTEM H
TeXHOJIOT Ui

OIIK-14.2: YMmeeT BbIOMPATH SI3BIKU
NMPOrpaMMHPOBAHUSA U A3BIKH PAGOTHI
¢ 6a3aMu JaHHBIX, CpelIbl pa3padoTKu
HHGOPMAIMOHHBIX CHCTEM H
TEXHOJIOTH i, MCXOAS U3 MMEIIIHXCS
3a/a4; NPUMEHATh COBPeMeHHbIe
SI3BIKH MPOrPAMMHPOBAHUSA IS
pa3pabdoTKu OPUTHHAIBHBIX
AJITOPUTMOB U KOMIIBIOTEPHBIX
NMpPOrpaMMm, NPUTOAHBIX 1151
NPaKTHYeCKOTr0 MPUMEHEHHS, BECTH
0a3bl JaHHBIX 1 HHYOPMAIIMOHHBIE
XpPaHWINIIA, IPUMEHATH
COBpeMEHHBbIE MPOrpaMMHBIE Cpe/lbl
pa3paboTku HH(POPMAMOHHBIX
CHCTEM U TeXHOJIOTHIi; YUTATH KOJbI
NMPOrpaMMHBIX MPOAYKTOB,
HAMHMCAHHBIX HA 0CBOEHHBIX A3BIKAX
NporpaMMHPOBaHNs, H BHOCHTH
TpedyemMble H3MEHEHHS;
aHAJM3HPOBATH NPoecCHOHATbHbIE
3aa4H, pa3padaTeIBATh MOAXOASIIIHE
nH(popManHOHHBIE pelIeHuUs ;
CaMOCTOSITETHHO OCBAMBATH HOBbIE
AJ151 ce0s1 cOBpeMeHHbIe SI3bIKU
NMPOrpaMMHPOBAHMS U SI3BIKH Pa0OTHI
¢ 0a3aMM JaHHBIX, CPeabl, Pa3padoTKu
HHGOPMAIMOHHBIX CHCTEM H
TeXHOJIOTHIl

OIIK-14.3: Biageer HaBbIKAMU
pa3padoTKN OPUTHHAJIbHBIX
AJITOPUTMOB M KOMIIBIOTEPHBIX
NMporpaMm, NPHUroHBIX IS
NMPaKTHYECKOTr0 NPUMEHEHH;
HABBIKAMU OTJIAIKH H TECTHPOBAHUSA
NPOTOTHIOB NPOTPAMMHO-
TeXHUYECKHUX KOMILIEKCOB

3aaay4 /Jk3ameH/

Ilepeuenb NpuMeHsieMbIX AKTUBHBIX U MHTEPAKTUBHBIX 00pa30BaTeIbHbIX TEXHOJIOTHI:

Komnsromepnasa mexnonozusn ooyuenusn

OcHOBaHa Ha KCIIOJL30BAHUU MH()OPMAIIMOHHBIX TEXHOJIOTHI B y4eOHOM Tporiecce. Peanmu3anus JaHHOW TEXHOJIOTHH
OCYLIECTBIISIETCS IOCPEACTBOM KOMIIBIOTEPA U MHBIX MYJIbTUMEIUNHBIX CPEACTB. VCcoabp30BaHNE KOMIIBIOTEPHBIX TEXHOJIOTUN
JIeNaeT yueOHBIH MPOIIECC HE TOJIBKO COBPEMEHHBIM U IMO3HABATEIBHBIM, HO HHTEPECHBIM JIJIsl 00 YUaIOIIHXCSI

Texnonozus odyuenun 6 compyoHuuecmee




TexHonorus 00y4eHHs B COTPYAHNYECTBE UCIIOIB3YETCs B 00pa30BaTEIbHON MPAKTHKE ISl TPEOTOJICHHS TTOCTICICTBIH

WHIUBUAYAILHOTO XapaKTepa yueOHO JesITeIbHOCTH CYOBbEKTOB M UX CTPEMIICHHUH UCKITFOUUTEIHHO K HHIUBH Y aTbHBIM
obOpa3oBaTelbHBIM MOCTIKEHUsIM. OHA 1TO3BOJISIET 000TATUTH OIBIT U IPHOOPECTH Yepe3 YIeOHBINH TPY T€ HABBIKU COBMECTUMOM
JESITETBHOCTH, KOTOPBIC 3aTEM MOTYT CTaTh HEOOXOAMMBIMHU B Oymymieil mpoheCCHOHATBHON U COIUAILHON ICSATSIILHOCTH B
TeUYeHME KU3HU. Llesb TEXHOIOTHH COCTOUT B POPMHUPOBAHUU YMEHHUH Y CyOBEKTOB 00pa30BaTeIbHOTO Mporiecca 3PpPeK THBHO
paboTath coo0Iila BO BpeMEHHBIX KOMaH/IaX U TPYIIax U JOOUBAThCS KAYECTBEHHBIX 00Pa30BaTEIILHBIX PE3yIbTATOB

5. METOJAYECKHUE YKA3ZAHUSA JIJISI OPTAHU3AIIMN CAMOCTOSATEJIBHOM PABOTHI CTYJIEHTOB

CPC — mnanupyemas yaeOHast, yaeOHO-HCCIIeI0BaTeNbCKas!, HAyYHO-HUCCIIEJOBaTENbCKast PaboTa CTYACHTOB, BHIIOJIHIEMAsI BO
BHEayJUTOPHOE (ayAUTOPHOE) BpeMsI 10 3aJaHUIO U TIPH METOANYECKOM PYKOBOJICTBE ITPENOAaBaTes, Ho 0e3 ero
HEMOCPEACTBEHHOTO yIacTHsI (BO3MOXKHO YaCTHYHOE HETIOCPEACTBEHHOE yIaCTHE MPENOAaBaTeNs IPH COXPAHEHUH BEIYIIEH POl
crynentoB). Llenpto CPC siBisieTcst oBiazeHHe GyHIaMEHTATbHBIMU 3HAHUSIMH, TPO(HECCHOHATBLHBIMI YMEHUSMH ¥ HABBIKAMHU I10
npodutto Oyaylel crenyuantbHOCTH, ONIBITOM TBOPUECKOM, UCCIIE0BATENILCKOM NEATEIbHOCTH, Pa3BUTUE CAMOCTOSATENBHOCTH,
OTBETCTBEHHOCTHU U OPraHU30BaHHOCTH, TBOPUECKOIO IIOAX0/1a K PEIHICHUIO IPo0IeM yueOHOro U NpodhecCUOHAIBLHOTO YPOBHEH.
3agaun CPC: cucteMaTH3alMs U 3aKPEIUICHUE MOTYYCHHBIX TEOPSTUUSCKUX 3HAHUH U MPAKTHYECKUX YMEHUI CTYICHTOB;
yrIyOJIeHNe U paclIpeHne TeOPETHYECKOH TOATOTOBKY; ()OPMUPOBAHHE YMEHHUH MCIIONB30BaTh HOPMATHBHYIO, IIPABOBYIO,
CNPaBOYHYIO JOKYMEHTANUIO U CIICIUANIBHYIO JIUTEPaTypy; pa3BUTHE MO3HABATEIbHBIX CIIOCOOHOCTEH M aKTHBHOCTH CTYICHTOB!
TBOPUYECKOH MHUIINATHUBEI, CAMOCTOSATENLHOCTH, OTBETCTBEHHOCTH M OPTaHW30BaHHOCTH; (HOPMUPOBAHHE CAMOCTOSTEIbHOCTH
MBIIIUIEHUS], CIOCOOHOCTEH K CaMOPa3BUTHIO, CAMOCOBEPILICHCTBOBAHUIO U CaMOPealH3allil; Pa3BUTUE UCCIIE0BATEILCKUX
YMEHMH; UCII0JIb30BaHUE MaTepHalla, COOPAHHOTO U MOJTYUYEHHOTO B XO/I€ CAMOCTOSATEIIbHBIX 3aHATUM Ha NPAaKTUYECKUX 3aHATUSAX,
IPH HAIIMCAHUU KYPCOBBIX M BBITYCKHOI KBaIM(HKALIMOHHON paboT, 11t 3(h(heKTHBHOI OATOTOBKY K HTOTOBBIM 3a4eTaM U
sk3ameHaM. @ynkiuu CPC: pa3zBuBarommas (IOBBIIEHNE KyJIbTYPhl YMCTBEHHOIO TpYy/ia, IpHoodiieHue k 10 TBopueckuM Buaam
JIESITeIbHOCTH, 000TallleHHe HHTEIICKTYaIbHBIX CIIOCOOHOCTEH CTY/ICHTOB); HHPOPMAIHOHHO-00y4atomias (yueOHas AesTeIbHOCTh
CTYIICHTOB Ha ayIUTOPHBIX 3aHATHAX, HEIIOJAKPEIUICHHAS CAaMOCTOATENHbHON paboTON, CTAHOBUTCS MAJIO Pe3yIbTaTUBHOM);
OPHEHTHUPYIOIIAs K CTUMYIHpYIOmas (TIporieccy 0OydeHus PUAAeTCsl YCKOPEHNEe U MOTUBALIUS ); BOCIIUTATENbHAS ((OPMUPYIOTCS U
Pa3BHUBAIOTCS MPOQeCcCHOHANBHBIE KauecTBa CIEeHaINCTa H TPaXKIaHWHA); HCCIIeJoBaTeNbCKast (HOBBIH YpoBeHb MpodeccnoHanbHO-
TBOPUYECKOT'O MBILIUICHUS).

CamocrosrenbHas padoTa CTYJEHTOB SIBISIETCS 00s13aTe/IbHBIM KOMIIOHEHTOM y4e€OHOT0 Ipoliecca A KaKI0ro CTyIeHTa U
orpezensercs yueOHbIM IUIaHOM. BBl caMOCTOATEIbHON pabOThI CTYIEHTOB ONPEAEIAIOTCS IPU pa3padoTKe pabouux MporpaMm U
y4eOHBIX METOANIECKHX KOMIUIEKCOB TUCHUIUIAH COEePKaHuEeM yIeOHO! TUCIUILTHHEL. [Tpn onpeneneHun coaepKaHus
CaMOCTOSITETbHON PabOTHI CTY/AICHTOB CIIEyeT YUUTHIBATh X YPOBEHb CAMOCTOSATENHLHOCTH M TpeOOBaHHS K YPOBHIO
CaMOCTOSITETbHOCTH BBITYCKHUKOB JUISI TOTO, YTOOBI 32 MEPHO 00YUSHHUS HCKOMBI YPOBEHB ObLT JOCTUTHYT. Tak, ylenbHbIH Bec
CaMOCTOSITEIbHON PaboTHI MU 00ydIeHHH B 09HOH (hopme coctapisieT 10 50% OT KoMuecTBa ayJUTOPHBIX YaCOB, OTBEAEHHBIX Ha
W3y4YCHHE NUCIMIUIMHBI, B 32049HOH ()OpME - KOJMYECTBO YacOB, OTBEJCHHBIX HAa OCBOCHHE AUCUUILIMHEI, yBeanuuBaercs 10 90%.
CamocrosrenbHas paboTa OlpeesieTcsl Kak HHAMBUAYyalbHast WIN KOJUIEKTHBHAs ydeOHas IeITeIbHOCTh, OCYIIECTBIsIeMast 6e3
HEMOCPEACTBEHHOTO0 PYKOBOJICTBA [IEJarora, HO M0 €ro 3aJaHusIM U [OoJ ero KoHTposieM. CamocToaTenbHas paboTa — 3T0
IIO3HaBaTCJIbHAA y‘le6HaH ACATCIBHOCTD, KOr'la MOCJICA0BATCIIBHOCTD MBIIIJICHUSA CTYICHTA, €0 YMCTBCHHBIX U IPAKTHICCKUX
orepanuii U JeWCTBUIN 3aBUCHT U ONIPENIEIISIETCSl CAMUM CTYIEHTOM.

CamocrosrenbHas padoTa CTYJEHTOB CIIOCOOCTBYET PAa3BUTHIO CAMOCTOSATENILHOCTH, OTBETCTBEHHOCTH M OPTaHU30BaHHOCTH,
TBOPYECKOTO TOIX0/1a K PEIICHHIO TPOoOIeM yueOHOTO U MPOoPeCCHOHATBHOTO YPOBHS, YTO B UTOTE MPUBOAUT K PA3BUTHIO HABBIKA
CaMOCTOATEILHOTO INIAHUPOBAHUS U PeaTn3alluu JesITeNIbHOCTH. 1lebi0 caMOCTOATENbHOM PaboThI CTYICHTOB SIBIISIETCS OBJIaJJCHUE
HCOGXO}II/IMbIMI/I KOMIICTCHIUAMHU IO CBOEMY HAIIPaBJICHUIO MTOATOTOBKHU, OIIBITOM TBOp‘{CCKOi/‘I u PlCCJ'Ie,Z[OBaTCJ'IbCKOﬁ JACATCIBbHOCTH.
Ha ocHOBaHMHU KOMIIETEHTHOCTHOTO TOJX0/Ia K Pean3aluy NpodhecCHOHATBHBIX 00pa30BaTeNbHbIX IPOrpaMM, BUJAMH 3aJaHUH
JUISL CAaMOCTOSATENIbHON pabOTHI SIBISIIOTCSL:

- ISl OBIIAJICHUS] 3HAHUSIME: YTeHUE TeKcTa (YaeOHUKa, IEPBONCTOYHHKA, JOIOIHUTEFHOM JINTEPaTyphl), COCTABICHHE IJIaHa
TeKcTa, rpaduueckoe n300pakeHne CTPYKTYPHI TEKCTa, KOHCIIEKTHPOBAHUE TEKCTA, BBITUCKH U3 TEKCTa, pad0Ta CO CIOBAPSIMHU U
CNPaBOYHHKAMH, 03HAKOMJICHHE C HOPMaTHBHBIMH JTIOKYMEHTaMH, YaeOHO-UCCIIeI0BaTeNIbckast padoTa, UCIIOIb30BaHUE ayAuO- H
BHUJIC03ATIHCEH, KOMITBIOTEPHON TEXHUKH 1 HHPOPMALOHHO-TeJIeKOMMYHHKAIHOHHOW ceTH IHTepHeT 1 JIp.

- IS 3aKPEIUICHUS M CUCTeMaTU3alluy 3HaHUI: paboTa ¢ KOHCIIEKTOM JIEKLIUH, 00paboTKa TekcTa (yueOHMKa, IepBOUCTOYHHKA,
JOTIIOJIHUTENILHOM TUTEpaTyphl, ayIM0 U BUIEO3anucei), MOBTOpHas padoTa HaJ y4eOHbIM MaTepHaoM, COCTABICHHE IIaHa,
COCTaBJIEHHE TAOJIHUII VISl CUCTEMATH3aliH Y4eOHOT0 MaTeprana, OTBET Ha KOHTPOJIbHBIC BONIPOCHI, 3all0JHEHHE paboyel TeTpaiy,
aHanuTHYecKas 00paboTKa TekcTa (AaHHOTUPOBAHHKE, PELCH3UpOBaHKe, pedepupOBaHHe, KOHCIIEKT-aHAIU3 U JIp.), 3aBePIICHUE
ayAUTOPHBIX MPAKTUYECKUX PAOOT U 0OpMIICHHE OTYETOB 110 HUM, ITOJrOTOBKA MYJIbTUMEIHA COOOLICHHI/ TOKIIAIOB K
BBICTYIUICHUIO Ha ceMUHape (KOH(EepeHINH), MaTepraioB-Tpe3eHTali, MOATOTOBKA pedepaTa, coctapieHue Oudanorpaduu,
TEMaTHYECKUX KPOCCBOPIOB, TECTHPOBAHUE U JP.

- Ui GOPMHUPOBAHKS YMEHUIL: pelIeHUE 3a/1ad ¥ YIPaKHEHUH 10 00pasily, pellieHHe BApUATUBHBIX 3a]1ay, BHITIOJIHEHHE YePTEKEH,
CXeM, BBITIOJIHEHHE pacueToB (rpaduueckux paboT), pelieHHe CUTYallnOHHBIX (TpodecCHOHANTbHBIX) 3a/1a4, OATOTOBKA K J€JI0OBBIM
Urpam, IPOEKTHUPOBAHUE U MOJICTMPOBAHUE PA3HBIX BUJIOB M KOMIIOHEHTOB PO(GECCHOHANBHOM NeTeIbHOCTH, pe(IeKCUBHBIH
aHaM3 MPO(heCCHOHATBHBIX YMEHHUH C HCTIOJIb30BAaHUEM ayIHO- ¥ BUIECOTEXHUKH U .

CamocrosTenbHas paboTa MOXKET OCYIIECCTBIATHCS HHIMBUIYAJIbHO WM IPYIIAMH CTYJCHTOB B 3aBUCHMOCTH OT I[€JH, 00beMa,
KOHKPETHOHN TeMaTHKU CaMOCTOSTEIIbHON pabOThI, YPOBHSI CIIOKHOCTH, YPOBHSI YMEHUI CTYICHTOB.

6. OHEHOYHBIE U METOJNMYECKHUE MATEPHAJIBI

6.1. Ilepeyenp KOMIETEHLMI ¢ yKa3aHMeM 3TanoB (POPMUPOBAHNS HHAMKATOPOB UX J0OCTHKEHHUS B IIPOLecce OCBOCHHUS
onoI

OIIK-14:Cnoco0en pa3padaTsIiBaTh aJrOPUTMbI M KOMIIBIOTEPHBIE IPOTPAMMBbI, IPUTO/IHBIE 1JI5 MPAKTHYECKOI0
NpHMeHeHu .




Heoocmamounulii yposens:

He 3naet MeTonoB (MHGOPMaIMOHHBIE TEXHOJIOTHH); JIOTHKY NOCTPOEHHS M NPUHLUIE ()YHKIIMOHUPOBAHHS COBPEMEHHBIX S3BIKOB
MPOTPaMMHUPOBAHHUS U SI3BIKOB paOOTHI ¢ 0a3aMK JaHHBIX, Cpell pa3paboTKu HHPOPMALMOHHBIX CUCTEM M TEXHOJIOTHH, IPUHIUIIEI
pa3pabOTKH aITOPUTMOB M KOMIIBIOTEPHBIX TPOTPaMM; COBPEMEHHBIE SI3BIKU TPOTPaMMHUPOBAHUS U A3BIKU paboTHI ¢ 6a3aMu
JaHHBIX, CPeAbl Pa3paboTKN HH(POPMAIMOHHBIX CUCTEM U TEXHOIOTHH

He ymeer BBIOMpATh A3bIKH MPOTPAMMHUPOBAHUS | A3BIKK Pa0OThI ¢ 0a3aMK JaHHBIX, CPEbl Pa3padOTKH HHPOPMALTUOHHBIX CHCTEM
U TEXHOJIOTHH, HCXOS 3 MMCIOLINXCS 32124, IPHMCHSITH COBPEMEHHBIC S3BIKH IPOrPAMMHUPOBAHUS UTS pPa3pabOTKH OPUTHHAIBHBIX
AJITOPUTMOB M KOMITBIOTEPHBIX IIPOTPAMM, IIPUTOHBIX IS MPAKTHYECKOTO IPHUMEHEHHSI, BECTH 0a3bl JAHHBIX U HH(OPMALOHHBIC
XPaHWIAILA, IPUMEHSATH COBPEMEHHbIE TPOTrPAMMHBIE CPe/Ibl Pa3pabOTKH HH(POPMAILIMOHHBIX CUCTEM M TEXHOJIOTUit; YUTATh KOIBI
MPOrPaMMHBIX MTPOIYKTOB, HATIMCAHHBIX Ha OCBOSHHBIX A3bIKAX MPOrPAMMHUPOBAHUS, U BHOCHTh TPEOYEMbIe N3MCHEHHUS,
aHaIM3UPOBaTh NpodecCHOHATbHBIC 3aJa4YH, pa3pabaThIBaTh MOIXOAANINE HHPOPMAMOHHBIC PEIICHHUS; CAMOCTOSATEIBHO OCBAUBATh
HOBBIE JUIs ce0s1 COBPEMEHHBIE SI3BIKU MIPOTPAMMHUPOBAHHUS U SI3BIKK PabOTHI ¢ 0a3aMHU JAHHBIX, CPEIbl, pa3paboTKu
HUHGOPMALMOHHBIX CHCTEM U TEXHOJIOTHI

He Bnangeer HaBbIkamMu pa3pa60TI<H OPUTHMHAJIBHBIX aJITOPUTMOB U KOMITBIOTEPHBIX IMIPOrpaMM, MMPUTOAHBIX IS MPAKTUICCKOI'O
IMPUMECHCHHUA; HaBBIKaAMHU OTJIAAKHU U TECTUPOBAHUA ITPOTOTHUIIOB IIPOIrPaMMHO-TEXHUYCCKUX KOMIUIEKCOB 3a/1a4

Ilopozoeviit yposens:

3HaeT Mmpolecchl, METOIbl IIOUCKa, cOopa, XpaHeHus!, 00pabOTKH, MIPEJOCTABICHHUS, PACIPOCTPAHEHHU HH(POPMALIUH U CIIOCOObI
OCYILECTBIICHUS TAKHUX ITPOIIECCOB U METOJI0B (MH()OPMAIIMOHHBIC TEXHOJIOTHH)

YMeeT BRIOHPATh S3BIKK IIPOTPAMMHPOBAHUS U SI3BIKH PAOOTHI ¢ 0a3aMH JaHHBIX, CpeNIbl pa3padoTKi HHPOPMAMOHHBIX CHCTEM U
TEXHOJIOTH, HCXO/II U3 UMCIOLINXCS 33124

Brnaneer HaBbIKaMu pa3pabOTKH AITOPUTMOB, IPUTOTHBIX JUIS IIPAKTUYECKOTO TIPUMEHEHHS
IIpoosunymutii ypoeens:

3HaeT MPOIecChl, MeTOIbI OUCKa, cOopa, XpaHeHusl, 00pabOTKH, IPEOCTABICHHS, PACIPOCTPAHEHU ST HHPOPMALIUH U CIIOCOOBI
OCYIIECTBIICHUSI TAKUX IPOLIECCOB M METOOB (MH()OPMAIIOHHBIE TEXHOJIIOTHH); JIOTHUKY IIOCTPOCHHS 1 PUHIIUIIBI
(YHKIIMOHUPOBaHHS COBPEMEHHBIX SI3IKOB ITPOTPAMMHUPOBAHUS U S3BIKOB pabOTHI ¢ 6a3aMy TaHHBIX, Cpel] Pa3padoTKH
MH(QOPMAIIOHHBIX CUCTEM U TEXHOJIOTHH, IPUHIMIIBI pa3pabOTKU aJlTOPUTMOB M KOMITBIOTEPHBIX MTPOTPAMM

YMeeT BRIOHPATH S3BIKK IIPOTPAMMHPOBAHUS U SI3BIKH PAOOTHI ¢ 0a3aMH JaHHBIX, CPeIbl pa3paboTKH HHPOPMAIMOHHBIX CUCTEM H
TEXHOJIOTHH, HCXOAS U3 HMEIOLIHNXCS 3a]1a4; IPUMEHSITH COBPEMEHHBIE SI3BIKH IPOTPAaMMHUPOBAHHUS TS pa3paOb0TKN OPUTHHATBHBIX
ITOPUTMOB H KOMIBIOTEPHBIX IPOTPAMM, IIPATOAHBIX IS IPAKTHIECKOTO MPUMEHEHHS, BECTH 0a3bl JaHHBIX W HH(OPMAIMOHHEIE
XpaHWIHIIA, IPUMEHATh COBPEMEHHbIC MPOTrpaMMHbIE CpeJibl pa3paboTKu HHYOPMAIIMOHHBIX CUCTEM M TEXHOJIOTHI

Brnaneer HaBbIKaMu pa3pabOTKH OPUTHHAIBHEIX AITOPUTMOB M KOMITBIOTEPHBIX IIPOTPaMM, IPUTOAHBIX IS IPAKTHIECKOTO
TIPUMEHEHHUS

Buicokuii yposens:

3HaeT MPOIIeCChl, METOBI IIONCKA, cOOpa, XpaHeHHs, 00pabOTKH, MpeOCTaBIeHHS, PACIIPOCTPAHEHN HH(YOPMAIIHH 1 CIIOCOOBI
OCYIIECTBIECHHS TaKHUX IIPOIECCOB M METO0B (MH(GOPMAIIMOHHBIC TEXHOIOTHH); JIOTUKY MOCTPOCHHS U IIPUHITAITHI
(YHKIIMOHUPOBAHNS COBPEMEHHBIX S3BIKOB IIPOTPAMMHUPOBAHUS U A3BIKOB Pa0OTHI ¢ 0a3aMH TaHHBIX, CPe]] pa3padoTKu
MH()OPMAOHHBIX CHCTEM U TEXHOJOTHH, IPHHIUITE Pa3padOTKU aTOPUTMOB H KOMITBIOTEPHBIX IIPOTPAMM; COBPEMEHHBIE SI3BIKH
IPOrpaMMHUPOBAHHUS U SI3BIKU PAOOTHI ¢ 0a3aMu JaHHBIX, CPEAbl Pa3pabOTKHU HH(POPMALIMOHHBIX CUCTEM U TeXHOIOTHH

YMeeT BBIOUPATh A3bIKK IPOTPAMMUPOBAHUS U SI3bIKH PAOOTHI ¢ 6a3aMU AaHHBIX, CPElIbl pa3paboTKu HHPOPMALMOHHBIX CUCTEM U
TEXHOJIOTHH, UCXO/SI M3 UMEIOIIHXCS 3a/1ad; IPHMEHATh COBPEMEHHBIC S3BIKH POTPaMMHUPOBAHHS JUIS Pa3paOOTKH OPUTHHAIIBHBIX
aITOPUTMOB M KOMITBIOTEPHBIX IIPOTPaMM, IIPHTOJHBIX JUIS IPAKTHUECKOTO MPIMEHEHHS, BECTH 0a3bl JaHHBIX U HH(QOPMaIMOHHBIE
XpaHWINIIA, TPUMEHATH COBPEMEHHBIE TPOTPAMMHBIE CPEJIbI Pa3pabOTKH HHPOPMAIIMOHHBIX CHCTEM M TEXHOIIOTHIA; YATaTh KOJIBI
IIPOTPAMMHBIX IIPOIYKTOB, HAITICAHHBIX HA OCBOCHHBIX A3BIKaX MPOTPaMMHUPOBAHUS, 1 BHOCHTH TpeOyeMble H3MCHCHNS;
aHaIM3UPOBaTh NpodhecCHOHAIbHBIE 3aJa4Ul, pa3padaTbIBaTh NOAXOAAIINE HHPOPMALMOHHbIE PEILICHUS; CAMOCTOSATEILHO OCBaUBaTh
HOBBIE JUIs ce0sl COBPEMEHHBIE SI3BIKY POrpaMMUPOBAHHUS U S3BIKU PabOTHI ¢ 0a3aMu JaHHBIX, CPEbI, Pa3padoTKu
UH()OPMAIIOHHBIX CHCTEM U TEXHOJIOTUI

Bna;leeT HaBBIKaAMU pa3pa60T1<1/1 OPUTHMHAJIBHBIX aJITOPUTMOB U KOMIIBIOTEPHBIX MPOrpaMM, MPUTOAHBIX JUIS IPAKTHICCKOT'O
MPUMECHCHNS, HaBbIKaMH OTJIAAKU U TECTUPOBAHUSA IIPOTOTUIIOB IPOTPAMMHO-TEXHUYCCKUX KOMIUICKCOB 3a/1a4

OIIK-2:Cnoco6eH NnpuMeHATh OCHOBHBIE METO/Ibl, CIIOCOObI M CPe/ICTBA NMOJIY4YeHHs, XPaHEeHH ], TepepadoTKku HHpopMauu
NPH pelIeHUH 32124 NPO(PecCHOHAIBLHOM AesATeTbHOCTH;

Heoocmamounbwtii yposens:
He 3HaeT 0CHOBHBIE METO/BI, CIIOCOOBI U CPEACTBA NONTYUYESHUs, XPAaHEHUS], TIEpepadoTKN HHPOPMALTUU

He YMECT NPUMEHATH B HpO(I)CCCHOHaHBHOﬁ JACATCIIBPHOCTH OCHOBHBIC METOHI, CITIOCOOBI M Cp€ACTBa NNOJIYYCHUSA, XPAaHCHUA,
nepepadoTKH HHOPMAIUN

He BiageeT HaBbIKAMU IPUMEHEHHUS] OCHOBHBIX METOIOB, CIIOCOOOB U CPEACTB MOTYYESHUsI, XPAHEHU S, TIepepadoTKH HH(POPMAIHU
Ilopozoewiit ypogenn:

3HaeT OCHOBHBIE METOABI IIepepaboTKu MHPOPMALUU

YMeeT npuMeHsITh B podecCnoHaNbHON IesTENFHOCTH OCHOBHBIE METO/IBI TIEPepadOTKH HH(POPMAIIUU

Brnaneer HaBbIKaMu MPUMEHEHUS! OCHOBHBIX METOJIOB IepepaboTKu HHGOpMaLUH

Ilpoosunymeutit ypoeens:

3HaeT OCHOBHBIE METO/IbI, CIOCOOBI TIepepaboTKH HHPOPMAIIH

YMmeer NpUMEHsTh B IPOPECCHOHAIBLHON IEATEILHOCTH OCHOBHBIE METO/IbI, CIIOCOOBI MepepadoTKH HHPOPMALIUH




Brnaneer HaBbIKaMu MPUMEHEHHUS! OCHOBHBIX METOJIOB, CIIOCO00B nepepadoTKH HHGOPMAIN
Buicokuii ypoeens:
3HaeT OCHOBHBIE METO/IBI, CIIOCOOBI M CPEACTBA HOIYyUESHHUs], XpaHEHUs], ITIepepaboTKN HHPOPMaIUU

YMeeT npUMEHATH B IPO(ECCHOHATBHOM IeSTETPHOCTH OCHOBHBIE METOMBI, CIIOCOOBI U CPEJICTBA MOMYUCHHUS, XPAaHCHHUS,
nepepaboTky HHpOpMaUu

BrnaneeTr HaBbIKaMU MPUMEHEHHUS! OCHOBHBIX METOJIOB, CIIOCOOOB M CPE/ICTB MOTyIEHUs, XpaHEHUs], ITepepaboTKu HHPOPMaUH

OIIK-4:Cnoco6eH NOHUMATh MPHHIMIBI Pa00THI COBPEMEHHBIX HH()OPMAIMOHHBIX TEXHOJIOTHI H HCIOJIb30BATh UX JIUIS
pemieHust 3a1a4 NpogecCHOHAILHOM JesITeJIbHOCTH;

Heoocmamounwtii yposens:

He 3Haet mporecchbl, METO/IbI TOKUCKA, COOpa, XpaHeHHs, 00pabOTKH, TPEICTABICHHUS, pACIPOCTPAHEHUSI HHPOPMALIUU U CIIOCOOBI
OCYILECTBIICHHS TAKHX IIPOLIECCOB K METOIO0B (MH(POPMAIIMOHHBIC TEXHOIOTHH); COBPEMEHHBIC HHCTPYMEHTAJIBHBIC CPEBL,
MPOrpaMMHO-TEXHHIECKUE MIAaTHOPMBI U TPOrpaMMHBIE CPEICTBA, B TOM YHCIIE OTEYECTBEHHOTO IPOU3BOICTBA, HCIIOJIB3yeMbIC IS
pelieHus 3a/1a4 NPoheCCHOHATBHOMN NeITeTbHOCTH, 1 IPUHIUITBL UX paboThI

He ymeer BBIOMpATH M UCTIONB30BaTh COBPEMEHHBIE HH(OPMAIMOHHO-KOMMYHHUKAIMOHHbIE 1 HHTEJUIEKTYalIbHbIE TEXHOJIOTUH,
MHCTPYMEHTAJIbHBIE CPEIbl, IPOrPaMMHO-TEXHHYECKUE TIaTHOPMBI U TPOTPaMMHBIE CPEACTBA, B TOM YHCIIE OTEYECTBEHHOTO
MIPOM3BO/ICTBA, JUIsl PELICHU 3a/1a4 Tpo(ecCHOHAIbHOM eI TeIbHOCTH; aHAIN3UPOBATh NPOQeCCHOHANBLHBIE 3a/1a4H, BEIOUPATh U
UCII0JIb30BATh MOAXOISAIINE HH(POPMALIMOHHBIE TEXHOJIOTHH

He Bmageer HaBbIKaMu pa6OTLI C JaHHBIMH C ITOMOIBIO HH(bOpMaHPIOHHLIX TeXHOHOFHﬁ; HaBbIKaMH IPUMECHCHUSA COBPEMEHHBIX
I/IH(I)OpMaL[I/IOHHO-KOMMyHI/IKaI.II/IOHHLIX 1 UHTCIUICKTYAJIbHBIX TeXHOJIOFI/IfI, HWHCTPYMECHTAJIBHBIX CPEJl, IPOTPaMMHO-TEXHUYCCKUX
HJ'[aT(I)OpM U IIPpOTrpaMMHBIX CPEJICTB, B TOM YHCJIC OTCYECTBCHHOI'O IMTPOU3BOACTBA, I PCIICHUA 3a/1a4 HpOCbeCCHOHaHBHOﬁ
JACATCIIbHOCTH

Ilopozoswiii yposens:

3HaeT MpOIeCcChl, MeTO b TOUCKa, cOopa, XpaHeHus, 00pabOTKH, IPEICTABICHNS, PACIIPOCTPaHEHUS HHPOPMALIUH U CIIOCOOBI
OCYIIECTBIICHUSI TAKHX IPOLIECCOB M METO0B (MH()OPMAIIIOHHBIE TEXHOJIOTHN)

Ymeer BBIOHpATh U UCHOJIB30BaTh COBPEMEHHBIE HH()OPMALIMOHHO-KOMMYHHKAIIMOHHBIC 1 HHTEJUICKTYaIbHbIE TEXHOJIOTHH,
MHCTPYMEHTAJIBHBIE CPEJIBI, MPOTPAMMHO-TEXHUUECKHE IUTaTGOPMBI UL pelIeHus 3a1a9 Ipo(hecCHOHATBHON IeSITebHOCTH

Brnaseet HaBbIkaMu pabOTHI € IaHHBIMH C IOMOIIBI0 HH()OPMAIIMOHHBIX TEXHOJIOTHHA
Ilpoosunymeurii ypoeens:

3HaeT Mpolecchl, METO/IbI TIOUCKa, cOopa, XpaHeHus, 00pabOTKH, ITPEICTABICHUS, PACIPOCTPAHEH I HHPOPMAIUH U CIIOCOOBI
OCYIIECTBICHUSI TAKUX MPOIECCOB M METOI0B (MH()OPMAIIMOHHBIC TEXHOJIOTHH ); COBPEMEHHbBIC HHCTPYMEHTAIBHBIE CPEIbI,
[POrPaMMHO-TEXHUYECKHE TUIATGOPMBI M IIPOTPAMMHBIC HCIIONB3YEMBIC IJISI PELICHHS 331a49 PO(PECCHOHAIBHON NesSTEIbHOCTH

VYmeer BI)I6I/IpaTL 1 HUCII0JIB30BATh COBPEMECHHBLIC I/IHCI)OpMaI_II/IOHHO-KOMMyHI/IKaHI/IOHHLIQ " UHTCIUICKTYaJIbHbIC TEXHOJIOTUH,
HUHCTPYMCHTAJIBHBIC CPEAbI, IPOTPAMMHO-TEXHUYCCKUC HJ'IaT(bOpMLI U IporpaMMHBbI€ CPEACTBA, B TOM YUCJIC OTCUCCTBECHHOT'O
HIPOU3BOACTBA, AJIA pCHICHUSA 3a1a4 HpO(l)CCCI/IOHaHLHOP'I JACATCIIbHOCTH

Brageer HaBBIKaMH pabOTHI C JAHHBIMH C TIOMOIIBIO HH(OPMAITHOHHBIX TEXHOJIOTHIl; HABBIKAMH MPIMCHEHHUS COBPEMEHHBIX
UH()OPMAIIIOHHO-KOMMYHUKAIIUOHHBIX Y HHTEIUIEKTYaIbHBIX TEXHOJIOIMH, HHCTPYMEHTAJIBHBIX CPEl, TPOrPaAMMHO-TEXHUIECKUX
w1aTopM U IPOrpaMMHBIX CPEJCTB JUISl peIIeHUs 3a7a4 IpodeccuoHaIbHON 1eATeIbHOCTH

Buicokuii yposens:

3HaeT Mpolecchl, METOIbI TIOUCKa, cOopa, XpaHeHus, 00pabOTKH, TPEICTABICHUS, PACIPOCTPAHEHHSI HHPOPMAIUH U CITOCOOBI
OCYILECTBIICHHS TAKHX IIPOLIECCOB K METOIOB (MH()OPMAIIMOHHBIC TEXHOJIOTHH); COBPEMEHHBIC HHCTPYMEHTAJIbHBIE CPE/IBI,
[IPOrPaMMHO-TEXHUYECKHE IUIATGOPMBI M IIPOTPAMMHBIC CPEICTBA, B TOM YKCIIC OTCYECTBEHHOTO IIPOM3BO/ICTBA, UCIIOIB3yEMBbIE IS
peleHust 3a1a4 npohecCHOHATBHOM ASSITEBHOCTH, M IIPHHIUITBI HX PAOOTHI

Vmeer BbIGl/lpaTb 1 UCIIOJIB30BaTh COBPEMEHHBIC I/IH(i)OpMaU,I/IOHHO-KOMMyHI/IKaLlI/IOHHI)IC 1 UHTCJUICKTYAJIbHBIC TCXHOJIOTUH,
HUHCTPYMCHTAJIBHBIC CPCAbI, IPOTPAMMHO-TEXHUYCCKUC HJ'IaT(bOpMLI U NporpaMMHbI€ CPEACTBA, B TOM YUCJIC OTCUCCTBCHHOTO
HIPOU3BOACTBA, IJId pCUICHUSA 3a1a4 HpO(bCCCPIOHaJILHOi/II JACATCIIBHOCTU; aHAJIU3UPOBATH HpO(beCCI/IOHaJ'II)HI)Ie 3aJa4u, BI)I6I/IpaTI> u
HCIIOJb30BATh NOAXOAAIINE I/IH(bOpMaIII/IOHHI)IG TEXHOJIOIT'MHU

BnaneeT HaBBIKAMU pa6OTLI C JAHHBIMH C IOMOIIBIO I/IH(l)OpMaLII/IOHHBIX TCXHOJ’IOT‘Hﬁ; HaBbIKaMH1 IIPUMEHCHHS COBPEMEHHBIX
PIH(bOpMaHI/IOHHO-KOMMyHI/IKaHI/IOHHI)IX 1 UHTCJUICKTYaJIbHBIX TGXHOHOFHP‘I, HUHCTPYMCHTAJIBHBIX CPEJl, IPOTrPaMMHO-TEXHUYCCKUX
HJ'IaT(bOpM " IporpaMMHBIX CPEACTB, B TOM YUCJIC OTECUCCTBCHHOT'O IIPOU3BOJACTBA, JJId PCUHICHUA 3a1a4 HpO(i)CCCI/IOHaJ'H)HOI‘/'I
JACATCIIbHOCTH

OIIK-6:CrnocodeH pemaTh CTaHAapPTHBIE 32124 NMPO(ecCHOHAIbHOI 1esiTeJIbHOCTH HA 0CHOBe HH(GOPMAaMOHHOI 1
oudaHorpadguyeckoii KyJabTypbl ¢ IPUMEeHeHHeM HH(POPMAIMOHHO-KOMMYHUKAIMOHHBIX TEXHOJIOTHIA;

Heoocmamounbwtit yposens:

He 3Haet npuHIMIBI HHPOPMAIMOHHOK U OHOIHOTrpadUIecKOi KyIbTypbl, METOABI U CPEACTBA PEIICHNS CTAHAAPTHBIX 3a1a4
1po¢eCCHOHANBHON AEATENIFHOCTH C IPUMEHEHHEM HH()OPMAIIMOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTHHA U ¢ Y4ETOM OCHOBHBIX
TpeOoBaHMi HHPOPMAIIMOHHOM 0€30MaCHOCTH

He ymeer pemats crangapTHble 3a1a4i NPodecCHOHANBHOM NI TeIbHOCTH Ha OCHOBE HH(MOPMALMOHHON 1 OuOIrorpaduyeckoi
KyJbTYpBI ¢ IPUMEHEHHEM HH()OPMALMOHHO-KOMMYHHKALMOHHBIX TEXHOJIOTUH 1 C y4eTOM OCHOBHBIX TpeOOBaHM
UHPOPMAIOHHOI 0€30MacHOCTH

He Brageer meToaMu rmovcka M aHaiau3a MHGOPMALHMH VIS TOATOTOBKU JOKYMEHTOB, 0030p0OB, pedepaToB, JOKIAAO0B,
nyOnuKanuii, Ha OCHOBE HH(POPMALMOHHOK 1 OuOIMorpaduuecKoi KyabTyphl ¢ Y4€TOM COOJIIOICHUS! aBTOPCKOTO NIpaBa U
TpeGoBaHMi HHPOPMAIIMOHHOM 6e3011acHOCTH




Ilopozoeviii yposens:

3HaeT NPUHIMIB HHHOPMAIMOHHON KyIbTYpPbl, METObI PELICHHs] CTAaHIAPTHBIX 33134 NpodeccCHoHaIbHON ASSTENFHOCTH C
HIpUMEHEHHEeM HH(POPMaInOHHO-KOMMYHHKAIMOHHBIX TEXHOJIOTHH

Vmeer peuiaTtb CTaHAAPTHBIC 3a/la4u HpO(i)eCCHOHaJ'ILHOfI JACATCIIBHOCTH Ha OCHOBEC I/IHCl)OpM&IIPIOHHOﬁ KYJBTYPBI C IPUMECHCHUEM
I/IH(i)OpMaIII/IOHHO-KOMMyHI/IKaLII/IOHHBIX TEXHOJIOTU I

Brageer MeTogamu moncka M aHanu3a HHGOpPMAaLUHK JUIS HOATOTOBKH JOKYMEHTOB, 0030pOB, pedepaToB, JOKIAI0B, TyOIHKaIHi,
Ha OCHOBE UH(OPMALHOHHON 1 OuOIHOrpadhUIecKoi KyIbTyphl

IIpoosunymutii yposens:

3HaeT NPUHIUIBI UHOPMALMOHHON 1 6MOIHorpaduuecKkoi KyIbTyphbl, METObL U CPEJICTBA PELIEHHS CTaHIapTHBIX 33134
npodeccCHoHaNbHON AeITeIBHOCTH C MPUMEHEHnEM HHPOPMAITMOHHO-KOMMYHHKAIIMOHHBIX TEXHOJIOTHH

YMeer periats craHIapTHBIE 3a/1a494 PO()ECCHOHATIBLHOM JIesITeIbHOCTH Ha OCHOBE MH(OPMAMOHHON U OnbiHnorpaduieckoit

KYJbTYPbI C HDUMCHCHUEM I/IH(i)OpMaI_II/IOHHO-KOMMyHI/IKaLII/IOHHI)IX TEXHOJIOTUH

Birageer MeToamMu MOMCKa M aHaIn3a HHGOOPMALUHK [T TOATOTOBKU JOKYMEHTOB, 0030pOB, pe(epaToB, TOKIAI0B, IyOIHKALHI,
Ha OCHOBE MH(POPMAIMOHHON 1 OHOIMorpaduuecKoi KyJbTyphl C y4€TOM COOJIIOCHHUS aBTOPCKOTO TpaBa

Buwicoxuii yposens:

3HaeT NPHUHIUITBI HHPOPMAIMOHHOH M OHOIHOTpadHYecKOi KyIbTYPbI, METOIBI U CPEJICTBA PEIICHHS CTAHJAPTHBIX 3a/1a4
npoGheCCHOHANBHOM ASITEABHOCTH C MPUMEHEHHEM HH()OPMAIIHOHHO-KOMMYHHKAIIMOHHBIX TEXHOJIOTHIA M C yI€TOM OCHOBHBIX
TpeGoBaHUi HHPOPMAIIHOHHO 6€30MacHOCTH

YMeer perath cTaHIapTHBIC 3a1a44 PO(ECCHOHATBHOM JeSITEbHOCTH Ha OCHOBE MH(OPMAIIMOHHOW U OHOIHorpaduieckoi
KYJBTYPHI C IPUMEHEHHEM HH(POPMAIMOHHO-KOMMYHHKAIMOHHBIX TEXHOJIOTHI U C Y4ETOM OCHOBHBIX TPEOOBaHHIA

UH(OPMAITMIOHHON 0€30I1aCHOCTH

Bnageer MeTogaMu rnoucka u aHanu3a HHGOpPMAaIMK [T TOJTOTOBKH IOKYMEHTOB, 0030p0oB, pedepaToB, TOKIAI0B, MyOINKAIHA,
Ha OCHOBE MH()OPMAIMOHHOHN 1 OUOIHOrpaduuecKoi KyIbTYphl C YI€TOM COOJIOCHMS aBTOPCKOTO TIpaBa U TPeOOBaHUI

UH()OPMAIIIOHHON 0€30IaCHOCTH

6.2. Illkana oneHUBaHHUSA B 3aBHCHUMOCTH OT YPOBHSI ¢()OPMHPOBAHHOCTH KOMIIeTeH it

YpoBens chopMHpPOBAHHOCTH KOMIIeTeH it

Xiﬁﬁgﬁgg‘?fg“ 1. HepocTaTouHblii: 2. [ToporosBnwlii: 3. [IpoaBUHYTHIIi: 4. Bricokuii:
KOMIIETEHLUH He KOMIIETEHHH KOMIIeTeHIHH KOMIIeTeHIHH
JIOCTHDCHIS c¢()OpMHPOBaHBI. c¢()OpMHPOBaHBI. copMHpPOBaHBI. copMHpOBaHBI.
KOMIIETEHIUI
3HaHUS OTCYTCTBYIOT. CdopmupoBansl 6a30BbIe 3HaHus OOLIMPHEIE, 3HaHus TBEpbIE,
3HaHus: CTPYKTYpBI 3HAHHH. CUCTEMHBIE. apryMeHTUPOBAaHHBIE,
BCECTOPOHHHUE.
YMmeHus He YMeHus GpparMeHTapHel 1 | YMeHUS HOCAT YMeHus ycnemHo
chopMHPOBaHBL HOCSIT PENPOILYKTUBHBIH PEnpoLyKTUBHBIN IPUMEHSIOTCS K PEILECHUI0
Ymenns: XapakxTep. XapakTep NPUMEHAIOTCA K | KaK TUIIOBBIX, TaK U
PELIECHHIO TUIIOBBIX HECTaHIAPTHBIX
3a/laHUi. TBOPYECKUX 3aJaHU.
Hagbiku HE HemoHncTpupyercst Hu3kuit | JleMoHcTpupyeTcs JlemoHcTpHpyeTcs
c(hOopMUPOBaHBIL. YPOBEHb JIOCTAaTOYHBINA YPOBEHb BBICOKHI YpPOBEHb
HaBpikn: CaMOCTOSITEIIbHOCTH CaMOCTOSTEIbHOCTU CaMOCTOSITENIHOCTH,
IIPaKTUYECKOIO HaBBIKA. YCTOHYUBOIO BBICOKAsl aJJalTUBHOCTD
IPaKTUIECKOrO HaBBIKA. IPaKTUIECKOrO HaBBIKA.

Onucanue KpuTepueB OLICHUBAHUA

OO6yuaromuiicst JTeMOHCTPUPYET:

- CYIIECTBEHHBIE MPOOEITHI B
3HAHMAX YIEOHOTO MaTepHaa,
- JIOIYCKAaIOTCS
HNPUHIUNHAIBHBIE OIIUOKY PU
OTBETE Ha OCHOBHBIE BOIIPOCHI
Ounera, OTCyTCTBYET 3HAHHE U
MMOHUMaHHE OCHOBHBIX TIOHSTHI
U KaTeropHii;

- HEIOHNMaHHE CYIHOCTH
JIOTIOJIHUTEIIEHBIX BOTIPOCOB B
paMKax 3alaHui OuieTa;

= OTCYTCTBUEC YMCHUA
BBIITOJIHATH MMPAKTUICCKUEC
3a/1aHusL, IPEAYCMOTPEHHBIC
IIPOrPaMMOH JTUCIUILINHEI;

- OTCYTCTBHE TOTOBHOCTH
(criocoOHOCTH) K AUCKYCCUU U
HH3Kasl CTETIIeHb KOHTAKTHOCTH.

OO0y4aromuics 1eMOHCTPUPYET:
- 3HaHUsI TEOPETUYECKOTO
MaTepHaa,;

- HeTIOJIHbIE OTBETHI HA
OCHOBHBIE BOIIPOCEHI, OIINOKY B
OTBETE, HEIOCTATOYHOE
MIOHMMaHHE CYIIHOCTH
U3/1araeéMbIX BOIIPOCOB;

- HEYBEpEHHbBIE 1 HETOYHBIE
OTBETHI Ha JIOIIOJIHUTEIIbHbIE
BOTIPOCHI;

- HEJOCTaTOYHOE BIIaJICHUE
JIUTEPATYpOH,
PEKOMEH/I0BaHHON IpOrpaMMoit
JUCLMIUINHEL,

- ymeHue 6e3 rpyObIx omuooK
pelaTh NPakTHYECKUE 3a1aHus,
KOTOpBIE CIIEAYET BBINOIHUTD.

OO6yuatomuiicst JeMOHCTPUPYET:

- 3HAaHUE U TIOHUMaHHe
OCHOBHBIX BOTIPOCOB
KOHTPOJHPYEMOTO 00BbeMa
MPOTPaMMHOTO MaTepuana;

- TBEpAbIC 3HAHUA
TEOPETUYECKOT0 MaTepHaa;
-CIIOCOOHOCTH YCTaHABIMBATH U
OOBSCHATH CBSI3b MIPAKTHKU H
TEOPHH, BBISBIST
MIPOTUBOPEUHS, TPOOIIEMBI U
TEHACHLUH PA3BUTHA;

- IPpaBUJIBHBIC 1 KOHKPETHBIC,
0e3 rpyObIX OIIMOOK OTBETHI HA
MOCTABJIEHHBIE BOMPOCH;

- YMEHHE PEeUIaTh MPAKTHICCKUE
3a7aHusl, KOTOPBIE CIEIyeT
BBINIOJIHUTB;

- BJIAZICHHE OCHOBHOM

OO0yuaromuiicst JTeMOHCTPUPYeET:
- rITy0OKHe, BCECTOPOHHKE U
apryMEHTHUPOBaHHbIC 3HAHUS
MPOrpaMMHOTO MaTepuaa;

- MMOJIHOE TIOHUMAHHE CYIIHOCTH
U B3aHMOCBSI3H
paccMaTpUBaeMBbIX IIPOLIECCOB U
SIBJICHHI, TOYHOE 3HAHWE
OCHOBHBIX ITOHSATHH B paMKax
00CY)KTaeMBbIX 3aIaHHI;

- COCOOHOCTH YCTaHABIIMBATH U
OOBSICHATH CBA3b MPAKTHKH
TEOpUH;

- JIOTHYECKH
HOCJICI0BaTEBHbIE,
coJiepKaTelbHble, KOHKPETHBIS
Y MCYEPTIBIBAIONINE OTBETHI HA
BCE 3a/1aHMs OWIIETa, a TAKKe
JIOTIOJIHUTEIIBHBIC BOIIPOCHI




JIUTEPATypPOH,
PpEeKOMEHI0BaHHOW IPOrpaMMOi
JIACHATIINHEL,

- HaJu4yue CoOOCTBEHHOM
000CHOBaHHOI MO3UIIUHU T10
00CyX1TaeMbIM BOIIPOCAM.
Bo3MOXHBEI HE3HAUYNTETBHEIE

9K3aMEeHATOopa;

- YMEHHE pelaTh
MPAKTUYECKUE 3a/IaHMS,;

- ¢cBOOOHOE UCITOIL30BaHKE B
OTBETax Ha BOMPOCHI
MaTepUasioB PEKOMEHIOBAHHO
OCHOBHOM M JIOTIOJHUTEIBHOM

OTOBOPKH M HETOYHOCTH B
PACKpPBITHH OTACIBHBIX
MOJIOXKEHU I BOIIPOCOB OuiieTa,
MIPUCYTCTBYET HEYBEPEHHOCTH B
OTBETaX Ha JIOTOJHUTEIbHBIC

JIUTEPATYpBHI.

BOIIPOCHI.
0-59 6ana0B 60 - 69 6a/L10B 70 - 89 6a/10B 90 - 100 6a10B
Onenka Onenka Onenka Onenka
«He3a4YeT», <(3a'-ITeHO/y}IOB.]IeTBOpHTeJIbHO», «3aqTeH0/xopomo», <(3a'-lTeH0/OTJ]I/I'-[HO»,
«HEy/10BJIETBOPUTEILHO» «YIOBJIETBOPUTEIHHO» «XOpOLIOY «OTJIHYHO»

OueHoYHBbIE CPeICTBA, 00ecneyUBaOIMe THATHOCTHKY c(OPMUPOBAHHOCTH KOMIETEHIIHIi, 3asiBJIEHHBIX B paboueii
nporpamMme no AMCHUIUIMHE (MOJIYJII0) /sl POBEIEHUsI MPOMEKYTOYHOIM aTTecTAlMH

OLIEHUBAHUE YPOBHS 3HAHMI: TeopeTnueckuii 6,10k BONpocoB. Y poBeHb 0CBOEHHS IIPOrPAMMHOI0 MaTepHaia,
JIOTHKA H TPAMOTHOCTD M3JI0KEHHS, yMEHHE CAMOCTOATEIbHO 00001aTh H H3J1araTh MaTepua.

1. HenocraTouHslii ypoBEHb

He 3HaeT 0CHOBHBIE METO/BI, CIIOCOOBI U CPEICTBA IONTYUYEHUs, XPAaHEHUs], IepepaboTKU UHGOPMaLUU

He BraseeT HaBbIKaMu paboTHI ¢ JaHHBIMU C TIOMOUIBI0 HHPOPMAIIMOHHBIX TEXHOJIOTHIT; HABBIKAMU TIPUMEHEHHSI COBPEMEHHBIX
“HGOPMATMOHHO-KOMMYHHKAITHOHHBIX U HHTEJUIEKTYAIbHBIX TEXHOJIOTHIA, HHCTPYMEHTAIBHBIX CPell, MPOrPaMMHO-TEXHHIECKUX
mw1aT(opM U MPOrpaMMHBIX CPEJICTB, B TOM YHCIIE OTEYECTBEHHOTO IIPOU3BOCTBRA, JUIS PEIeHHs 3a1a4 IpodhecCHOHaTbHON
JIeSITEIbHOCTU

He 3Haet nporiecchbl, METO/bI TOUCKA, cOOpa, XpaHEeHUs1, 00pabOTKHU, IPEACTAaBICHUS, PACIPOCTPAHEHUSI HHPOPMALIUH U CIIOCOOBI
OCYIIECTBIICHUS TAKUX IPOLECCOB M METOOB (MH()OPMAIIHOHHBIE TEXHOJIOTHH ); COBPEMEHHbIE HHCTPYMEHTAIbHBIE CPEbL,
MIPOTrpaMMHO-TEXHIYECKUE IIATGOPMBI U IIPOrPaMMHBIE CPEJICTBA, B TOM YHCIIE OTEYECTBEHHOTO MPOU3BO/ICTBA, UCIIONb3YEeMBbIE JULS
penreHus 3a1a4 NpophecCHOHANBHOM e TeTbHOCTH, H IPHHIHITBI KX PadOThI

He 3naet npuHIMNBI HHOPMAMOHHOHN U OHOIHOTpadUueCcKOi KyIbTYphl, METOIBI U CPEACTBA PEIICHHs CTAHIAPTHBIX 33134
podeCCHOHATBHOM AEATEIEHOCTH C MPUMEHEHUEM HH(MOPMAIlMOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJOTHIA M C YYETOM OCHOBHBIX
TpeboBaHuUi HH(POPMAIIMOHHOH 0€30I1aCHOCTH

He 3naet MeTonoB (MHGOPMAMOHHBIE TEXHOJIOTHH); JIOTHKY OCTPOSHHUS W IIPHHIKIBI () YHKIMOHHPOBAHUS COBPEMEHHBIX SI3BIKOB
MIPOTPaMMHUPOBAHHS H S3BIKOB Pa0OTHI ¢ 6a3aMu JaHHBIX, Cpe Pa3padoTKH HH(POPMAIMOHHBIX CHCTEM U TEXHOJIOTHA, TPUHIIUATIBI
pa3pabOTKH AITOPUTMOB M KOMIIBIOTEPHBIX IIPOTPaMM; COBPEMEHHBIE S3bIKU MPOTPaMMUPOBAHUS U S3BIKH pabOTHI ¢ Oa3aMu
JTAHHBIX, CPe/Ibl pa3pabOTKH HH(OPMAIIMOHHBIX CUCTEM M TEXHOJIOTHIA

He BJIaJICCT HAaBBIKAMU pa3pa60T1<y1 OPUTHMHAJIBHBIX aJITOPUTMOB U KOMIIBIOTCPHBIX IMIPOrpaMM, MPUTroAHBIX IJIsI MPAKTUICCKOI'0O
IMPUMCHCHMS, HaBbIKaMU OTJIAAKU U TECTUPOBAHUS IMIPOTOTUIIOB IPOIPAMMHO-TEXHUYCCKUX KOMIUICKCOB 3a/1a4

He BnageeT HaBbIKaMU IIPUMEHEHUSI OCHOBHBIX METOJIOB, CIIOCOOO0B U CPEACTB MONTYUYCHUs], XPAHEHUS, IepepadoTKu HHPOPMAIUU

He ymeer pemats crangapTHBIE 331241 TPOGECCHOHANTBEHOMN eI TEILHOCTH Ha OCHOBE HHOOPMAMOHHON 1 OHOIHOTpadHIecKOi
KYJIBTYPHI C IPIMEHEHHEM HH(POPMAIMOHHO-KOMMYHUKAMOHHBIX TEXHOJIIOTHI U C yIeTOM OCHOBHBIX TpeOOBaHHI
“HGOPMAMOHHOW 0€30MacCHOCTH

He YMECT NPUMCHSATH B npO(peccn0Haanoi/'1 JACATCIIBHOCTH OCHOBHBIC METO/HI, CITOCOOBI U Cpe€ACTBa NOJIYYCHUS, XpaHCHUS,
nepepadoTKH HHGOPMAIUU

He BrageeT MeToamMu noucka 1 aHanu3a HHGOpMAIMY AJIs TOATOTOBKU JIOKYMEHTOB, 0030p0oB, pedeparos, HOKIAI0B, MyOIuKaIuii,
Ha 0CHOBE MH(GOPMAaMOHHON 1 GMOIHOrpadnueckoi KyJIbTyphl ¢ y4ETOM COOJIIOJICHNSI aBTOPCKOTO MIpaBa U TpeOOBaHUH
“HPOPMALMOHHON 0€30MacHOCTH

He ymeet BHIOMpATH A3BIKK MPOTPAMMUPOBAHHUS U SI3BIKH PAaOOTHI ¢ 6a3aMH IaHHBIX, CPelbl pa3paboTKu HHPOPMAIMOHHBIX CHCTEM
W TEXHOJIOTUH, UCXO/S U3 UMEIOIMXCS 3a/1a4; MIPUMEHATh COBPEMEHHBIE S3bIKH ITPOTPAMMHUPOBAHHUS IS pa3pabOTKH OpUTHHATBHBIX
ITOPUTMOB U KOMIIBIOTEPHBIX MPOrPaMM, IPUTOIHBIX ISl TIPAKTHYECKOTO PUMEHEHHSI, BECTH 0a3bl JAHHBIX U HH(POPMAIIMOHHEIC
XpaHWIHIIA, IPUMEHITh COBPEMEHHBIC IPOTrPaMMHbIE Cpe/Ibl pa3paboTKU MH(QOPMAIIMOHHBIX CUCTEM M TEXHOJIOTHIA; YUTATh KOJIbI
MPOTPaMMHBIX POJIYKTOB, HAITMCAHHBIX HA OCBOCHHBIX SI3bIKAX MPOTPAMMHUPOBAHUS, U BHOCHTh TPeOYyeMble H3MECHEHHUS,
aHaJIM3UPOBATH NPOdhecCHOHATILHbIE 3a]a4H, pa3padaThIBaTh MOIXOAAIINE HH)OPMAIIMOHHBIE PELICHHUS; CAMOCTOSATENILHO OCBAaUBATh
HOBBIE JUIs1 ce0s1 COBPEMEHHBIE A3bIKH MPOrPAMMHUPOBAHUS U A3bIKH PAOOTHI C 0a3aMU JaHHBIX, CpeAbl, pa3paboTku
MH(POPMALMOHHBIX CUCTEM M TEXHOJIOTUH

He ymeer BI:I6I/IpaTI> 1 HUCII0JIB30BATb COBPEMECHHBIC I/IH(bOpMaHI/IOHHO-KOMMyHI/IKaHI/IOHHLIC U MHTCIUJICKTYaJIbHbIC TEXHOJIOTHUH,
HUHCTPYMCHTAJIBHBIC CPCbI, IPOTPAMMHO-TEXHUYCCKUC l'[J'IaT(bOpMI)I U NporpaMMHBbIE CPEACTBA, B TOM YUCJIC OTCUCCTBCHHOT'O
HPOU3BOACTBA, IJId pCUICHUSA 3a1a4 HpO(bGCCHOHaHBHOﬁ ACATCIIBHOCTU; aHAJIM3UPOBATDH l'[pO(beCCI/IOHaJ'H)HI)Ie 3aJa4u, BI:I6I/IpaTI) u
HCIIOJb30BATh NOAXOAAINEC I/IH(l)OpMaL[I/IOHHI)Ie TEXHOJIOI'MHU

2. [ToporoBslii ypoBEeHb

3HaeT NPUHIUIB HHOPMALMOHHON KyIbTYpPbl, METOIBI PELICHHs CTAaHAAPTHBIX 3a/1a4 NPO(GEeCCHOHANBEHON AeITeTbHOCTH C
IpUMEHEeHHeM HH(POPMaInOHHO-KOMMYHUKAIMOHHBIX TEXHOJIOTHH




Vmeer peuiaTtb CTaHAAPTHBIC 3ala4n HpO(beCCPIOHaJ'IBHOﬁ JACATCIIBHOCTH HAa OCHOBEC I/IH(bOpMEIHHOHHOﬁ KYJBbTYPBI C IPUMCHCHUEM
I/IH(l)OpMaHI/IOHHO-KOMMyHI/IKaI_[I/IOHHI)IX TEXHOJIOTUH

Bnaz[eeT HaBbIKaMH pa60TI>I C IJaHHBIMH C IIOMOIIBLIO I/IH(bOpMaI_II/IOHHLIX TEXHOJIOTUH

Brnaneer MeToaMu IoUcKa U aHaIM3a HHGOPMAIUU JUIS IOJrOTOBKU IOKYMEHTOB, 0030p0OB, pe(epaToB, JOKIAN0B, IyOnuKanuii, Ha
OCHOBE UH(popMaIOHHON 1 6ubaHorpapuIecKoil KyJIbTYphl

YMeer BBIOMpATh A3bIKH MPOTPAMMHUPOBAHUS U S3BIKK PabOThI ¢ 0a3aMK JaHHBIX, CPEAbI pa3paOd0TKH HHPOPMALIMOHHBIX CUCTEM H
TEXHOJIOTHH, HCXO/ISI M3 UMCIOLIMXCS 33124

3HaeT MpoIecchl, METOIbI TIOUCKA, cOOpa, XpaHeHus, 00pabOTKH, TPEJOCTABICHHUS, PACTIPOCTPAHEHUS! MH(OPMAIIUU U CIIOCOOBI
OCYILECTBIICHHS TAKHX IIPOIIECCOB M METOIOB (MH(POPMAIIMOHHBIC TEXHOJIOTHH)

3HaeT mpoueccol, METOABI ITIOUCKA, c60pa, XpaHEHUA, 06pa60TKI/I, MpeACTaBJICHUSA, paCIPOCTPAHCHUA I/IH(bOpMaHI/II/I U CITOCOOBI
OCYIICCTBJICHUS TaKUX IIPOLECCOB U METONOB (I/IH(i)OpMaI_[I/IOHHLIe TCXHOJ'IOFI/II/I)

3HaeT OCHOBHBIE METO/IbI IIEpepaboTKU HHGOPMALUU

Bnaz[eeT HaBbIKaMH IIPUMEHCHHNS OCHOBHBIX METOI0B HepepaGOTKI/I I/IH(i)OpMaIII/II/I

Bnaz[eeT HaBbIKaMH paspa60TI<I/1 AJITOPUTMOB, IPUTOAHBIX IJI IIPAKTUYCCKOTO IIPUMEHCHUS

Ymeer BLI6I/IpaTI> 1 UCIIOJIB30BAaTh COBPCMEHHBIC I/IH('l)OpMaI_II/IOHHO'KOMMyHI/IKaHI/IOHHLIe W UHTCIUICKTYAJIbHBIC TCXHOJIOTUH,
HWHCTPYMCHTAJIbHBIC CPEAbI, IPOTPAMMHO-TCXHUYICCKUC rmachoprI JUISL pCIICHUS 3a/1a4 HpO(i)eCCPIOHaJ'ILHOfI JACATCIIbHOCTHU

YMeeT npuMeHsITh B podeccnoHaTbHON NeSTENFHOCTH OCHOBHBIE METO/IBI IepepadoTKH HHPOPMAIIUU

3. [IpoaBUHYTHINH YPOBEHD

Vmeer BI)I6I/IpaTI> SA3BIKU IPOrpaMMUPOBAHUA U A3BIKU paGOTI)I ¢ 6azamu JaHHBIX, CPCIbI pa3pa60T1<H I/IH(_bOpMaI_II/IOHHI)IX CUCTEM U
TeXHOﬂOFHﬁ, HCXOs U3 UMCHOIIUXCA 3a/iay; IPUMEHATH COBPEMEHHBIC SA3BIKH ITPOTrPaMMHUPOBAHUA 1JIA pa3pa60T1<H OpUT'MHAJIbHBIX
AJITOPUTMOB U KOMIIBIOTCPHBIX MPOTpaMM, IPUT'OJHBIX JJIA MIPAKTUYECKOI0o IPUMEHCHH A, BECTHU 0a3bl JAHHBbIX U I/IH(I)OpMaI_II/IOHHI)Ie
XpaHuiIuia, IpUMEHATbL COBPEMEHHBIC IIPOTrPaMMHBIE CPEIbL pa3pa60T1<H I/IH(l)OpMaIlI/IOHHLIX CHCTEM U TEXHOJIOTHI

3HaeT Mmpolecchl, METOIbI TIOUCKa, cOopa, XpaHeHus!, 00pabOTKH, MPeI0CTaBIICHHS, PACIIPOCTPaHEHUSI HH(OPMAIIUU U CLIOCOOBI
OCYIIECTBICHUSI TAKUX MPOIECCOB H METOI0B (MHOOPMAI[HOHHBIE TEXHOJIIOTHH); JIOTUKY MOCTPOCHHS M PUHITUIIBI
(YHKIIMOHUPOBAHHS COBPEMEHHBIX SI3bIKOB MPOrPAMMHUPOBAHHS U S3BIKOB PaOOTHI ¢ 6a3aMHu JaHHBIX, CPel pa3paboTKu
UH()OPMAIIOHHBIX CHCTEM M TEXHOJIOTHHl, IPUHIIMITH pa3pabOTKH alrOpUTMOB U KOMITBIOTEPHBIX TIPOTPaMM

Brnaneer MeToamMu rmovcka u aHanM3a HHGOOPMAIHH JUIS TOTOTOBKH TIOKYMEHTOB, 0030pOB, pedepaToB, JOKIAI0B, IyOIuKanuii, Ha
OCHOBE HHPOPMAIIHOHHON 1 ONOIHOrpaduecKor KyIbTYpPhI C YI€TOM COOJIOZCHHUS aBTOPCKOTO MpaBa

3HaeT OCHOBHBIE METO/IbI, CIOCOOBI IIepepadoTK NHPOPMAIUU

Ymeer pemiats craHIapTHBIE 3a/1a494 MPO()ECCHOHATIBHOM JIeSITeTbHOCTH Ha OCHOBE MH(OPMAIMOHHON U OnbHorpaduieckoit
KYJBbTYPbI C IPUMCHCHUEM I/IHq)OpMaLll/lOHHO'KOMMyHI/IKaLlI/IOHHle TEXHOJIOTUH

YMeeT NpUMEHSITh B IpodeccuoHaabHON AESTENbHOCTH OCHOBHBIE METO/BI, CIOCOObI epepadoTKH HH(OPMAIUU

Brnaneer HaBbIKaMu IPUMEHEHUS! OCHOBHBIX METOJIOB, CIIOCOOOB epepadboTKy HHPOpMaUH

BHaﬂCCT HaBbBIKaAMU pa3pa60T1<1/1 OPUTMHAJIBHBIX aJITOPUTMOB U KOMIIBIOTEPHBIX IMIPOrpaMm, IMPUTroAHBIX U1 MPAKTHICCKOT'O
TMPpUMCHCHUA

Brnaneer HaBbIKaMu pabOTHI ¢ JAHHBIME C TOMOIIBI0 HH(MOPMAIIMOHHBIX TEXHOJIOTHIA; HABBIKAMH PUMEHEHHS COBPEMEHHBIX
MHGOPMATMOHHO-KOMMYHHKAIIHOHHBIX U HHTEJUIEKTYAIbHBIX TEXHOJIOTHIA, THCTPYMEHTAIBHBIX Cpell, IPOrpaMMHO-TEXHHIECKUX
w1aT(GOpM U MPOTPaMMHBIX CPEJICTB JJIS PEIISHHUS 3a1a4 MPO(PeCCHOHATBHON AESTEIbHOCTH

3HaeT MPOIIeCChl, METOABI IIONCKA, cOOpa, XpaHeHHs, 00PabOTKH, IIPEACTABICHNUS, PACTIPOCTPAHCHUS HHPOPMAIIUH U CIIOCOObI
OCYIIECTBIIEHUS TAKUX IPOLECCOB U METOJIOB (MH(OPMAIOHHBIE TEXHOJIOTHH); COBPEMEHHbIE HHCTPYMEHTAJIbHBIE CPEIbI,
IpOrpaMMHO-TEXHUYIECKHUE IIIAaT(HOPMBI U IPOrpaMMHBIE UCTIONb3YEeMBbIe JUIsl PEIeHUs 3a1a4 IpodeccuoHanbHOM AesITeNbHOCTH

3HaeT NPUHIUIBI UHOPMALMOHHON 1 6MOIHorpaduuecKoi KyIbTyphbl, METObI M CPEJICTBA PELICHHS CTaHIapTHBIX 331a4
po(heCcCHOHATBHOM AEATSIBHOCTH C IPUMEHEHHEM HH(OPMAIIMOHHO-KOMMYHHUKAITHOHHBIX TEXHOIOTHI

YMeeT BbIOUPATh U UCIIOIb30BaTh COBPEMEHHbIE HH(OPMALIMOHHO-KOMMYHUKAIMOHHBIE U UHTEIEKTyallbHbIe TEXHOJIOIUY,
MHCTPYMEHTAJIbHBIE CPEbl, IPOrpaMMHO-TEXHHYECKHUE IIaTHOPMBI U TPOrPaMMHBIE CPEACTBA, B TOM YHCIIE OTEYECTBEHHOTO
MPOU3BOJCTBA, AN PEIICHHUS 3a4a4 IPOo(heCCHOHATBLHON AESTEIbHOCTH

4. Boicokuii ypoBeHb

3HaeT NpoILecChl, METObI IOUCKa, cOopa, XpaHeHus1, 00pabOTKH, IPEIOCTABIECHHS, PACTIPOCTPAHEHHSI HHYOPMALIN U CIIOCOOBI
OCYIIECTBIICHUSI TAKUX IPOLECCOB M METOIO0B (MH()OPMAIIIOHHBIE TEXHOJIOTHN); JIOTUKY MOCTPOSHHS M IPUHIUIIBI
(YHKIIMOHUPOBAHMS COBPEMEHHBIX SI3bIKOB IIPOrPaMMHUPOBAHUS U A3BIKOB PaOOTHI ¢ 0a3aMy JaHHBIX, CPeA Pa3paboTKu
MH()OPMAIIOHHBIX CHCTEM M TEXHOJIOTUH, IPUHIMIIBI pa3pabOTKU aNrOPUTMOB U KOMITBIOTEPHBIX IIPOTPaMM; COBPEMEHHBIE S3bIKH
[IPOrpaMMUPOBaHUs U A3bIKU pabOThI ¢ 0a3aMHU JaHHBIX, CPebl pa3pabOTKU HH(YOPMALOHHBIX CUCTEM U TEXHOJIOI Ui

YMeeT BBIOUPATh A3BIKK IPOTPAMMUPOBAHUS U SI3BIKH PAOOTHI ¢ 0a3aMH JaHHBIX, CPEAbl Pa3pabOTKH NHHOPMAIIMOHHBIX CUCTEM U
TeXHOJ’[OFHﬁ, HCXO0Od N3 UMCIOIIUXCA 3a1a4; IPUMCHATh COBPEMEHHBIC A3BIKU TPOTPaAaMMUPOBAHUS IS pa3pa60TK1/I OPUTHHAJIBHBIX
AJITOPUTMOB U KOMIIBIOTEPHBIX IPOTrpaMM, IMPUTOAHBIX IJIA MMPAKTUICCKOTO IIPUMEHCHHUA, BECTH 0assl JaHHBIX U I/IH(l)OpMaLH/IOHHBIe
XpaHWINIIA, TPUMEHATh COBPEMEHHEIE TPOTPAMMHBIE CPE/IbI Pa3pabOTKH HH(POPMAIIMOHHBIX CHCTEM M TEXHOJIOTHI; YUTAaTh KOJIBI
IIPOTPaMMHBIX MPOIYKTOB, HAITICAHHBIX HA OCBOCHHBIX A3BIKaX MPOrPaMMHUPOBAHHS, U BHOCHTH TpeOyeMble H3MEHEHHS;
aHAIIM3HPOBATh MPO(eCcCHOHATBHBIC 3a/1a9l, pa3padaThIBAaTh ITOXOAAIIIE HHOOPMAHOHHBIE PEIICHIT; CAMOCTOSTEIHEHO OCBAaBaTh
HOBBIE JIJ1s1 c€0sl COBPEMEHHBIE SI3bIKH IPOTPAMMUPOBAHUS U SI3bIKH PA0OTHI ¢ 6a3aMu IaHHBIX, CPEbl, pa3paboTKu
UHGOPMAIMOHHBIX CHCTEM U TEXHOIOTHIt

Bnaz[eeT HaBbIKAMH paGOTLI C JaHHBIMH C IMTOMOIIIBIO PIH(I)OpMaI.[PIOHHBIX TeXHOHOFHﬁ; HaBbIKaMHU IIPUMECHCHUSA COBPEMECHHBIX
I/IH(l)OpMaHI/IOHHO-KOMMyHI/IKaI_[I/IOHHI)IX 1 UHTCJUICKTYaJIbHBIX TeXHOJ’IOFHfI, UHCTPYMCHTAJIBHBIX CPE/], IPOrPaMMHO-TEXHUYCCKUX
HJ'IaT(bOpM 1 IIpOrpaMMHBIX CPEACTB, B TOM YHCJIC OTCYECTBECHHOI'O ITPOMU3BOACTBA, NJI pECHICHUS 3a4a4 HpO(beCCPIOHaJ'ILHOfI




JCATCIBHOCTH

YMeeT periaTh CTaHIapTHBIC 3a1a4u TPO(HECCHOHATBHON IESITEIbHOCTH HA OCHOBE MHOOPMAMOHHOM 1 OHOIHOrpadnIeckon
KYJIBTYPHI C IPUMEHEHHEM HH(POPMAIMOHHO-KOMMYHUKAMOHHBIX TEXHOJIOTHH U C yIETOM OCHOBHBIX TpeOOBaHHI
UH()OPMAIOHHO 6e30MacHOCTH

3HaeT NPUHUHUITEI HHPOPMALIMOHHON U GHOIHOrpadUuecKoil KyabTypPbl, METOABI H CPEACTBA PELICHUS CTAHAAPTHBIX 33124
npoGheCCHOHANBHOM ASITEABHOCTH C MPUMEHEHHEM HH()OPMAIIMOHHO-KOMMYHHKAIIMOHHBIX TEXHOJIOTHIA M C yI€TOM OCHOBHBIX
TpeOoBaHMi HHPOPMAIIHOHHOI 6€30MaCHOCTH

YMeeT BBIOMPATh U UCIIOIB30BAaTh COBPEMEHHbIE HHPOPMAIIMOHHO-KOMMYHHKAIIMOHHBIE U HHTEIIEKTyaIbHbIE TEXHOJIOTUH,
MHCTPYMEHTAJIbHBIE CPEIbl, IPOrPaMMHO-TEXHHIECKHE TIaTHOPMBI U TPOTPaMMHBIE CPEACTBA, B TOM YHCIIE OTEYECTBEHHOTO
MPOU3BOJCTBA, IS PEIICHNUS 3a1a4 POopeCcCHOHATBLHON AESTEIbHOCTH; aHATM3HPOBATh NPOQECCHOHANBHBIE 33/1a41, BRIOUPATh U
UCIIOJIB30BATh NOAXOIAIINE HH(POPMALIMOHHBIE TEXHOJIOTHH

3HaeT MpoIecChl, METO/IbI TIOUCKA, cOOpa, XpaHeHus!, 00pabOTKH, TPECTABICHUS, PACIPOCTPAHCHHSI HHPOPMAITUH U CITOCOOBI
OCYILECTBIICHHS TAKHX IIPOLIECCOB K METOIO0B (MH(POPMAIIMOHHBIC TEXHOIOTHH); COBPEMEHHBIC HHCTPYMEHTAJIBHBIC CPEIBL,
OPOrpaMMHO-TEXHHYECKHE MIAaT()OPMBI U IPOrPAMMHBIC CPECTBA, B TOM YHCIIC OTCYECTBEHHOTO IIPOM3BOICTBA, HCIIOIB3yeMbIE IS
pelieHus 3a/1a4 NPoheCCHOHATBHOMN NeITeTbHOCTH, U IPUHIUITBL UX paboThI

Bnaz[eeT HaBbIKaMU IIPUMEHCHUS OCHOBHBIX METOJ0B, CIoco0oB U CpE€ACTB NOJIY4YCHUA, XpaHCHN, nepepa60TKH I/IH(i)OpMaHI/II/I

YMeeT NpUMEHATH B IPO(ECCHOHATBHOM IS TEIBHOCTH OCHOBHBIC METOMBI, CIIOCOOBI U CPEJICTBA IOIYICHUS, XPaHCHUS,
nepepaboTKy HHOpMaIUU

3HaeT OCHOBHBIE METO/IbI, CIIOCOOBI U CPEACTBA IOJIydEeHUs], XpaHEHUs], IepepaboTKu UHGOpMaUH

Birageer MeToqamMu MOUCKA M aHAIH3a HHGOPMALUHK sl MOATOTOBKU JOKYMEHTOB, 0030p0B, pehepaToB, HOKIAI0B, IyOInKaluii, Ha
OCHOBE HH(POPMAIIMOHHOHN 1 ONOIHOrpadUecKOil KYIbTYpBI C YUETOM COOJIOICHHS aBTOPCKOTO MpaBa U TpeOOBaHUA
MHPOPMALMOHHON 0€30MaCHOCTH

Bﬂa;[eeT HaBbBIKaMU pa3pa60T1<H OPUI'MHAJIBHBIX aJITOPUTMOB U KOMITBIOTCPHBIX IMIPOTpaMM, NPUTOJHBIX HJIA IIPAaKTUYECKOro
IMPUMCHCHUS, HaBbIKaMU OTJIAAKU U TECTUPOBAHUS IMIPOTOTUIIOB IPOIPAMMHO-TEXHUYCCKUX KOMIUICKCOB 3a/1a4

B ciyuae, eciiu cymMmMa peHTHHIOBBIX 0alIOB, ITOJTYYECHHBIX MTPU ITPOXOXKICHUH ITPOMEKYTOYHOH aTTecTanuu coctasiser ot 0 1o 9
OasutoB, To 3aueT/ 3aueT ¢ oueHkoi/ sk3ameH HE CJIAH, He3aBHCHMO OT UTOTOBOTO PEHTHHTA 1O TUCHUTUINHE.

B ciydae, ecni cymMMa pedTHHIOBBIX OaJlIOB, ITOJMYYEeHHBIX ITPU MPOXOXKASHAN MPOMEKYTOTHON aTTeCTalllH HaX0 JUTCS B TIpeeax
ot 10 mo 30 6aywioB, To 3a4et/ 3aueT ¢ oneHkon/ 3k3amen CIIAH, u pe3ynbTar cliauu onpeaessieTcsi B 3aBUCUMOCTH OT HTOTOBOTO
peiiTHHra 1Mo JUCHHUILUIMNHE B COOTBETCTBHH C YTBEPIKACHHOH HIKanoit nepesoa u3 100-0ayibHOM MIKaJIbI OICHUBAHHS B 5-
OaJUTBHYIO.

s npuBeieHus PEUTHHIOBOM OLIEHKH 10 qucuuiuinHe no 100-6amibHOM 1mIKane K aTTeCTalioHHOH 1o 5-0ayuibHOM IIKaje B
cootBeTcTBHH C [losokeHnem o OaIbHO-PEHTHHIOBOM CUCTEME OLIEHKH YCIIEBAEMOCTH CTYIEHTOB ()e/IepaIbHOTO
rOCYAapCTBEHHOTO OIOPKETHOTO 00pa30BaTEeIbHOTO YUPEKACHUS BhICIIET0 00pa3oBaHus «MOCKOBCKHI rOCYIapCTBEHHBIN
YHUBEPCHUTET TEXHOJIOTHi U yrpasieHus nMern K.I'. PasymoBckoro (TlepBblii ka3aunii yHUBEPCHUTET) UCTIONB3YETCS CIIEAYIOLIast
[IKaa:

ATTeCTAIMOHHAS OIEHKA MO THCIUTLINHE PeliTHHrOBas ONEHKA MO TUCIIATIIAHE
"OTJIMYHO" 90 - 100 6amoB
"XOPOIIIO" 70 - 89 GayuioB
"YAOBJIETBOPUTEJILHO" 60 - 69 GayuoB
"HEYJIOBJIETBOPUTEJILHO" meHee 60 6amioB
"3AUTEHO" 6oee 60 6amioB
"HE 3AUTEHO" menee 60 6ammoB

6.3. OueHo4nblie cpeCTBA TEKYIIEro KOHTPOJIsi (IPUMepPHbIe TeMbI T0KJIA/10B, pedepaToB, 3cce)
Bomnpocs! st ycTHOTO 0ompoca

Tema 1. OcHOBHBIC BUIBI K UICTOYHUKH aTaK Ha UH()OPMAIHIO

1. AprymenTupyiire nmporpecc HHGOPMAIIMOHHBIX TEXHOJIOTHH U HEOOXOANMOCTE 0OecrieueHNs: HH(POPMaUOHHOH
0€30MacHOCTH.

2. PackpoiiTe OCHOBHBIC MOHATHS HH(POPMALIMOHHON 0€301aCHOCTH.

3. Cucrema 3amuThl HHPOPMALIUH U €€ CTPYKTYypa.

4. PaccMOTpHTE 3KOHOMHYECKYIO HH(OPMAIIHIO, KaK TOBAP U OOBEKT OE30MaCHOCTH.

5. IlpuBeauTe podhecCHOHANBHBIE TAHBI, UX BHIBI.

6. Pacckaxxute po NepcoHaNIbHbIE JaHHBIE U UX 3aLIUTY.

7. Packpoiite nH(pOpMaLMOHHBIE YTPO3bI, UX BUbI U IPUYMHBI BOSHUKHOBEHUS.

8. [IpuBenure HHPOPMALMOHHBIE YTPO3bI I TOCYJapCTBa.

9. IlpuBenute MHGOPMALIMOHHBIE YIPO3bI AJISI KOMIIAHUH.

10. IlpuBeaute MHGOPMALIMOHHBIC YTPO3bI IS TMYHOCTH (PU3NUECKOTO JIUIa).

Tema 2. CeteBasi 6€30MacHOCTb

1. Onumwre 3amuty nHdopmanuu B IHTepHeTE.

2. OnuinyTe 3anuTa YEKTPOHHON MTOYTHI.

3. OmumuTe 3alUTy OT KOMIIBIOTEPHBIX BUPYCOB.

5. PaccMoTpuTe Oy NIsipHBIE AaHTUBUPYCHBIE IPOTPAMMBI U HX KITaCCH(HUKALIUIO.

6. IIpuBenTe MPUMEPH! OPraHU3aUH CUCTEMBI 3alIUTHI HHHOPMAIUH YKOHOMIYECKUX 0OBEKTOB
7. PaccMoTpuTe arakyemble CETeBbIE KOMIIOHEHTHI

8. [IpuBenuTe YypoBHU ceTeBBIX aTtak cornacHo mozenu OSl




9. PackpoiiTe 0COOCHHOCTH 3alUThI HH)OpMAIMU B cepBepax
10. Packpoiite 0COOEHHOCTH 3alUThl HHPOPMAIMH B PA0OYHMX CTAHIIUSIX

Tema 3. Kpunrorpadus

1. TlpuBeuTe KIacCUPHUKAINIO KPUIITOAITOPUTMOB

2. IlpuBe/uTe MPUHIKIT PA0OTHI CHMMETPUYHBIX KPUIITOAITOPUTMOB

3. TlpuBeauTe NPUHIKI PabOTH CAMMETPHYHBIX KPHIITOCHCTEM

4. TlpuBe/uTe PUHIUI PAGOTHI ACHMMETPHYHBIX KPHIITOAJITOPHUTMOB

5. TlpuBenuTe npUHIKI pabOTHl ACHMMETPUYHBIX KPUIITOCHCTEM

6. OmummTe METOIBI M CpencTBa 3amuThl nHpopmarmu B Microsoft Office
7. OnuuMTe NPUHIUI paboThl KpunToatropurma TEA

8. OnmmmTe npuHIMI paboTs! Kpunroanropurma Rijndael

9. Packpoiite 0cOOEHHOCTH Tiepeiaun 3anmppOBaHHOTO TeKcTa KpunrroanropurmoM Rijndael
10. HazoBuTe OTJIMYKS TAWHOIIUCH OT KPHITTOTPa(Uu ¢ KIIFOUOM,

Tema 4. I1O u nndopmanmonHas 6e3onacHocTb. KoMIuiekcHas ciucrema 6e30nacHOCTH

. OnummuTe noNuTHKa 6e30MacCHOCTH U €€ IIPHUHLUIIBL.

. Packpoiite ¢pparmMeHTapHbIN U CUCTEMHBIN ITOAXO0 K 3alIUTe HH(OPMALIUH.

. OnumuTe MEeTOAb! 3aIUTH HH)OPMAIHH.

. Onummre cpeacTa 3auThl HHOOPMAIHH.

. Packpoiite opranmzannontoe obecneuenue Mb.

. PaccmoTpure opraHuzanuio KOHGHISHIMAILHOTO JIeI0NPOU3BO/ICTBA.

. HazoBuTE KOMIUIEKC OpPraHU3allMOHHO-TEXHUYECKUX MEPOIPUATHH 110 00ECIICUSHHIO 3allIUThl HH(popMaIuy.
. B uem 3akmodaeTcss MH)XEHEPHO-TEXHUUECKOe 00ecieueHue KOMITbIOTEPHOH 0e30IacHOCTU?

. [IpuBeauTe man obecrieueHUs! HEMPEPHIBHOM pabOThl U BOCCTAHOBJICHUS ()YHKIIMOHUPOBAHUS aBTOMAaTH3UPOBAHHON
MHPOPMALTUOHHON CHCTEMBI.

10. B uem 3akirouaetcs ynpapieHne HHOOPMAIMOHHON 0€30MaCHOCTH Ha TOCYIapCTBEHHOM ypOBHE?

O 001N LN A~ Wi —

Bomnpocs! 1 caMOnoAroTOBKHU:

Tema 1. OCHOBHBIC BH/IbI 1 HICTOYHHUKH aTaK Ha HH(OPMAIIUIO

1. [TpuBeanTe OOBEKTHI KOMMEPYECKOH TalHBI Ha MPEIIPUSITHH.

2. PackpoiiTe COBpeMEHHYIO CUTYAIMIO B 00J1aCTH HHPOPMAIIHOHHOH 0€3011aCHOCTH;
3. HazoBuTte kaTeropuu nH(GOPMAIMOHHON 0€30MaCHOCTH B OTHOIICHUH WH(GOPMAITUU
4. HazoBure Kateropuu HHGOPMALMOHHON 0€30MacCHOCTH B OTHOIIEHUH HHPOPMAIIMOHHBIX CUCTEM
5. IlpuBeuTe abCTpaKkTHBIE MO 3aIIUTHI HH(OpMaH

6. [IpuBenuTe 0030p HauboOIEE PACIIPOCTPAHEHHBIX METOAOB "B3110Ma"

7. Packpoiite criocoObI IOJTy4eHHe Iapoiis Ha OCHOBE OIMMOOK aIMHHUCTPATOPA

8. Packpotlite criocoObl OMyueHHE MapoJisi HA OCHOBE OIIMOOK MOJIb30BaTeeH

9. Onummre TepMUHAIBI 3AIUIIEHHON HH(OPMAIIMOHHON CHCTEMBI

10. Onummre couuaabHyIO ICUXOJIOTUIO U MHBIE CIIOCOOBI MOTy4YeHUs apojei

Tema 2. CereBasi 0€30MacHOCTb

1. Onummre ocHoBHbIe aTtakk Ha DNS-cepsepa

2. OnmmmTe 0COOEHHOCTH aTak Ha IMMPOKOBEIIATENbHBIE JINHAN C HEOTPaHHIEHHBIM JOCTYIIOM

3. OmummTe 0cOOSHHOCTH aTak Ha NIMPOKOBEIIATENBHbIC JINHAN C OTPAHUYSHHBIM JJOCTYIIOM

4. OnumTe 0COOEHHOCTH aTak Ha KaHAbI "Toyka-Touka'

5. B 1ueM 3akio4aroTcs 0COOCHHOCTH MPOCIYIIMBAHUS CETEBOrO TpadHKa B He BUTOU mape?

6. B uem 3aximoyaroTcss 0COOEHHOCTH MPOCITYIIUBAHUS CETEBOTO Tpaduka B BUTOH mape?

7. B ueM 3aKimo4aroTcs 0COOEHHOCTH MPOCITYIIMBAHUS CETEBOIO TpaduKa B KOAKCHAILHOM NpoBoje?
8. B uem 3aximrouaroTcst 0cOOEHHOCTU NMPOCIYIINBAHHS CETEBOTO TpadHKa B ONTHYECKOM BOJIOKHE?
9. OnummTe 0COOEHHOCTH 00KMMa BUTOI Maphbl.

10. Onummte ocobeHHOCTH coeauHeHus padbounx craumwii B JIBC

Tema 3. Kpunrorpadus

1. HazoBuTe 0COOEHHOCTHU NEPECTAHOBOYHBIX KPUITOAITOPUTMOB
2. HazoBuTe 0COOEHHOCTH NMOJCTaHOBOYHBIX KPUNTOANTOPUTMOB
3. HazoBuTe 0cOOEHHOCTH MOTOKOBBIX HIH(POB

4. HazoBure 0coOCHHOCTH 0104HBIX MIH(POB

5. B ueM 3axitouaercst pUHIUI paboThl cetn Defmrensa?

6. B uem 3aximoyaercs npuHIUN paboThl CKpeMOepoB?

7. OmumuTe NPUHOUN paboThl KpunroaaroputMa RSA

8. HazoBute 0COOEHHOCTH XEIIUPOBaHUS NapoIei
9. HazoBute (yHKIIMU KPUIITOCUCTEM
10. B ueMm 3akioyaeTcs TpaHCIIOPTHOE KOJUPOBaHHE?

Tema 4. T1O u unpopmanmonHas 6e3onacHocTb. KoMruiekcHast cucrema 6e30MacHOCTH.

1. B uem 3akirodaercs 3ammuTa 3JIeKTPOHHON KoMMeEpnn?

2. MeHeKMEHT | ayuT HH)OPMAIIMOHHOM 0€30MacHOCTH Ha YPOBHE MPEANPHUSITHS.

3. NudopmanuonHas 6€301acHOCTh NpeIIpuHUMATENbCKON nesTenbHOCTH. AynuT b aBTOMaTH3MpOBaHHBIX OaHKOBCKHUX
CHCTEM.

4. Paccmotpure 00630p coBpemenHoro 110



5. Omumwmre OmKMOKH, TPUBOIAIINE K BOZMOXKHOCTH aTak Ha HHYOPMALHIO
6. HazoBuTe OCHOBHBIC MOJIOXKEHUS 110 paspadoTke [1O

7. lTpuBeuTe KiaccupuKauo HHPOPMAIHOHHBIX 00BEKTOB

8. B yem 3axmrouaercst monuTrka posuei?

9. OmumuTe MPoLece CO3AaHus MOJUTUKH HH)OPMAITOHHON 0€30MacHOCTH
10. HazoBute Metobl oOecrieueHust 6e30TKa3HOCTH

3amaHus IS MPAKTUIECKUX paboT

Ipaktuyeckas padota 1. Illudposanue u nemudpoBanue HaiaoB mpu MOMOIIHM TPOCTSHIINX MPOTPAMM

1. Bamudpyiite u pacmmdpyiiTe TeKCTOBBIH (haitn mporpammoii Codefile

2. 3ammdpyiite u pacumdpyiiTe TeKCTOBBIN (arii mporpammoii CryptoFan 2

3. 3ammdpyiite u pacumdpyiiTe TeKCTOBBIN (aiin mporpamMmoii DX Secure 4.0

4. Bammdpyiite u pacumdpyiite TeKCToBbIN (haiin nporpammoit Visual AES 1.1

5. Bammdpyiite u pactudpyiite TEKCTOBBIN (aiin npu oMo aaropurma mudposauust CFB u OFB nporpammer Visual
AES 1.1.

IIpaxruueckas padota 2. O6xum BuTo# napel. Coenunenue pabounx cranuuii B JIBC.

1 IIpousBeanTe 0OKUM JIBYX MPOBOIOB BUTOM Maphl ¢ KOHHEKTOpoM RG4S miis noakiroueHus komibiotepos B JIBC uepes
KOHIICHTPATOp WM KOMMYTATOP

2 CoequHUTE KOMITBIOTEPHI Yepe3 KOHIIEHTPATOp WK KOMMYTaTop

3 IIpoBepbTe MPOIYCKHYIO CIIOCOOHOCTD Tosryaennoi JIBC yrumuroii ping

4 TIpousBeauTe 00KUM OJTHOTO TIPOBO/IA BUTOH Mapbl ¢ KOHHEKTOpoM RG4S 1i1st moAKIroueHus IBYX KOMITBIOTEPOB JIPYT K
npyry

5 TIpoBepbTe MPOIYCKHYIO CIIOCOOHOCTH ToydeHHo# JIBC yTuimuroit ping

IpakTudeckas padbota 3. Metop! u cpeacTsa 3amuthl nadopmaiu B Microsoft Office
1 YcraHoBHTE MapoIib Ha OTKpeITHE (aiia B MS Word.

2 YcraHoBuTe OrpaHnYeHus Ha popmaruposanue B MS Word.

3 VcranoBuTe OrpaHHueHns Ha penakTuposanue B MS Word.

4 YcraHoBuTE TAapoib Ha OTKpBITHE (aitna B MS Excel.

5 VeranoBuTte 3amuty aucta B MS Excel.

6 YcranoBuTte 3amuty kauru B MS Excel.

TIpaktuueckas padota 4. I'eneparus xiroueid. [lludpposanue u pacmudpoBka cooduienuii B nporpamme PGP.
1 Crenepupyiite kimouu B nporpamme PGP.

2 Co3znaiite maposibHy0 (pasy K 3aKphITOMY KITIOUY

3 CoxpaHHUTE KJIIOYU U IPOU3BEAUTE OOMEH OTKPBITHIX KITFOUEH

4 3amudpyiTe TEKCTOBBIN (aisl 4yKHUM OTKPBITHIM KJIFOYOM M OTIIPABBTE BIAJIEIIBILY

5 Pacmmdpyiite 3aKphITHIM KIFOUOM, TIOTy4SHHBIH 3aim(poBaHHbIHA (aii.

TIpakTudeckas padota 5. I3meneHue napoibHoit hpas3el. PGP auck
1 U3menure naponbHyto ¢paszy

2 Cospaiire PGP muck

3 Ycranoure naposib Ha PGP nuck

4 Tlepemectute aiinbl Ha PGP auck u ckpoiite ero

5 BoccranoBute qoctyn k PGP mucky

Ipaxtuueckas pabota 6. 3ammppoBka U pacmppoBKa JaHHBIX anroputMoM RSA.
1. Bribepere mpocThie uucna P u q

2. Beramciure B MS Excel n=p * q

3. Beruncaute 8 MS Excel f(n) = (p-1) *(q- 1)

4. Breibepere uucno d B3aumuo mpoctoe ¢ f(n), T.e. HOJ (d, f(n))=1, 1<d<= f(n).

5. Beibepete uncio e Tak, yrodsr e*d  mod f(n) =1, e<n.

3agaHus U1 1a00PaTOPHBIX paboT

JlaGoparopnast pabora 1. Kpunroanroputm TEA

1. Hanmcats nporpamMmy mudpoBaHusi, HCIONIB3Ys Kpurrroarroput™ TEA Ha si3sike nporpamMupoBanust Pascal

2. Hammcats npouenypy aemmmpposku DeCryptRouting va si3pike nmporpammuposanust Pascal.

3. Hanmcats nporpammy muppoBanus ¥ JIemH(POBKH OJHOBPEMEHHO.

4. HammcaTb OCHOBHYIO TIpOrpaMMy: BBOJ CTPOKOBO# IepeMeHHOiT; BbI30B mpoueaypst ENCryptRouting, B kauectse
napameTpa KOTOPOi CTPOKOBasi TEpPEeMEHHas; BBIBOJ CTPOKOBOI NepeMeHHOi; BbI30B mporeaypsl DeCryptRouting, B kauectse
napaMmeTrpa KOTOpOil CTpOKOBasi IepeMeHHasi; BBIBOJ CTPOKOBOM IEPEeMEHHO.

5. Peanu3zoBars kpunroanroput™ TEA B cpene nporpammupoanus Visual Basic.

JlaGopatopHas pabora 2. Kpunrroanropurm Rijndael

1. Pazpaborars anroputm kirova mupposanus kpunroaaropurmom Rijndael

2. Hammcatp nporpamMmy muQpoBaHus, HCIONb3Ys kpunroarropurm Rijndael na si3bike nporpammuposanus Pascal.
3. Pa3pabotath anroput™ Kioda aemudpoBku kpunroaaroputmom Rijndael

4. Hanucatp mporpamMmy mudpoBaHus U AenmppoBKH OJHOBPEMEHHO Ha sI3bIKe IIporpammupoBanus Pascal.

4. PeanuzoBath kpunrroanroputM Rijndael B8 cpeme nporpammupoBanust Visual Basic.



3. [lepenats cpencrBamu JIBC 3ammdpoBanHbIi Gaia Ha COCeTHHII KOMITBIOTED.
4. Peanu3oBath mepenady Ha Ipyroi KommeioTep kpunroanroputMma Rijndael B cpexe mporpammuposanus Visual Basic.

JlabopatopHast pabota 4. TIprem 3ammppoBaHHOTO TeKCTa KpunroanroputMoM Rijndael

1. Pa3paboTath alropuT™M YTEHUS TEKCTA U3 TEKCTOBOTO (aiina.

2. Hammcats mporpamMmy AeninpoBKy, HConb3ys kpunroanroputm Rijndael Ha si3pike nporpammuposanus Pascal u
OCYLIECTBUTD YTSHHE 3alM(POBAHHOTO TEKCTA U3 TEKCTOBOTO (hailiia B OHOMEPHBII MacCHB, KOTOPBI 3aTeM HEOOX0JUMO
pacudpoBath.

3. Peann3oBarth repeady Ha Apyroi kommsiotep Kpunroanropurma Rijndael B cpene nporpammuposanus Visual Basic.

TecTbl 1711 TEKYIETO KOHTPOJIS:

Tema 1. OCHOBHBIC BU/IbI 1 HICTOYHHUKH aTaK Ha HH(OPMAIIUIO

1. TapaHTHS TOTO, YTO KOHKpETHASI HH(POPMAIXS JOCTYIIHA TOIBKO TOMY KPYTY JIUI, JUIS KOTO OHa NpeJHa3HaYeHa,
HapyIICHNE 3TOM KaTeropry Ha3bIBaeTCsl XUIIEHHUEM OO0 pacKpeITHEM HH(OpMaLin

KOH(HIEHINATEHOCTD

LEJIOCTHOCTD

ayTEeHTUYHOCTh

aneyuMpyeMocThb

2. T'apanTust TOTO, 9TO HH(GOPMALHS Ceiiyac CYIIEeCTBYET B €€ HCXOIHOM BHJEC, TO €CTh IIPH €€ XPaHCHHHU WITH [Iepeiaue He

OBLIO IPOU3BEACHO HECAHKIIMOHMPOBAHHBIX H3MCHCHHI; HAPYIIICHHE 3TOM KaTeropuu Ha3siBaeTcs pambcudukamnueii coodmeHns
KOH(HICHIIHATEHOCTh

LEJIOCTHOCTb

ayTeHTHIHOCTh

aneJUIUPYeMOCTh

3. TapaHTHs TOTO, YTO UCTOYHHKOM HHGMOPMAIIUH SBISIETCS KIMEHHO TO JIHIIO, KOTOPOE 3asIBJICHO KaK €¢ aBTOp; HapyIIeHne
9TO KaTeropuu Takxke Ha3bIBaeTCs panbCcudUKaIneii, HO yxKe aBTopa COOOIICHHUS

KOHHICHIIHATEHOCTh

LEJIOCTHOCTb

AyTEHTHIHOCTH

areIuIMPYeMOCTh

4. TapaHTHs TOTO, YTO ITPH HEOOXOJUMOCTH MOXHO OYIET JoKa3aTh, YTO aBTOPOM COOOIICHUS SBISICTCS UMEHHO

3asIBJIICHHBIN YEeJIOBEK, M HE MOKET SIBJIATHCS HUKTO IPYToil; OTIIMYUE 3TOM KaTeropuu OT NpeAbIAyIIeld B TOM, UTO NP MOJMEHE
aBTOPA, KTO-TO JIPYrOi MbITAETCS 3asiBUTh, YTO OH aBTOP COOOILCHHUS, a IPU HAPYIICHHH alleJUINPYEMOCTH — CaM aBTOP IIbITAeTCs
"OTKpecTUTHCA" OT CBOUX CJIOB, TIOJIUCAHHBIX UM OJJHAXK/IbI.

KOH(HICHIIHATEHOCTh

IIEJIOCTHOCTh

ayTeHTUIHOCTh

aneJMpyeMoCTh

5. TapaHTHs TOTO, YTO CUCTEMa BeJIeT ce0sl B HOPMAJILHOM M BHEIITATHOM PEKUMAX TaK, KaK 3aIIaHUPOBAHO
HaJIe)KHOCTh

TOYHOCTh

KOHTPOJIb AOCTyIa

KOHTPOJIMPYEMOCTh

6. 'apaHTHs TOUHOI'O U MOJHOT'O BBIIOJIHEHUS BCEX KOMaH]
HaJIEeKHOCTh

TOYHOCTh

KOHTPOJIb JOCTYIA

KOHTPOJINPYEMOCTH

7. TapaHTHs TOTO, YTO Pa3IMYHbIE TPYNIIBI UL KMEIOT PA3INYHBII JOCTYI K HHPOPMAMOHHBIM OOBEKTaM, U 9TH
OrpaHUYEHMs AOCTYNA NOCTOSHHO BBIIOIHAIOTCS

HaJIEKHOCTh

TOYHOCTh

KOHTPOJIb IOCTyIa

KOHTPOJMPYEMOCTh

8. I'apanTus TOrO, YTO B JI0OOH MOMEHT MOXKET OBbITH IPOM3BECHA OIHOLEHHAS IPOBEPKA JIFOOOro KOMIIOHEHTa
MPOTPaMMHOI0 KOMILIEKCa

YCTOHYUBOCTD K YMBILIUICHHBIM COOSIM

KOHTPOJIb UICHTU()UKALIUI

KOHTPOJIb JOCTyNa

KOHTPOJHMPYEMOCTh

9. FapaHTHs{ TOr'o, 4YTO KJIMCHT, HOHKHIOHGHHBIﬁ B HaHHLIfI MOMCECHT K CUCTEME, ABJIICTCA HUMCHHO TEM, 3a KOT'O ce0s BbBIJACT
YCTOfIqHBOCTB K YMBIIIJICHHBIM cbosm
KOHTDOJIb HACHTU(hUKALINN



Tema 2. CereBast 0€301MacHOCTb

1. TposiHCKast mporpaMMa, TPOsHEI] -

1) SBISAIOTCS BPEIOHOCHBIMHU TIPOTPaMMaMH, KOTOPBIE MOTYT "pa3MHOXKAThCsA" U CKPBITHO BHEIPATH CBOU KOITHH B (haiibl,
3arpy304HbIe CEKTOPHI JUCKOB M JOKYMEHTHI. AKTHBU3aINs KOMIIBIOTEPHOTO BHPYCa MOKET BBI3BIBATh YHHUYTOKEHUE IIPOTPAMM H
JIAHHBIX.

2) SBJIAIOTCS BPEJAOHOCHBIMH POTrpaMMaMHt, KOTOPBIE IIPOHUKAIOT Ha KOMIBIOTEP, UCTIONB3Ys CEPBUCHI KOMITBIOTEPHBIX ceTeil. 1x
AKTHBH3ALIMS MOXKET BBI3bIBATH YHHUTOXKECHUE ITPOrPaMM U JITaHHBIX, & TAKKE MOXHUILEHHE EPCOHAIBHBIX JaHHBIX MT0JIb30BATEIS.
3) BpenoHOCHast IporpaMma, KOTopasi BBIITOJHIET HECAaHKIIMOHUPOBAHHYIO IT0JIb30BATENIEM IIepelady yIpaBlIeHHS KOMIIBIOTEPOM
yIan€HHOMY TOJIB30BATEINIO, a TAKXKE ACHCTBUS 10 YAAICHHIO, MOoa(UKanny, cOopy 1 mepecbuike HHPOpMaLUH TPETEUM JIULAM.
4) 5To MpOrpaMMHOE WJIH alliapaTHoe oOecreueHre, KOTopoe MpoBepseT HHHOPMALHUIO, BXOJSIIYIO B KOMIBIOTED U3 JOKAJIbHOM
ceTu uim VMHTEpHeTAa, a 3aTeM MO0 OTKIOHSET e€, TMOO0 MPOITyCKaeT B KOMIIBIOTED, B 3aBHCUMOCTH OT IIAPaMETPOB.

5) mporpamma nim HabOp MPOTrpaMM JIJIsl CKPBITOTO B3STHS 10 KOHTPOJIb B3JIOMAaHHOM CUCTEMBL. DTO YTHIIUTBI, UCTIOJIB3YEMBbIE JUIS
COKPBITHS BPEIOHOCHOM aKTUBHOCTH. OHU MacKUPYIOT BPEIOHOCHBIE IIPOTPaMMBbl, YTOOBI H30eKaTh UX 0OHApYKEHUS
AQHTUBUPYCHBIMU IIPOTPaMMaMHU.

2. Pytkur -

1) SABISIOTCS. BPEZJOHOCHBIMH IIPOIpaMMaMu, KOTOPBIE MOTYT "pa3sMHOXKAThCS" M CKPBITHO BHEJPATH CBOU KOIUU B (hailibl,
3arpy304YHbIe CeKTOPHI IUCKOB U JOKYMEHTHI. AKTHBU3aNUsI KOMIIBIOTEPHOTO BUPYCa MOJKET BBI3BIBATh YHHUTOKEHHE IPOTPAMM H
JAHHBIX.

2) SBIAOTCS BPEIOHOCHBIMHU IIPOTPaMMaMH, KOTOPBIE MIPOHUKAIOT Ha KOMIIBIOTE, UCIIONB3YS CEPBHUCHI KOMIIBIOTEPHBIX ceTed. Mx
AKTHBHU3aLUs MOXET BbI3bIBATh YHUUTOXKEHUE IIPOIPAMM U JIaHHBIX, & TAKXKe MOXUIEHUE IePCOHAIbHBIX JaHHBIX M0Ib30BATEIIS.
3) BpeIOHOCHAs IIPOrpaMmMa, KOTOpast BBIIONHAET HECAHKIIMOHUPOBAHHYIO [I0JIb30BaTeNIEM TIepeaady yIpaBlIeHHs KOMIBIOTEPOM
yIaIEHHOMY MOJIb30BATEIO, a TAKXKE IEHCTBUS 110 YAAJICHUI0, MOAUGUKAIMU, COOPY U MepechlIKe HHPOPMALUKN TPETHUM JIULAM.
4) 3T0 IporpaMMHOE WIH aNlapaTHOE oOecreueHre, KOTopoe MpoBepseT HHHOPMAIHIO, BXOASIIYIO B KOMIIBIOTEP U3 JIOKAIbHON
ceTH Win MHTepHeTa, a 3aTeM 1m0 OTKIOHAET €, MO0 MPOoITycKaeT B KOMIBIOTEP, B 3aBUCHMOCTH OT ITAPaMETPOB.

5) mporpamMma MiIu Habop IpOrpaMM JUIs CKPBITOTO B3STHS 110 KOHTPOJIb B3JIOMaHHOM CHCTEMBL. DTO YTHIIHTHI, HCIOIb3yeMbIe IS
COKPBITHS BPEIOHOCHOH aKTHBHOCTH. OHM MacKHPYIOT BPEIOHOCHBIE IIPOTPAMMEIL, 9TOOBI N30eKaTh X 0OHAPyKEHHS
AaHTHBUPYCHBIMH ITPOTPAMMAaMH.

3. Yposens mozenu OSI, koTopelii 0TBeUaeT 3a NpeoOdpa3oBaHUE 3JIEKTPOHHBIX CUTHAJIOB B CHTHAJIBI CPEJIbl Niepeiayd HHPOpMaIH
(MMITYIIBCBI HANPSDKEHUS, PAIMOBOJIHBI, HH(PaKpacHbIe CUTHAJBI). Ha ’TOM ypoBHE OCHOBHBIM KJIACCOM aTakK sIBJsIETCs "OTKa3 B
cepsuce". [TocraHoBKa IIyMOB 110 BCEH 1M0JIOCE TPOITYCKAHUS KaHala MOXET PUBECTH K "Halle)KHOMY'" pa3phIBY CBSI3H.
dusznyeckuil ypoBeHb

KaHnanbHBIH ypOBEeHD

CereBoii ypoBeHB

TpaHcnopTHBIN ypOBEHb

CeaHCOBBI ypOBEHb

4. Yposens mozenu OSI|, KoTopelii ynpasiseT CHHXPOHHU3ALUEH IBYX U OONBIIEro KOJMYECTBA CETEBBIX aIalITePOB, MOIKITIOYEHHbIX
K SZIMHOM cpefie mepeaayn qaHHbIX. [IpuMepom ero sipisiercs mporokon EtherNet.

®dusznyeckuil ypoBeHb

KananbHslit ypoBeHb

CereBoit ypoBeHB

TpancnopTHBIN ypOBEHb

CeaHCOBBIN YPOBEHb

5. Yposens mogenu OSI, kKOTOpHIi OTBEYAET 3a CHCTEMY YHHKAIBHBIX HIMEH H IOCTAaBKY ITaKEeTOB IO 3TOMY MMEHH, TO €CTh 32
MapIIpyTU3aLUIo akeToB. [IpuMepoM Takoro mporokosia sBiseTcs npotokoa Murepuera IP.

®dusznyeckuil ypoBeHb

KananpHslit ypoBeHb

CereBoil ypOBEHb

TpaHCIOPTHBIN yPOBEHD

CeaHCOBBIIl ypOBEHb

6 Yposenb Mozemu OSI, KOTOpBIN OTBEYAET 3a TOCTaBKY OOJIBIINX COOOIICHHH IO JIMHUSAM ¢ KOMMyTaluei maketoB. Tak Kak B
1o100HBIX JIMHUAX pa3Mep NaKeTa IpeacTaBisieT co0oit 00O HebombIoe yncio (ot 500 Oaiit 1o 5 kunobaiir), To s nepesadn
6osbInx 005eMOB HHGOPMAIMU HX HEOOXOIMMO Pa3OMBaTh Ha Iepealoliell CTOpoHe B coOMpaTh Ha IPHEMHOM.

dusznyeckuit ypoBeHb

KananpHslit ypoBeHb

CereBoil ypOBEHb

TpaHCIOPTHBIN yPOBEHD

CeaHCOBBII YPOBEHb

7. Yposens Monenu OSI, KOTOpEIil 0TBeUaeT 3a MPOLEAypY YCTAaHOBICHHUS Hadalla Ceanca ¥ MOATBEpKIeHUE (KBUTHPOBAHHE)
MPUXO0Ja KaXKJ0T0 HaKeTa OT OTIPABUTENS MOJTy4aTeto.

duznveckuii ypoBeHb

Kananeusiii ypoBeHn

CeteBoil ypoBeHB

TpaHCIIOPTHBIN yPOBEHD

CeaHCOBBIN YPOBEHb



1. Tnst 3ammdpoBky U pacuin@poBKH COOOIICHUS UCTIONB3YETCS OJUH U TOT ke OJIOK nHpOpMAaIuu (KITH0Y)
CuMMeTpHYHBIE KPUMITOANTOPUTMBI

ACHMMETpUYHBIE KPHIITOAITOPHTMBI

TaiiHonuCh

Her BepHOTO OTBETa

2. ANTOPHUTM TaKOB, YTO JUIs 3aIIM(GPOBKU COOOLICHHUS UCTIONB3YeTCs OAKH ("'OTKPBITHINH'") K04, H3BECTHBII BceM
JKENAIoIIUM, a JUIs paciinpoBKU — APYro# ("'3aKphITHIA"), CYIIECTBYIOIINI TOJIBKO Y MOTyJaTes.
CHUMMeTpUYHbIE KPUITTOAJITOPUTMbI

ACHMMETpUYHBIE KPUITTOAITOPHTMBI

TaiiHonuch

Her Bepnoro oteera

3. OTnpaBuTEINb U MOTYYATENh POU3BOAAT HAJl COOOILICHUEM NPEOOpa30BaHUsl, H3BECTHBIC TOJIBKO UM JIBOMM
CHMMETPUYHBIC KPUIITOAITOPUTMBI

AcUMMETpUYHBIEC KPUMTOAITOPUTMBI

TaitHonuch

Her Bepnoro otsera

4. B 3aBUCHMOCTH OT XapaKTepa BO3CHCTBHUH, TPOU3BOAUMBIX HaJ JaHHBIMH, aJITOPUTMBI TIOAPA3ICISIFOTCS Ha
TlepecTaHOBOYHBIC U MTOJICTAHOBOYHBIC

CHUMMETpHYHBIC KPUIITOAJITOPUTMBI 1 ACUMMETPHYHBIC KPUIITOAITOPUTMBI

TIoTokoBEIE U OJIOYHEBIE

Her Bepnoro otsera

5. Meton 06paTHMBIX IPe0Opa30BaHuil TEKCTA, IPU KOTOPOM 3HAUCHHUE, BBIYUCICHHOE OT OJJHOM U3 YacTel TeKCTa,
HAKJIa[bIBACTCS Ha APYTHUE YACTH.

Certp Deiimrens

CkpemoOepsl

CuUMMeTpHYHBIE KPUIITOAITOPUTMBI I aCHMMETPHYHBIE KPUIITOAITOPUTMEI

IToToKOBBIE KPUITOATITOPUTMEI

Her Bepnoro otBera

6. B 3aBucHMOCTH OT pa3Mepa 010ka HH(GOPMAITUH KPUTITOAJITOPUTMBI IEJISITCS Ha:
IlepecTaHOBOYHBIC U MTOJICTAHOBOYHBIC

CHUMMETpHYHBIE KPUIITOAJITOPUTMBI 1 aCUMMETPHYHbBIE KPUIITOAITOPUTMBI
TToToKOBBIE U OJIOYHBIE

Her BepHoro oTBera

7. ANTOPHUTM CKaTHsl OPUSHTHPOBAH HA HEOCMBICTIEHHBIE TIOCIIEI0BATEIbHOCTH CHMBOJIOB KaKOT0-JIM00 andaBuTa.
Asroputm Xaddmana

Anropurm Jlemmens-3uBa

Auroput™ Rijndael

Anroputm TEA

8. ANropuT™ cKaTusi OCHOBaH HA00OPOT Ha KOPPEILILUAX MEX/Y PAcHON0KEHHBIMU PSAOM CUMBOJIaMH asiaBUTa
(c1oBaMu, yIpaBIsSIOIUMY ITOCIEI0BATEILHOCTAMH, 3ar0I0BKaMu (DailyioB pUKCHPOBAHHON CTPYKTYPHI)
Asroputm Xaddmana

Anropurm Jlemmens-3uBa

Aunroput™m Rijndael

Anroputm TEA

9. B KakoM KpUITOAITOPUTME €AMHHULEH KOOUPOBAHUS ABJIAETCA OAUH OUT?
IToroxoBsle mudps!

brnounsle mudps!

IToncranoBouHBIE KPUITOATITOPUTMEI

IlepecTaHOBOUHBIE KPUITOATITOPUTMBL

10. B kakoM KpUNTOAITOPUTME EANHHUIIEH KOJUPOBAaHUS ABIsieTCs OJI0K U3 HECKOJIBKUX OaTOB?
ITorokoBblie mmdpst

Brrounsie mmdper

IToncTaHOBOYHBIE KPUIITOAITOPUTMBI

IlepecTaHOBOYHBIE KPUIITOAITOPHUTMBI

Tema 4. I10 u nuapopmarmonHas 6e3onacHocTb. KoMmiekcHas cuctema 6e30macHOCTH

1. JIuno, HEMOCPEACTBEHHO paboTarolee ¢ TaHHOH HHPOpMaIield. 3a4acTyro TOJILKO OH B COCTOSIHUM PEaIbHO OLICHUTH

Ki1acc oOpadaTsiBaeMoil HH(OpPMAIHK, a HHOTIA U paccKa3aTh O HECTaHIAPTHBIX METOJaxX aTak Ha Hee (y3KOCTIeHU(DUIHBIX IS
9TOTO BUJIA JAHHBIX).

Crieranuct 1o “HGOPMALMOHHONW 6€3011aCHOCTH

Brnanenen uHpopManuu

INocTaBmmk anmapaTHOTO W IIPOTPAMMHOTO 00ECTICUeHUS



Crieranuct no HHGOPMALMOHHON 0€30TaCHOCTH
Bnanenen undpopmanuu

INocTaBmyk anmapaTHOTO U IPOrPaMMHOT0 o0ecredeHust
Jluneitnsrit MeHeKep

3. JInno, K0TOpoe SBISETCS HPOMEKYTOUHBIM 3BEHOM MEXAY OIEPATOPaMU U CHEUATUCTaMH [0 HH(OPMAIMOHHOM
6e3onacHocTy. Ero 3aa4a — cBOEBPEMEHHO U KaU€CTBEHHO UHCTPYKTUPOBATh IOAYMHEHHBIH eMy nepcoHan 000 Bcex TpeOOBaHUAX
ciryO0bl 0€30IIaCHOCTHU U CIEJUTD 3a €€ UX BBINOJHEHHEM Ha paboduX MECTax.

Crnenuanuct no MHGOpPMalMOHHON 6€30I1aCHOCTU

Bnanenen unpopmannu

INocTaBmyk anmapaTHOTO W IPOTPAMMHOTO 00ECTICUCHUS

Jluneitnsrit MeHeKep

4. JIuma, OTBETCTBEHHBIE TOIBKO 332 CBOM MOCTYNKH. OHU HE MPUHUMAIOT HUKAKUX PEIICHUH U HU 32 KeM He HaOII0JaroT
Crierranuct 1o HHGOPMALMOHHON 0€30I1aCHOCTH

Brnanenen undopmannu

Oneparop

JIuneiHbIl MEHEKED

5. BHelH#re crienuanucThl Wik GUPMBI, HAHUMAEMbIe IPESIIPUATHEM JIJIS IEPUOTUUECKON (JIOBOJILHO PEIKON) MPOBEPKU
OpraHM3alry U GYHKIHOHUPOBAHUS BCEH CHCTEMBI 0€30I1aCHOCTH

Crieranuct o nHGOPMAMOHHON 0€30TT1aCHOCTH

Bnanenen nuadopmanuu

Oneparop

Aynuropsl

6. JInio, KOTOpOe NPOBOAUT pacyeT ¥ HepepacyeT PUCKOB, OTBETCTBEHEH 3a OMCK caMol cBexkell nHpopManuu oo
OOHAPYKEHHBIX YA3BUMOCTIX B UCIOIb3yeMOM B rpMe MPOrpaMMHOM OOECIICUSHHH U B [[EJIOM B CTAHJIAPTHBIX alrOPUTMax
Crieranuct 1o uHGOPMAIMOHHON 0€30IaCHOCTH

Bnanenen undpopmannu

Omneparop

Jluneitnsrit MeHeKep

7. MakcuMallbHO BO3MOYKHOE HENPEPBIBHOE BpeMst oTka3a /st mHopmanuu 0 kiacca 6€30TKa3HOCTH
1 Hepens

1 cytku

1 gac

20 MuHyT

8. MakcuManbHO BO3MOKHOE HEIIPEephIBHOE BpeMsl 0TKa3a i nHpopmMaiuu | kiacca 6€30TKa3HOCTH
1 mepens

1 cytkm

1 gac

20 MuHYT

9. MakcumalibHO BO3MOXKHOE HENPEPBIBHOE BpeMs OTKa3a Juist nHpopmMaiuu 2 kiacca 0€30TKa3HOCTH
1 Henens

1 cytkm

1 gac

20 MuHyT

10. MakcuMaabHO BO3MOXKHOE HEMPEPHIBHOE BpeMst 0TKa3a it nHpopManuu 3 kiacca 6€30TKa3HOCTH
1 Hepens

6.4. OneHoYHbIE CPeICTBA MPOMEKYTOYHOH aTTeCTAlINHU.

Bomnpocsl k 3a4ery:

(Komnerenuus OIIK-2)

Bomnpocs! 1 npoBepky ypoBHS 00y4eHHOCTH "3HATh'":

1. UTo OTHOCSTCS K IPaBOBBIM METOaM, 00ECIICUNBAIOIINM HHPOPMALMOHHYIO 6€3011aCHOCTh?
. HazoBuTe ocHOBHBIE HCTOYHUKH YTPo3 HHGOPMALMOHHON 0€3011acHOCTH

. HazoBure Bubl HHQOPMAIIMOHHOM 0€3011ACHOCTH

. B yem 3akirouaroTcs nenu nHGOPMalMOHHON 0€30MacHOCTH?

. HazoBute ocHOBHBIE 00BEKTH HHPOPMALMOHHOMH 0€301IaCHOCTH

. B 1em 3akimovaroTcs OCHOBHBIE pUCKH HH(MOPMAIIMOHHOM Oe30macHOCTH?

. UTO OTHOCHUTCS K OCHOBHBIM IIPHHIMIIAM oOecriedeHust THHopMauroHHON Ge30nmacHoCTh?
. UTO SIBISIIOTCS OCHOBHBIMU CyObeKTaMu UH(OpMaoHHON Oe3omacHoCTU?

. UTOo OTHOCHUTCS K OCHOBHBIM (DYHKIHSAM CHCTEMBI O€301acHOCTH?

10. Yro npeanonaract NpUHIMII HEAOMYIICHUs HHQOPMAIIMOHHOM 0€301acHOCTH?

11. Yto oTHOCHUTCS K OCHOBHBIM THIIaM CPEACTB BO3JEHCTBUSI HA KOMIIBIOTEPHYIO CETH?
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12. Yo criemyeT caenarh, KOraa MojxydeH crnam mo e-mail ¢ mproxeHHsM daitom?

13. B yem 3akirouaercs npuHuun Kupxroga?

14. Kak pacumdpossiBaercst 11?7

15. B yem 3akimrouaroTcs HanOoJsIee pacpoCTPaHEHbBI YTPO3bl HHPOPMAIMOHHOM 0€30MacHOCTH KOPIIOPATUBHOMN CUCTEMBbI?

Bonpocs! 1 npoBepKH ypoBHsI 00y4eHHOCTH "yMeTb'":

1. TloueMy KOJMYECTBEHHBII aHATIN3 PUCKOB B YHCTOM BHUJIE HE JJOCTHIKUM?

2. Ecnu MCTONB3YI0TCS aBTOMATH3UPOBAaHHbBIC HHCTPYMEHTHI TS aHAJIM3a PUCKOB, IOUYEMY BCE PABHO TPeOyeTCsl TaK MHOTO
BPEMEHHU JIJIs TPOBEJICHUS aHannu3a?

3. Kakoii u3 cieayronmx 3aKOHOJaTeIbHBIX TEPMHUHOB OTHOCHTCS K KOMITAHHU MJIM YEJIOBEKY, BBIOIHSIOMIEMY
HEOoOXOIUMBIE ISHCTBYS, X HCIONB3YeTCS AT ONIPEAeIeHHs 0013aTeNbCTR?

4. Yto takoe CobiT u kak OH OTHOCHTCS K pa3paboTKe CHCTEM HHPOPMAIMOHHOM 6€30MTaCHOCTH M POrPaMM
6e3onacHocTu?

5. I3 kakux 4eThipex JJoMeHoB coctout CobiT?

6. Yro mpexcrasiusiet coboi crangapt ISO/IEC 27799?

7. Uto sBNIsAETCS OCHOBHBIMH IesIMU 1 3amadamMu COSO?

8. Uro Ob1110 pa3paboTaHo, YTOOBI TOMOYB CTPAHAM U MX NPABUTEIHCTBAM IHOCTPOUTH 3aKOHOAATENBCTBO 10 3alUTe
MEPCOHANBHBIX JTAaHHBIX IOXOKHM 00pazom?

9. Kak Ha3bpIBaeTCs METOM, B KOTOPOM CHMBOJIBI IH(PYEMOT0 TEKCTa MEPEMEIAOTCs 110 ONPeeIeHHBIM IPaBUIaM BHYTPH
mdpyemMoro 0J0Ka 3TOTo TeKcTa?

10. Uro mpencrasiser coboii 3amura nHbopManuun?

11. UeM BBI3BaHBI €CTECTBEHHBIC YIPO3bl Oe30macHOCTH HHpOpMaIu?

12. Ha3oBUTEe aHTUBUPYC, KOTOPHIiT 00eCeYnBaET MOMCK BUPYCOB B OMEPATHBHOMN MaMsATH, Ha BHEITHUX HOCHTEIIAX ITyTEM
MoJicYeTa U CPaBHEHUS € STaJIOHOM KOHTPOJIBHON CYMMBI

13. Ha3zoBuTe aHTHBHPYC, KOTOPBIH HE TOJIBKO HAXOAUT 3apakeHHbIC BUpycaMu (aitnibl, HO 1 "Neuut" ux, T.C. yAaaser u3
(haiiia Texo mporpaMMbI BUpYca, BO3Bparas (Haiisl B ICXOIHOE COCTOSTHHE

14. HazoBuTe aHTHBUPYC, KOTOPBIi 3aIIOMHHAET HCXOTHOE COCTOSHHUE MPOTPaMM, KaTaJIOTOB M CUCTEMHBIX 00J1acTei AHCKa,
KOTJ[a KOMITBIOTEP HE 3apaKeH BUPYCOM, a 3aTeM IEPHOAMYECCKH WM 110 KOMaH/IE MOJIb30BATENSI CPAaBHUBAET TEKYILEE COCTOSIHUE C
UCXOTHBIM?

15. HazoBuTe aHTUBUPYC, KOTOPBIN MPENCTABIAECT COOOH HEOOBIIYIO PE3UICHTHYIO IPOrpaMMy, IPEAHA3HAYCHHYIO JIJIs
OGHapYKEHUS MOJI03PUTEITBHBIX ACHCTBHI TIPH paboTe KOMIBIOTEPa, XapaKTEePHBIX JJIsl BUPYCOB

Bomnpock! [yist pOBEpKH YPOBHS 00yYCHHOCTH "BIIAAETh":

. Bammudpyiite anropurmoM Jlemmness-3usa Teket "KOJIOKOJI _OKOJIO _KOJIOKOJIbHU".

. Paccunraiite 3HaueHHe 3aKphITOTO KIfoUa B kpunroanropurMe RSA, ecnn mapamerps! mudposanus p=7 u =17

. PaccunraiiTe 3HaueHNe 3aKpHITOTO KIIf0Ya B kpanroanropurme RSA, ecnn mapamerps! mudposanus p=3 u =11

. PaccunTaiiTe 3HaUeHHe 3aKpBITOTrO KiItoua B kpunroanropurMe RSA, ecnu napametps! mudposanust p=11 u =13
. PaccunTaiiTe 3HaUeHHE 3aKpHITOTO KiItoya B kpunroanropurMe RSA, ecnu napametps! mudposanust p=3 u =7

. PaccunTaiiTe 3HaUeHHE 3aKpHITOTO KiItoua B kpunroanropurMe RSA, ecnu napametps! mudposanust p=5 u =13

. Paccunraiite 3HaueHHe 3aKphITOTO KITfoua B kpunroanropurMe RSA, ecnm mapamerps! mudposanus p=5 u =11

. PaccunraiiTe 3HaueHHE 3aKpHITOTO KIIF0Ua B kpunroanropurMe RSA, ecnn mapamerps! mudposanus p=7 u =13

. Paccunraiite 3HaueHHe 3aKphITOTO KITfoUa B KpunroanropurMe RSA, ecnn mapameTps! mudpoanus p=5 u =17
10. PaccunTaiiTe 3HaUCHHE 3aKPHITOTO KITFOUa B Kpunroanroputme RSA, ecnu napamerpsl mudposanus p=7 u q=17
11. PaccuuTaiiTe 3HaUeHHE 3aKPBITOTO KiItoya B kpunroanropurMe RSA, ecnu napametps! mudposanust p=3 u =17
12. PaccuuTaiiTe 3Ha4€HHE 3aKPBITOro KiItoya B kpunroanropurme RSA, ecnu napametpst mudposanust p=11 u =17
13. PaccuuTaiiTe 3HaU€HHE 3aKPBITOTrO Kitoya B kpunroanropurMe RSA, ecnu napametps! mudposanust p=7 u =13
14. PaccuuTaiiTe 3HaU€HHE 3aKPBITOTO KiItoya B kpunroanropurMe RSA, ecnu napametps! mudposanust p=7 u =11
15. PaccunTaiiTe 3HaUeHHE 3aKPHITOTO KIIfoYa B kpunroanropurMe RSA, ecin mapamerps! mmmdposanust p=7 u =5
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(Kommetenmms OITK-4)

Bomnpocs! 1 npoBepky ypoBHS 00y4eHHOCTH "3HATh":

1. PackpoiiTe MOHATHE «KOHPUICHIHATEHOCTE

. Packpoiite monsTue «11eI0CTHOCTH»

. PackpoiiTe noHATHE «ayTEHTUIHOCTHY»

. Packpoiite nonsTue «anemmpyeMocTb

. Packpoiite nmonstue «HageKHOCTH

. Packpoiite noHsATHE «TOYHOCTH

. Packpoiite noHsATHE KKOHTPOJIb JOCTYIIa»

. Packpoiite noHsATHE «KOHTPOINPYEMOCTH)

9. B ueM 3axitouaeTcst KOHTPOJIb UACHTUGUKAIMN?

10. Yro npeacrasisieT coboi TPOSHCKas porpamma’?

11. Yro nomkeH 3anpaiivBaTh Jr000H yIaleHHbII TepMUHAN?

12. Kakoe mpeaynpexaeHue peKOMEHIYeTCs! BEIBOAUTD HA 3KpaH Ha BXOJE B MHGOPMAIMOHHYIO CHCTEMY?
13. Kak noymmkeH nmoxdouparthes maposib JJst BXoa B MH(GOPMaIMOHHYIO cucTeMy?

14. Uro 10KHO NPOUCXOANTH B MOMEHT OTIIPABKU MAaKeTa IMOATBEPKACHHS WIIM OTBEPIKEHHS aposi?
15. Uro Heo6X0IMMO clieNiaTh ¢ MapoJsIMU 110 YMOTYaHHIO?
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Bomnpocs! 11 IpoBepKU YPOBHS OOY4EHHOCTH "yMETh":

1. B 1em 3axstogyaercsi KOMIUICKCHBIH TOUCK BO3MOXKHBIX METOJIOB J0CTYyMa?

2. YTo IOIKHO MPOUCXOAUTE C MAPOJISIMHU Y€Pe3 OMPEIEICHHBIE TPOMEXYTKHA BPEMEHH?

3. UTo A0JHKHO IPOUCXOAUTD C HEUCIIONB3yEeMBIMU B TEUSHUE JOJITOTO BpEMEHH UMEHAMH PEerucTpanuu?



12. OnummTe NociIe0BaTeIbHOCTD IIBETOB ITPOBOJIOB BUTOM Maphl MPH MEPEKPECTHOM 00XKHME, KOTOPBIH IPUMEHSETCS IS
nepesayy JaHHBIX KOMIIBIOTEP — KOMIIBIOTEP

13. HazoBwure npeanasnaverue yruiuTel Ipconfig

14. HazoBute npenHa3zHaueHne yTWINATHI tracert

15. HazoBure npeHa3HAYCHHE YTHIUTHL Ping

Bomnpocs! 1 TpoBepKH YpoBHS 00y4EHHOCTH "BIIaIETh":

1. C nomomieio yrumutsl ipconfig onpepenuts IP anpec u Gpusnueckuii apec 0CHOBHOTO CETEBOTO HHTEpdeiica
KoMIbIoTepa, IP axgpec mumo3a, IP agpeca DNS-cepsepoB u ucnons3yercs s DHCP.

. YcranoBuTe maposis Ha OTKphITHE (aitma B MS Word

. YcraHoBuTE OrpaHnueHne Ha (OpMAaTHPOBAHKE TEKCTa yCTaHOBKO# maposst B MS Word
. YcTaHOBHTE OTpaHHYEHHE Ha PeJaKTHPOBAaHKUE TEKCTA YCTaHOBKOH maposs 8 MS Word
. YcraHoBuTe aposik Ha OTKpeITHE (aiiia B MS Excel

. VcraHoBuTh 3amuTy jaucra B MS Excel.

. VcraHoBuTh 3amuTy Kauru B MS Excel

. 3amuTuTe BCe SUEKH JIMCTa KpOMe OJTHOH.

. 3alUTHTE OJMH CTONOEL JICTA.

10. 3amuTrTe TOABKO OJHY TYEHKY JTUCTA.

11. BeraBbTe H300pakeHUE HA JIUCT M 3aLIMUTUTE TOJIBKO €To

12. 3ammdpyiite TEKCTOBBIH (aiin mporpammoit Visual AES 1.1

13. 3ammdpyiite TexcToBbIN Gaiin nporpammoit DX Secure 4.0

14. 3ammdpyiite TekcToBbIH (aiin nporpammoii CryptoFan 2

15. 3aumdpyiire TexcToBbli daiin nporpammoit Codefile

O 002N W B~ Wi

(KommeTtenmus OITK-6)

Bomnpocs! [yis poBepKH YpOBHS 00y4eHHOCTH "3HATh":

1. K10 sIBIsI€TCSI OCHOBHBIM OTBETCTBEHHBIM 3a ONPE/IeNICHHE YPOBHS Kiaccudukanuy nHbopMau?

2. Kaxkas xareropus sBJsieTcsl HanOoee puCKOBaHHON JUISI KOMIIAHUH C TOYKH 3PEHHS BEPOSITHOTO MOLICHHHYIECTBA H
HapyleHus 6e30ImacHOCTH?

3. Ecnu pa3nuyuHbIM rpyIIaM Iojb30BaTeseld ¢ pa3InuHbIM YPOBHEM JIOCTYIA TpeOyeTcs JOCTYII K OJTHON M TOH Ke
UHOPMAIH, KaKOe U3 YKa3aHHbBIX HIDKE JICHCTBU CieyeT MPeIpUHSTh PYKOBOJICTBY?

4. Yro camoe riiaBHOE JIOJDKHO MPOAYMAaTh PYKOBOJICTBO MPH KiIacCU(UKALIMU JaHHBIX?

5. KTo B KOHEYHOM CcUeTe HeCeT OTBETCTBEHHOCTD 32 TAPaHTHHU TOTO, YTO JaHHbIE KIACCU(QHUINPOBAHBI U 3aLINIICHBI?
6. Uro Takoe npornemypa?

7. Kakoii (akrop Hanboee BaxkeH ISl TOTO, YTOOBI OBITH YBEPEHHBIM B YCHENIHOM O0ecriedeHH: 0€30MacHOCTH B
KOMIIaHUU?

8. Korya 1enecoobpa3Ho He NpeAnpUHUMATh HUKAKUX JIEHCTBUI B OTHOILICHUH BBISBJICHHBIX PHUCKOB?

9. Uro Takoe NONUTHKA O€30IacHOCTU?

10. Yo myu1e Bcero omuchiBaeT 1enb pacuera ALE?

11. B yem 3akirouaeTcs TAKTHYECKOE IUIAHUPOBAHUE?

12. YUro siBRsieTcst onpeieJICHUeM BO3IeHCTBHS (EXPOSUre) Ha 6e30macHOCTh?

13. Kak paccuuTaTh OCTaTOYHBINA PUCK?

14. TloyeMy mpu IPOBEICHNY aHATHM3a HH(POPMAIIMOHHBIX PHCKOB CIEAYET NPHUBJIEKATh K 3TOMY CIIEIIHAIMUCTOB U3 Pa3IMYHBIX
HOoApa3JeNeHu KoMIaHuu?

15. Yto sBNsETCSA HAWIYYIIMM OIMCAHUEM KOJINYECTBEHHOTO aHAIN3a PUCKOB?

Bomnpocs! 1u1s IpoBepKkH YpOBHS OOYYEHHOCTH "yMeTh'":

. Ha xaxue nporpaMmbl IpUXOIUTCS OCHOBHAS Macca yrpo3 HH(QOopMaloHHO# 6e30macHoCcTh?

. ITox kakue cHCTEMBI pacpoCTpaHEHHE BUPYCOB MIPOUCXOJUT Hanbosee TMHAMHIHO?

. Kakoii aTan sBnseTcs 3aKiI04UTENBHBIM B TIOCTPOCHUS CUCTEMBbI 3aLUThI?

. Kakue yrpo3ssl 6e3omacHocTr HHOpMAIHK SABISIOTCS MPpeJHAMEPEHHBIMU?

. Kakue BupychI akTHBU3HPYIOTCS B CAaMOM Hayajie paboThI C ONepallMOHHOW CUCTEMON?

. Uto takoe Stuxnet?

. Uto Takoe TapreTUpoBaHHas aTaka?

. Uto nmoHuMaetcs noj HHGOpMaMOHHOH 0€30MacHOCTHI0?

. Uto Ha3bpIBaeTCs KOHGUICHINATBHOCTHIO?

10. dnst gero co3narotcst ”HOOPMAHOHHBIE CUCTEMBI?

11. Ko siBNsieTcsl OCHOBHBIM OTBETCTBEHHBIM 32 OIPECIeHHE YPOBHS KJIacCU(PHUKAIIMU HHPOpManu?

12. Kaxast kareropus siBjsieTcsi HanboJiee pUCKOBAaHHOM JUIsi KOMIIAHUM C TOYKHU 3PEHUs BEPOSATHOTO MOILICHHUYECTBA U
HapyIIeHus: 0e30MmacHOCTH?

13. Kakoe neificTBHe cienyeT MpearpuHSITh PYKOBOJACTBY, €CIIHM Pa3IMYHBIM IPYyIMIIaM MOJb30BaTeNe! C pa3IMYHbIM YPOBHEM
JocTtymna TpedyeTcst JOCTYI K OJIHOW M ToM ke uHdopmarmn?

14. KT0 B KOHEYHOM cYeTe HeCeT OTBETCTBEHHOCTH 3a TapaHTHH TOTO, YTO JaHHbIE KIaCCU(UINPOBAHBI U 3aIIUIICHbI?
15. Korna nenecoobpa3Ho He MpeArpUHUMATh HUKAKUX JEHCTBUI B OTHOLIICHUH BBISIBICHHBIX PUCKOB?

O 00N A Wi —

Bomnpocs! 1t npoBepky ypoBHS 00y4eHHOCTH "BIIaETh":

1. PaccumnTaiiTe 3Ha4€HHE OTKPBITOTO KJIf04Ya B KpunroanroputmMe RSA, eciu napameTps! mudpoBanus p=5 u q=7,
3aKpBITHINA Kiroy d=7

2. PaccunraiiTe 3HaU€HHE OTKPBITOTO KIIt0Ya B KpuntoanropurMe RSA, eciin napameTpsl mmdpoBanus p=5 u =7,
3aKphITHIH KiTfod d=13

3. PaccunraiiTe 3HaU€HHE OTKPBITOTO KIIt0Ya B KpuntoanropurMe RSA, eciin napameTpsl mmdpoBanus p=5 u =7,



12. PaccuuTaiiTe 3Ha4eHUE OTKPHITOTO KJIoua B Kpunroanroputme RSA, ecnu napamerps! mudposanus p=3 u =7,
3aKpBITHIN K04 d=7

13. PaccuuTaiiTe 3Ha4eHUE OTKPHITOTO KJIoua B Kpunroanroputme RSA, ecnu napamerps! mudposanus p=3 u =7,
3aKphITHIH KiTfod d=13

14. PaccunTaiiTe 3HAYCHUE OTKPBHITOTO KITFoUa B KpunroairoputMe RSA, eciu napamerpsl mudposanus p=3 u =7,
3aKpBITHIN KiTI04 0=5

15. PaccunTaiiTe 3Ha4CHHE OTKPHITOTO KII0Ya B KpunroanropurMe RSA, ecin mapamerps! mmmdposanus p=3 u q=11,
3aKpBITHIH KiTf0od d=3

(Kommerenmus OITK-14)
Bomnpocs! [yt ipoBepKH ypoBHS 00y4eHHOCTH "3HATh'":

1. B kakux ciy4asix MOTYT UCIIOJIb30BaTh TEPMHUHAIBI O€3 maposis?

2. B xakux ciyyasix uMeeTcs 00s3aTebHOe TpeOOBaHHE HATMYUUS Y TEPMHUHAJIA MMSI PETHCTPAIHH U TTapoJis?

3. HazoBuTe 0cHOBHOE TpeOOBaHUE K YAIICHHOMY TEPMUHAITY

4. B 4eM 3akiogaeTcs cxema o0paTHOTO 3BOHKA?

5. HasoBute TpeGoBanus, npeabapisemMbie k 10g-in 3ampocy TepMuHana

6. Uto pexoMeHyeTcsl BHIBOJUTH Ha SKpPaH Ha BXOJIE B CUCTEMY?

7. Ha3oBuTE MOHATHE, B KOTOPOM JIAETCs TapaHTHS TOTO, YTO KOHKPETHAsi HHPOPMAILUS TOCTYITHA TOJIBKO TOMY KPYTY JIHII,
VIS KOTO OHA TIpe/IHa3HAuCHA; HAPYIIICHUE dTOW KATerOpUH HA3bIBACTCS XHUILEHHEM JINOO PaCKPHITUEM HHPOPMAITUH

8. HazoBute nousiTre, B KOTOPOM JACTCS TapaHTHs TOTO, YTO HHPOPMAITUS ceiiuac CylecTBYET B €€ HCXOJHOM BHJIE, TO €CTh
MIPU ee XPaHSHHUHU WK Tiepe/iadye He ObUIO MPOU3BEACHO HECAHKIIMOHUPOBAaHHBIX M3MEHEHUI; HapyIIIEHHUE 3TOH KaTeropuu
Ha3bIBaeTCs ambcuduKaueil coooeHus

9. HazoBuTe MoHsATHE, B KOTOPOM JA€TCs TApaHTHsI TOTO, YTO UCTOYHUKOM WH(POPMAIUH SBIISETCS UIMEHHO TO JIUIO, KOTOPOE
3asBJICHO KaK €€ aBTOp; HAPYIICHUE STON KaTeropyuu Takxke Ha3blBaeTcs (anbCcudHKanueil, HO yKe aBTopa COOOLICHUS

10. HazoBute noHsTHE, B KOTOPOM JA€TCS TapaHTHs TOTO, YTO MPU HEOOXOAMMOCTH MOXKHO OY/IET 10Ka3aTh, 4TO aBTOPOM
COOOIICHHUS SBIISCTCS HIMEHHO 3asBJIICHHBIN YEJIOBEK, H HE MOXKET SIBISTHCS HUKTO JAPYTOil; OTIMYHE STON KATETOPUH OT MPEabIAYIIeH
B TOM, YTO TPY TIOJMEHE aBTOPa, KTO-TO IPYTOH MBITAETCS 3aIBUThH, YTO OH aBTOP COOOIICHNS, a IPU HAPYIIICHUH aNleJITUPYEeMOCTH —
caM aBTOP TBITAETCS "OTKPECTUTHCS" OT CBOMX CJIOB, TIOAMMCAHHBIX UM OTHAXKIBI.

11. Ha3zoBuTe moHsTHE, B KOTOPOM Ja€TCs TAPAHTHS TOTO, YTO CHCTEMa Be/IeT ceOsi B HOPMAJIbHOM M BHEIIITATHOM PEXHMAaX
TaK, KaK 3alIaHUPOBaHO

12. HazoBute NoHATHE, B KOTOPOM JA€TCs TapaHTHsl TOYHOTO U ITOJTHOTO BBITIOJIHEHHSI BCEX KOMaH/I

13. HazoBuTe moHsTHE, B KOTOPOM JAETCS TAPAHTHUS TOTO, YTO PA3IUIHBIE TPYIIIBI JIUI] UMEIOT Pa3IUIHBIN TOCTYH K
MHPOPMALMOHHBIM 00BEKTaM, U 3TH OTPaHUYCHHS JOCTYIA OCTOSHHO BBIMOIHSIOTCS

14. HazoBute NoHATHE, B KOTOPOM JAE€TCs rapaHTHs TOTO, YTO B JIFOO0H MOMEHT MOXET OBbITh TIPOU3BE/ICHA ITOJTHOLICHHAS
MPOBEpPKa JIF000r0 KOMIIOHEHTA MPOTPAMMHOT0 KOMILIEKCa

15. Ha3oBute noHsaTHE, B KOTOPOM JIa€TCsl TapaHTHUs TOTO, YTO KJIMEHT, MOJKJIIOYCHHBIN B TaHHBIH MOMEHT K CUCTEME,
SIBJIIETCSI UMEHHO TEM, 3a KOTO ce0s1 BBIIAacT

Bomnpocs! 1uis IpoBepkH ypOBHS OOYYEHHOCTH "yMeTh":

. B uem 3akmovaeTcss KOMIJIEKCHAs 3al[UTa OT BO3MOXKHOCTH KPaXXu MapoJiei

. HazoBuTe 0CHOBHYIO pEKOMEHAAIHIO IPH IPOSKTHPOBAHUH TOIIOJIOTHH CETH

. Onummre ONTUMAJIBHYIO €HHUIY CETMEHTHPOBAHUS CETH

. B gem 3akmovaercst o0s13aTenpHOE TpeOOBaHUE TSI ONIEPATOPOB C PA3HBIMH YPOBHSMHE JOCTYIA
. Uro npexacraBnsieT coboi araka Ha cepBep, KOTOopasi BBI3BIBAET "0TKa3 B cepBuce"?

. Onmmmre ocobennocts arak Ha DNS-cepBepa

. OnummTe 0CHOBO# Kiacc atak Ha (uzndyeckoM ypoBHe mozeiu OSI

. OnummTe 0CHOBOM KJIacc aTak Ha KaHAILHOM ypoBHE Mojenu OS|

. Onummte 0COOEHHOCTH aTak Ha ceTeBoM ypoBHe Monenu OS|

10. OnummnTe 0COOEHHOCTH aTak Ha TPAHCIOPTHOM ypoBHE Mojenu OSI

11. OnuimunTe 0COOEHHOCTH aTak Ha ceaHCcoBOM ypoBHe Mojenu OSl

12. OnummmTe 0co6eHHOCTh 6e30IacHO# PaboThl ¢ PYHKIHMSAMU TPY HATIMCAHUH TIPOTPaMM

13. Ha30BHUTE pEKOMEH/IAIMU NIPU pabOTe C BHEIIHUMH U CETEBBIMH YCTPOHCTBaMU, BO BpeMs HAlMCaHHUS IPOTrPaMM
14. OnummTe NIpoBepKy aJlropUTMa Ha CUHAPOM "MepTBoi nerin"

15. B ueM 3aKi104aroTesi 0COOEHHOCTH PaOOTHI ¢ MApOJISIMU IIPU HAMCAHUH IPOrpaMm?

O 001N O01h W —

Bomnpocs! 1uis mpoBepkH ypoBHS 00Y4E€HHOCTH "BIafeTh'":

1. Bammdpyiite TeKCTOBBIH (aiin mpu momorny anropurma mudposanus CFB mporpammer Visual AES 1.1

2. Pacumpyiire TekcTobiil daiin mporpammoit Visual AES 1.1, paree 3aimudpoBaHHbII TIPH IIOMOIIH AJITOPATMA
mudposanust CFB

3. 3ammdpyiiTe TeKCTOBBIH (aiii npu momory anropurma mudposanus OFB nporpammsr Visual AES 1.1

4. Pacumpyiire TekcTobli daiin nporpammoit Visual AES 1.1, paxee 3aindpoBaHHbIH IPK MOMOIIY aIrOPUTMA
mudposauus OFB

5. 3ammdpyiite TekcroBblit aiin nporpammoii DX Secure 4.0

6. Pacuudpyiite TekcToBbIN (aiin mporpammoit DX Secure 4.0

7. 3amudpyiite TekcToBbIN (aiin mporpammoii CryptoFan 2

8. Pacundpyiite TexcToBblil daiin mporpammoit CryptoFan 2

9. 3ammpyiire Tekcrosbiil daiin mporpammoii Codefile

10. Pacimpyiite TekcToBBIH (aiin nporpammoii Codefile

11. Bamurute cTpykTypy Kuuru B Excel
12. 3ammure oxuo kuuru B Excel



7. KaknuM 3aKOHOM pPEeryJMpyrOTCsS OTHOLICHUS, CBA3aHHbBIE C 00paOOTKON MEepPCOHATIBHBIX TaHHBIX?

8. Ha uto moapasnenstorcss HHGOPMaIUOHHBIE CHCTEMBI IT0 PEXXUMY 00paOOTKH IIePCOHATBHBIX JaHHBIX B

UH(OPMAIOHHO cucteme?

9. HazoBuTte nporniecc cooO1eHns: cyObeKTOM CBOEI0 HMEHH I HOMEpa, C [EJbI0 NOITyYEeHHUS ONPEAeIEHHbIX TOTHOMOYHH
(mpaB mocTyma) Ha BHIMOJIHEHHE HEKOTOPBIX (Pa3pelIeHHBIX eMy) IeHCTBHUIl B CHCTEMaX C OrpaHUYEHHBIM JJOCTYIIOM

10. HazoBute npoueaypy NpoBepKr COOTBETCTBUS CYOBEKTa U TOTO, 32 KOTO OH MBITaeTCs ce0s BBIIATh, C IOMOIIbIO HEKOH
YHHUKAJIbHON HHPOpMaLUH

11. HazoBuTe mpouece, a Takxke pe3ynbTaT Mpolecca IPOBEPKH HEKOTOPBIX 00S3aTeIbHBIX TAPaMEeTPOB MOIb30BATENs H, IPH
YCIENTHOCTH, IPEIOCTABICHHE eMY ONpPEeIeNIEHHBIX OJIHOMOYHI Ha BHIITOJIHEHHE HEKOTOPBIX (Pa3pelleHHBIX eMY) AeHCTBHI B
CHCTEMaxX C OTPAHUYCHHBIM JJOCTYIIOM

12. HazoBure npocTeiinmii crnocod uaeHTH(GUKAIMHA B KOMITBIOTEPHON CHCTEME B PE3yJIbTaTe KOTOPOTO SBJISETCS BBOJ
uaeHTH(UKaTOPa MOJIH30BATENS

13. HazoBute 0CHOBHOE CpeACTBO, 00eceunBarolee KOHPHIEHIMAIbHOCTS HH(OPMAIINH, TOCHUIAEMOM MO OTKPBITHIM
KaHaJlaM IlepeZiayyl JaHHBIX, B TOM YHUCIIE — 110 CETH HHTEPHET

14. Kakast MHTEpHET TEXHOJIOTHS UCTIONB3YeTCs /sl 0€30MacHO Mepeaayn JaHHBIX M0 KaHaiam?

15. Ha3oBuTEe KOMIUIEKC aNMapaTHBIX W/HIH IPOTPAMMHBIX CPEACTB, OCYIIECTBIAIOMNI KOHTPOJIb U (QHUIIBTPALIUIO CETEBOTO
TpaduKa B COOTBETCTBHUH C 33IaHHBIMH IIPABHJIAMH 1 3aIUIIAIOIINI KOMIBIOTEPHBIE CETH OT HECAHKLIIMOHUPOBAHHOTO JOCTYIIA

Bomnpocs! 11 poBepKH ypOBHS 00y4eHHOCTH "yMeTh'":

1. Ha 9to mensitcst yrpo3sl Io pa3MepaM HAaHOCUMOTO yiepoa?

2. VI3 xakux 4eThIpex foMeHoB cocrout CobiT?

3. Uro npencrasnset coboii cranmapt ISO/IEC 277997

4. Yro siBiseTCsl OCHOBHBIMHU 1iesisiMu U 3anauamu COSO?

5. HazoBuTe 0CHOBHBIC 00BEKTHI HHPOPMAITMOHHOH 0€30MaCHOCTH

6. B ueM 3aKim04ar0TCs OCHOBHBIC PUCKH HH(POPMAIMOHHOH Oe30macHoCTH?

7. HazoBuTe npouenypy, IpOBEPSIONIYI0, UMEET JIU T0JIb30BaTeNb C NPeIbIBICHHBIM HISHTH(PHUKATOPOM IIPAaBO Ha JOCTYI K
pecypey

8. MO3KHO JTH B CITy)KEOHBIX LIEJISIX UCIIOIB30BaTh AIEKTPOHHBIN afpec (IIOYTOBHIH SIIKK), 3apeTHCTPUPOBAHHBIH Ha

00Ie TOCTYITHOM ITOYTOBOM cepBepe, Hampumep Ha mail.ru?

9. OnuIIKTE ONTUMANBHYIO SIMHHIY CETMEHTHPOBAHUS CETH

10. B uem 3akmodaercst 00s13aTebHOE TpeOOBaHUE AT OLIEPATOPOB C PA3HBIMU YPOBHIMH JIOCTYIIA

11. Uro mpencrasisier coboit aTaka Ha cepBep, KOTOpasi BhI3bIBaeT "0TKa3 B cepruce"?

12. Onumute ocobenHocth atak Ha DNS-cepBepa

13. HazoBwure 11110, KOTOPOE SIBISIETCS TPOMEKYTOUHBIM 3BEHOM MEXKAY OTIEpaTOpaMH H CTICIIHATCTAMU TI0
UH(pOPMAIMOHHOM Oe30macHocTH. Ero 3aaua — CBOEBPEMEHHO M Ka4eCTBEHHO HHCTPYKTUPOBATh NMOYMHEHHEIN eMy HepcoHal 000
BCEX TPEOOBAHUAX CIIyxObl 0€30MaCHOCTH U CJICIUTD 3a €€ UX BBIIIOJIHEHHEM Ha pabounx MecTax.

14. Ha3zoBure 1112, OTBETCTBEHHBIE TOJBKO 32 CBOM NOCTYNKU. OHM HE IPUHUMAIOT HUKAKUX PELICHUN U HU 32 KEM He
HaOJII01a10T

15. Ha3oBuTe BHEITHHX CIIEIHATUCTOB WM GUPMBI, HAHUMaeMble TIPEIIPHATHEM JUTS TIEPUOIHIESCKON (HOBOJBEHO PEIKOi)
MIPOBEPKH OPraHU3anuy U QyHKIMOHHPOBAHUS BCEH CHCTEMBI 0€30MacHOCTH

Bomnpocs! i pOBEpKH ypOBHS 00y4eHHOCTH "BiIaaeTh:

1. 3ammudpyiite kpunroanroputMmom RSA O6ykBy A, KOTOPO# COOTBETCTBYET 3Ha4YeHHUE 1, eClii mapaMeTphl mudpoBaHus p=>5
;I.q’o’_aZun@pyﬁTe kpunroanroputMom RSA OykBy b, KOTOpoii cOOTBETCTBYET 3HaUeHUE 2, €CU NMapaMeTphl IUGPOBaHUs p=5
;I.q3;Zun(1)pyﬁTe kpunroanropurMoM RSA OykBy B, koTopoii cooTBeTCTBYeT 3HaueHue 3, eciu napaMeTpsl IupoBaHust p=>5
Z.%;Zumbpyﬁw kpunroanroputMoM RSA OykBy I', KOTOpoii COOTBETCTBYET 3HaUeHHUE 4, €CIU MapaMeTphl IUPPOBaHUS P=5
I;I.q3_aZum1)pyﬁTe kpunroanroputMoM RSA OykBy I, KOTOpOi COOTBETCTBYET 3HAUCHHUE 5, €CIM IapaMeTpbl MUGPOBaHUI p=5
2.q3_aZum1)pyﬁTe kpunroanroputMom RSA OykBy E, KOTOpOii COOTBETCTBYET 3HaUCHHUE 6, €CIIU MapaMeTphl MU POBaHUS P=5
;I.%;ZHHQ)pyﬁTe kpunroanroputMoM RSA 0ykBy JK, KOTOPO#l COOTBETCTBYET 3HAUECHUE 7, €CIIU MapaMeTpsl IH(POBaHU
g.zga?u?/;b;yﬁm kpunroanroputMoM RSA OykBY 3, KOTOPO# COOTBETCTBYET 3HAUCHHUE 8, €CIIHM TapaMeTphl MU(BPOBaHHS P=5
I;.q3—aZum1)pyﬁTe kpunroanroputMoM RSA 0ykBy U, KoTOpO#i COOTBETCTBYET 3HaUEHHE 9, €CIIN ITapaMeTpsl IU(POBaHUS p=5
I{IO?_373.LHI/I(1)pyI7ITC kpunroanroputMom RSA OykBy K, kotopoii coorBeTcTByeT 3HaueHue 10, eciiu napaMmeTpsl UG POBAHUS
[l)T.lgaIfn?/I&)]}-)]gfﬁTe KpunToanroputMoM RSA OykBy A, KOTOPOH COOTBETCTBYET 3HaUEHHE 1, €CITU mapaMeTpsl IHGPOBAHUS
rl)z.lga?n?/l&)]}-)]gfﬁm kpunroanroputMoM RSA 0ykBy b, KOTOpoii COOTBETCTBYET 3HAYCHHUE 2, €CIIU MapaMeTphl ITUPPOBAHUS
Il)g.lga;?/l?blplyﬁm kpunroanroputMom RSA OykBy B, KOTOpOii COOTBETCTBYET 3HaUCHHE 3, €CIIH MapaMeTphl IUPPOBaHUS p=7
Iilf_;im(bpyﬁTe kpunroanroputMom RSA OykBy I', KOTOpO# COOTBETCTBYET 3HaUeHHE 4, €CITH MapaMeTpbl IUPPOBAHUS p=7
IiISq—Bja-lZan)pyﬁTe kpunroanroputMoM RSA 0ykBy I, KOTOPOH COOTBETCTBYET 3HAUCHHUE 5, €CIIHM MapaMeTphl UppoBaHus p=7



7. Hanmmmte Gopmyny 3amudpoBKu OyKBBI KOIHUPYeMOro cooliieHust B aroputMe RSA u o0bscHuUTE ee

8. Hamumure opmyity 3amudpoBku OYKBEI KOAUPYEMOTo coo0iieHus B anroputMe RSA u o0bsicHuTE ee

9. Hanmmmre GopmMyiy pacuera OTKPBITOrO Kitoya B anroputMe RSA 1 o0bscHUTE ee, a TaKKe KaKue OrpaHu4eHUS
HaKJIabIBAOTCS] HA OTKPBITHIN KIIIOY IIPH €T0 HaXOXKACHHH.

10. Hanmmmure hopmyiy pacyera 3akphITOTo Kiito4a B anroputMe RSA 1 00bsICHHTE ee, a TaKKe KaKUe OrpaHuICHHUS
HaKJIa[bIBAIOTCS] HA OTKPBITHIN KITFOY TPH €0 HaX0XKICHHU.

11. Ha3oBuTe 0COOCHHOCTH 3alIU(PPOBKHU B TIEPECTAHOBOYHOM AJITOPUTME

12. OnummMTe 0CHOBHOM NPUHIIKI pabOTHI CKpeMOiiepa

13. OnummTe XapakTepHY 0COOEHHOCTh OJIOYHBIX KPUIITOAITOPUTMOB

14. JlaiiTe onpeieieHue KPUNITOCHCTEME

15. Tlepeuncnure OCHOBHBIC (DYHKIIMH KPUTITOCUCTEM

Bomnpocs! 1 npoBepKH ypoBHs 00y4eHHOCTH "BiajieTs":

1. PaccuuTaiite 3HaU€HHE 3aKPBHITOTO KiII0Ya B KpuntoanroputMe RSA, eciu mapametpsl mubposanus p=3 u =11

2. PaccumnTaiiTe 3Ha4E€HHE OTKPBITOTO KJIfo4a B kpunroanropurMe RSA, ecnu mapameTps! mudpoanus p=3 u q=11,
3aKpBITHINA Kir0Y =3

3. 3ammdpyiire kpunroanropurMmoMm RSA OykBy b, KOTOpOi COOTBETCTBYET 3HAYCHHE 2, €CIIM TApaMeTphI IH(PPOBaHUS p=3
u =11

4. Pacuindpyiite kpunroanroputMoM RSA 3amudpoBanHyto OykBy, 3HaUCHHE KOTOPOH 29, eciii mapaMeTphbl UPPOBaHUS
p=3ug=11

5. HanumuTe nporenypy 3amubpoBku kpuntoanroputMa TEA Ha si3bike mporpaMMupoBanus Pascal

6. HanuiuTe anropuT™ CO3JaHUs] OCHOBHOM MPOTPaMMBI TI0 BBI30BY IPOIEAYPHI 3aITU(GPOBKU TEKCTa KPHUITOAITOPHTMOM
TEA, nepenaun nporeype HCX0HOTO TeKCTa U BBIBO/IA 3alIH()POBAHHOTO.

7. Hammmure Ha si361Ke porpamMupoBans Pascal ocHOBHYr0 mporpamMmy 1o BEI30BY IIPOLEIYPHI 3aLIH(PPOBKH TEKCTa
KpunroanroputMoM TEA, nepenadu npoueaype HCXOAHOTO TEKCTa M BBIBOA 3alIi(h)POBAHHOTO.

8. PeanmsyiiTe Ha s13bIKe TIporpaMMupoBanus Pascal 3amudpoBky TekcTa KpuroaaroputMom TEA

9. HanmmmuTe aqroputM n3MeHEHHs IPoIieayps 3amudposku ENCryptRouting ma mporienypy paciudpoBKku
DeCryptRouting

10. Hamumure ¢parmMeHT mporpamMmsel Ha Pascal, B koTopom st anroputma Rijndael mpoucxomur npeobpa3oBaHue TEKCTa,
BEJICHHOTO M0JIE30BaTENIeM B YHUCIIOBYIO MaTPHILY.

11. Harmmmre ¢parMesT mporpaMmsl Ha Pascal, B kotopom miis anropurma Rijndael mpoucxomur npeodpa3zoBaHue YHCIOBON
MAaTpPHIBI B 3aIIM(POBAHHBIN TEKCT.

12. Hammmmire pparment mporpammel Ha Pascal, 8 koropom st anroputMa Rijndael mpoucxomut 3amnoaHenne equHAIHON
MAaTpPHIBL.

13. Hanumure pparment nporpammel Ha Pascal, B kotopom st anroput™a Rijndael mpoucxoaut ooMen Mectamu nepBoit u
HOCJIEAHEH CTPOKH ABYMEPHOTO MacCHBa.

14. Hanmmure parmeHT nporpammsl Ha Pascal, 8 koropom st anroputMa Rijndael nporcxoaut oOMen MectamMu nepBoro u
HOCJIEAHET0 CTOJIOIA IBYMEPHOTO MAaCCHBA.

15. Hanmmure ¢parment mporpammser Ha Pascal, B koropowm miist anropurma Rijndael mpoucxomur yBennuenue Beex
9JIEMEHTOB JIBYMEPHOTO MaccHBa Ha 2

(Kommerenmms OITK-6)

Bomnpock! [yis IpOBEpKH YPOBHS 00y4EHHOCTH "3HATh":

1. Yro noapazymeBaeTcs O TEPMUHOM «IIEPCOHANBHBIE JaHHbBIE)

2. B kakoM city4ae COTpYIHHUK yUPEKACHHS MOXKET OBbITh IIPUBJICUEH K OTBETCTBEHHOCTH 32 HAPYLICHUs PaBUII
uH(OpMaIMOHHOH Ge30macHoCTU?

3. MoXeT JI1 COTPYAHUK OBITh MPUBJIEUEH K YTOJIOBHOM OTBETCTBEHHOCTH 33 HapyLIEHUS NPaBUI HHGOPMAIIMOHHON
0e301macHOCTH TIPEIPHUITHS?

4. HazoBuTe Iporienypy, IpOBEPSIONIYI0, IMEET JIH MOJIb30BaTelb C IPEIbIBICHHBIM HACHTH(HKATOPOM MPaBO HA JOCTYM K
pecypey

5. MOXHO 11 B CITyeOHBIX LEJIAX UCIONb30BaTh HICKTPOHHBIN agpec (IIOYTOBBIH SIINK), 3apETUCTPUPOBAHHbIN Ha
00LIEAOCTYITHOM IIOYTOBOM CepBepe, HarmpumMep Ha mail.ru?

6. Uto HEOOXOIUMO CAAeNIaTh IS TOTO, YTOOBI CHU3UTB BEPOSITHOCTH yTpaThl HH(popmarmm?

7. UTO OTHOCHUTCS K OCHOBHBIM (DYHKIIMSIM CHCTEMBI 0€30I1acHOCTH?

8. Uro npennonaraeT NpUHLUI HEJONYIEHHUs NHHOPMAMOHHOI Ge30IacHOCTU?

9. UTo OTHOCHUTCSI K OCHOBHBIM TUIIaM CPEICTB BO3AEHCTBHS HA KOMIIBIOTEPHYIO CETh?

10. Uro camoe TIIaBHOE JOJDKHO MPOAYMaTh PYKOBOACTBO MPH KJIACCH(DUKAIMN TAHHBIX?

11. KTo B KOHEUHOM cUeTe HECEeT OTBETCTBEHHOCTB 33 TapaHTHH TOTO, YTO JaHHbBIC KIACCH(PUIINPOBAHBI U 3aIINIICHBI?
12. Kakve CUMBOJIBI JOJDKEH COJEPKaTh MapoiIb MOIb30BATENS?

13. B xakoM roxy Ob1 IpuHAT 3ak0H PD «O rocynapcTBeHHOM TaitHe» ?

14. HazoBute nelCTBUS, HANPaBJICHHBIC Ha NTOTyYeHHE HHPOPMALUK HEOPEACTICHHBIM KPYTOM JIML I Iepeaady
“H(pOpPMALUK HEONIPEAETIEHHOMY KPYT'y JIMI]

15. HazoBuTe BO3MOXXHOCTB HONYUCHUSI HHGOPMAIUN U €€ UCIOTB30BaHHS

Bomnpocs! 11 npoBepky ypoBHS 00y4eHHOCTH "yMeTh'":

1. KTo HeceT OKOHYATEIbHYIO OTBETCTBEHHOCTH 3a 3alMIIEHHOCTh JJAHHBIX B KOMIIBIOTEPHOM ceTn?

2. HazoBure uHpopManuio, KOTOPYIO cleyeT 3aluinaTh (10 HOpMaTHBaM, PaBUIaM CETH, CUCTEMBI)

3. B uem 3akirodaercsi TaKTHYECKOE IJIaHUPOBaHHUE?

4. Kak paccuutarh 0CTaTOYHBIA PUCK?

5. Ilouemy npy IpOBEAECHUHN aHaATN3a HHOOPMALIMOHHBIX PUCKOB CIIEAYET NPHUBJIEKATh K 3TOMY CIICIUAIICTOB M3 PA3IMIHBIX
oJipa3iesieHi KoMIaHuu?



7. Pacumndpyiite kpunroanropurMmom RSA 3ammdpoBaHHyro OyKBY, 3HAYCHHUE KOTOPOH 7, €CIIK MapaMeTpsbl MHU(POBaAHUS
gilgalzﬂ;l;pyﬁm kpunroanroputMom RSA 3ammppoBanHyro OyKBY, 3HAYCHHUE KOTOPOH 8, €Clii mapaMeTpsbl Mnu(pOBaHUS
giIS’aIZI?I;IpryﬁTe KkpunToanroputMoM RSA 3ammppoBaHHy0 OYKBY, 3HAUECHHE KOTOPOW 4, eClii HapaMeTphl H(ppOBaHHS
]1);5 PP;gI;IZIQ)pyﬁTe kpunroanroputMoM RSA 3ammndpoBanHyto OyKBY, 3HaUeHHE KOTOpoH 10, eciu mapamMeTps! M pOBaHHs
Il)T.llzaIZI?J;I(lblpyﬁTe kpunroanroputMoM RSA 3ammudpoBanHyto OykBy, 3HaUCHHE KOTOPOH 1, eciu iapameTpbl mudpoBaHus
Il);.llzapé]?l;ulblpyﬁm kpunroanroputMoM RSA 3ammdpoBanHyto OykBy, 3HaUCHHE KOTOPOH 63, eciii mapaMeTpsbl MHU(POBAHHS
rl);lf’alzl?l;lg}-)yﬁm kpunToanroputMoM RSA 3ammdpoBaHHyo OYKBY, 3HaU€HHE KOTOPO# 12, eciu mapameTps! mudpoBaHuUs
?:7 PI/;ch_nl/I?bpyﬁTe kpunroanroputMoMm RSA 3ammdpoBanHyto OykBy, 3HaUCHHUE KOTOPOW 72, €CIi apaMeTphl IUPPOBAHUS
Il)g7 Pyzlgu_nld?bpyme kpunroanroputMoM RSA 3ammdpoBanHyto OykBy, 3HAUCHHE KOTOPOH 3, eciu apaMeTpbl udpoBaHus
p=7ug=17

(Kommerenmus OITK-14)

Bomnpocs! it npoBepkH ypoBHS 00y4eHHOCTH "3HATh":

. Kakoii 00bem nndopmanyu mmdppyror CkpemMOIepsl 3a 01H 1ar

. HazoBUTE OCHOBHYIO JJOTHYECKYIO ONEpalIMIO, UCTIOIb3yeMyto B CkpemOiepax

. Yro moapaszymeBaet co00i KOJUPYIOIIHIA TTOTOK B CKpeMOepax?

. HazoBure cymiecTBeHHBIN HETOCTATOK CKPEMOIUPYIOMINX alTOPUTMOB

. HazoBure xapakTepHyro 0cOOEHHOCTD OJOYHBIX KPUIITOAITOPUTMOB

. Onuumre NoHATHE «BETBU ceTH Denmrens»

. Kakue xapakrepucruku cetn Deifrens UCNOAB3YIOTCS B KpUNToanropurme — 1EA?

. OnummTe 0CHOBHOW HEJJOCTATOK Kpunroajuroputma TEA

. B uem 3akmogaeTcs TpaHCIIOPTHOE KOAUPOBaHHE?

10. B yem 3akirodaeTcs NepBbId 3Tal JHOO0r0 ACHMMETPUYHOTO alropuT™Ma?

11. Kakyto npoGiieMmy HHPOpMAIIMOHHO# O€30MaCHOCTH TO3BOJISET PElIaTh aCHMMETPHYHOE ITU(PPOBAHUSA?
12. laiiTe omnpeneneHrne KPUITOCHCTEMEI

13. B uem 3akmrouaetcs Meron mudposanns ECB?

14. Ha3oBute Tpu OCHOBHBIE CIIOC00A BBEJEHUE KaKOKH-THOO CIIydaiiHON BEIMYUHEI B IPOLIECC MUBPOBAHUSL
15. B uem 3axitouaercst mpobiiemMa BceX METOJI0B PaHAOMHU3AIMU COOOIIEeHN?

O 001N LA WN —

Bomnpocs! 1u1s IpoBepKkH YpOBHS O0YUEHHOCTH "yMeTh":

1. Kaxoro oHOro 13 caMbIX IJIaBHBIX HEJJOCTATKOB JIMIIEHBI ACHMMETPUYHBIE KPUIITOCUCTEMBI 10 OTHOLIEHHIO K
CHMMETPUYHBIM AITOPUTMAM

2. B xakoMm cirydae TpostHCKasi mporpamMMa ¢ BeposiTHOCThI0 90% He Oyner oOHapykeHa CTaHIApTHBIM aHTHBUPYCHBIM [10?
3. Kakim 06pa3oM MOKHO 0OHapYKHBaTh TPOSHCKHE MPOTPaMMBI, KOTOPBIE TOCTOSHHO 00ECTIeYHBAOT JOCTYI K
3apakeHHOH DBM, ¢ IOMOILbIO YTUIIUT KOHTPOJIA 38 CETEBBIMU NIOPTAMH

4. Kakoll yTHIMTOIl 7151 OTlepanMoHHBIX cucTeM kioHa Microsoft Windows MoxHO 06HapyXUTB TPOSIHCKHE TIPOTrPaMMBbI

5. B ueM 3aKiII04aroTCs aTaky C LEIbl0 M3MEHEHUs! TaOJIUIbl MapIIpyTU3aLuu?

6. HazoBuTe MakcUManbHO BO3MOXHOE HENPEPBHIBHOE BpeMsl 0TKaza it HHpopManuu 0 kiacca 6€30TKa3HOCTH

7. HazoBuTE MakCUMalIbHO BO3MOXHOE HEIIPEPBHIBHOE BpeMsl OTKaza it MHpopMmanuu | kinacca 6€30TKa3HOCTH

8. HazoBnTe MakCHMalbHO BO3MOXKHOE HEIPEPEIBHOE BpeMs OTKa3a [t HH(popManuu 2 kacca 0€30TKa3HOCTH

9. HazoBuTe MakcHManbHO BO3MOXKHOE HEMPEPBIBHOE BpeMsI 0TKa3a st HHpopMaImH 3 Kiracca 6e30TKa3HOCTH

10. HazoBuTe 00BIYHO CTOPOHHEE JINII0, KOTOPOE HECET OTBETCTBEHHOCTH Nepex (pupMoif 3a moaaepKaHne JOIDKHOTO YPOBHS
MH()OPMAIIMOHHON 0€30I1aCHOCTH B OCTABJISIEMbIX UM IIPOIYKTOB.

11. HazoBuTe 11110, KOTOPOE SIBISIETCS MPOMEXKYTOUHBIM 3BEHOM MEXKY OllepaTopaMy U CIICHUaTHCTaMH 110
uH(popmaronHoi 6e3onacHocTu. Ero 3amaua — cBOEBpEMEHHO M KaU€CTBEHHO HHCTPYKTHPOBATH ITOJYNHEHHBIH eMy epcoHan 060
BCEX TPEOOBAHMAX CIIyKObI 0€30MIaCHOCTH U CIIETUTH 3a €€ UX BBIIOJHEHUEM Ha pabounx MecTax.

12. Ha3oBuTe 111a, OTBETCTBEHHBIE TOJIBKO 33 CBOU NOCTYNKU. OHU HEe NIPMHUMAIOT HUKAKUX PEIICHUN U HU 33 KEM He
HaOJII0al0T

13. Ha3oBHTe BHEIIHHX CIICIHATNCTOB M (DMPMBI, HAHIMaeMbIe IIPEAIPHATHEM TS IIePHOIMIECKOil (JOBOIBHO PERKoit)
IIPOBEPKH OPTaHHU3AINH U (HYHKIIMOHUPOBAHNS BCEH CHCTEMBI O€30IIaCHOCTH

14. HazoBwurte U110, KOTOPOE MPOBOJUT PACUET U MEpepacdeT PUCKOB, OTBETCTBEHEH 3a MOUCK CaMOi CBexel nH(popMaluu
00 0OHapY)KEHHBIX ySA3BUMOCTSAX B HCIOJIB3YeMOM B (hpHpMe MPOrpaMMHOM 00ECIIEUEHIH U B LIEJIOM B CTAHAAPTHBIX AJITOPUTMAax
15. B kakoM KpUNTOAITOPUTME €UHHULIEH KOTUPOBAHUS SABISETCS OJOK U3 HECKOJIBKUX OaHTOB?

Bomnpocs! 1u1s mpoBepkH ypoBHS O0Y4EHHOCTH "BlafeTs":

1. PaccuuTaiite 3HaU€HHE 3aKPBHITOTO KII0Ya B KpunToanroputMe RSA, ecii napaMeTpsl mudpoBanus p=5 u (=7

2. PaccunraiiTe 3HaueHHe 3aKPHITOTO KIII0Ya B KpunToanroputme RSA, ecnu napametpsl mudposanus p=11 u =13

3. Paccunraiite 3HaueHHE 3aKPHITOTO KiII0Ya B KpunToanroputme RSA, ecnu napameTpsl mudpoBanus p=3 u (=7

4. PaccumnTaiiTe 3Ha4€HHE OTKPBITOTO KJIroYa B kpunroanroputMe RSA, ecnu nmapameTps! mudpoBanust p=5 u q=7,
3aKpBITHIH K04 d=5

5. 3ammdpyiire kpuntoanropurmoM RSA OykBy b, KOTOpOi COOTBETCTBYET 3HAYCHHE 2, €CIIM TApaMETPhI IHUPPOBAHUS P=5
uq=7

6. Pacimdpyiite kpunroanropurmoM RSA 3amidpoBannyio OykBy, 3HaYeHHE KOTOPOit 32, ecau mapaMeTpbl Mn(ppoBaHUs



Pa3paboTka 1 KOHKpETH3aL¥sl IPAaBOBEIX HOPMATUBHEIX aKTOB 0OecrieueHns 0€301acHOCTH

2. OCHOBHBIMHU HCTOYHHKAMH yIpo3 HHHOPMAIIMOHHOHN 0€30I1aCHOCTH SBJISIIOTCS BCE YKa3aHHOE B CIIHCKE!
XuleHune KeCTKUX JAUCKOB, OJKII0YEHNE K CETH, HHCAN1epCTBO

IlepexBar naHHBIX, XUILIEHUE JaHHBIX, U3MEHEHHE apXUTEKTYPbl CHCTEMBbI

XuleHne JaHHBIX, TOAKYI CUCTEMHBIX aJMUHUCTPATOPOB, HAPYIICHUE pErlaMeHTa padoThI

3. Buapl nHbOpManmoHHOK 0€301acHOCTH:
IlepconanbHas, KOpIOpaTUBHAs, FOCYAaPCTBEHHAS
Kinuenrckas, cepBepHas, ceTeBas

JlokanbHas, T00anbHasA, CMELIaHHAs

4. llenu nHpOpMaLIMOHHON 0E30TIACHOCTH — CBOEBPEMEHHOE 00HAPYKEHHUE, IPEAYTPEKICHNUE:
HECAaHKIMOHHPOBAHHOTO JJOCTYIIA, BO3JIEHCTBHS B CETH

WHCalIepcTBa B OpraHU3aIiH

Ype3BBIYAIHBIX CUTyalui

5. OcHoBHbIE 00BEKTHI HHPOPMALMOHHOK 0€301IaCHOCTH:

Komnbrorepusie cetu, 6a3bl JaHHBIX

MHbopMalmOHHBIE CUCTEMBI, TICUXO0JIOTHYECKOE COCTOSIHUE MOJIb30BaTEIICH
BusHec-opueHTHPOBaHHBIC, KOMMEPYECKUE CUCTEMBI

6. OCHOBHBIMH PUCKaMH HH(POPMAITMOHHOHN 0€30MaCHOCTH SBJISIOTCS:
Hckaxenue, yMeHblIICHHE 00beMa, IEPEKOTUPOBKA HHPOPMAITUH
TexHUUECKOE BMELIATENHCTBO, BEIBEACHHE M3 CTPOSI 000PYHTOBAHUS CETH
Ioreps, uckaxxeHue, yreuka HHPOPMAIIUH

7. K ocHOBHBIM IpUHIIUTIAM oOecriedeHus: nH(OPMAIMOHHON 0€30MaCHOCTH OTHOCUTCSL:
OkoHoMHUYEeCKOH 3 (PEeKTHBHOCTH CUCTEMBI 0€30TIACHOCTH

MHoromatpopMeHHO peaar3anuy CUCTEMBI

YcuneHus 3auIeHHOCTH BCEX 3BEHbEB CUCTEMBI

8. OCHOBHBIMU CYOBEKTaMU MH(POPMAIIMOHHOM OE30IIACHOCTH SIBIISIOTCSL:
PYKOBOIUTEINH, MEHEIDKEPBI, 8 IMIHUCTPATOPBI KOMITAHHH

OpTraHbl IpaBa, TOCyAapcTBa, OU3Heca

ceTeBble 0a3bl JaHHBIX, (haepBOILIBI

9. K 0cHOBHBIM (pyHKIMSAM CHCTEMBI O€30ITACHOCTH MOXHO OTHECTH BCE IEPEUHCICHHOE:
YcTaHOBIIEHHE PErTIAMEHTa, ayAUT CUCTEMBI, BBIIBJICHUE PUCKOB

YcraHoBKa HOBBIX O(UCHBIX NPUIIOKEHUH, CMEHA XOCTUHI-KOMITAHUH

BHuenpenue ayreHTU(UKAINY, IPOBEPKHU KOHTAKTHBIX JaHHBIX I0JIb30BaTENEH

10. IpuniunoM HHGOPMALUOHHOH 6€30MaCHOCTH SBJISETCS IPUHIINI HEOMYIIEHHS:
HeompaBaHHEIX OrpaHHYeHHIt pH paboTe B ceTH (cHcTeMe)

PuckoB 6e301aCHOCTH CETH, CUCTEMBI

IIpe3yMnuuy ceKpeTHOCTH

11. [TpUHIUIIOM TTOJUTUKH HH)OPMAaMOHHON 0€301aCHOCTH SIBIISIETCS TIPHHIIHIL:
HeBo3MO0XHOCTH MUHOBATh 3alIUTHBIE CPEACTBA CETH (CHCTEMBI)

YcuneHus 0CHOBHOTO 3B€HA CETH, CUCTEMbI

IonHOTO GIOKMPOBAHUS AOCTYMA IIPU PHUCK-CUTYALHAX

12. IIpHHIMIIOM MOJUTUKY HHGOPMAIOHHON 0€30IaCHOCTH SIBISIETCS PHHIIHIL
YcuneHus 3alUIIeHHOCTH CaMOT0 HE3aIIUIIEHHOTO 3BEHa CETH (CHCTEMBI)
Ilepexona B Ge301acHOE COCTOSIHUE PAOOTHI CETU, CUCTEMBI

Ilonnoro nocTyna noip3oBaTenei KO BCEM pecypcaM CETH, CHCTEMBL

13. TIpMHIMIIOM MTOJUTUKK UHDOPMAIIOHHOM 0€30MaCHOCTH SIBJIICTCS MPUHIIMIL:
Paznenenus nocryna (00s13aHHOCTEH, NPUBWIIETHI) KITHEHTAM CETH (CHCTEMBbI)
OnHOYpOBHEBOM 3aLUTHI CETH, CUCTEMBI

COBMECTUMBIX, OJJHOTUITHBIX POTPAMMHO-TEXHUYECKUX CPEICTB CETH, CUCTEMBI

14. K OCHOBHBIM THIIaM CPEJCTB BO3AECHCTBUS HA KOMITBIOTEPHYIO CETh OTHOCHUTCSI:
KommnerotepHstii cooit

Jlornyeckue 3aKnanKu («KMUHBD))

ABapuifHOE OTKIIIOYEHHE TTUTAaHHS

15. Korza monydeH cram o e-mail ¢ mpuiioxeHHbIM (GaiiiioM, cieyer:
IIpounTaTh NpUIOKEHHUE, ECIIM OHO HE COAEPKUT HUUET0 LIEHHOTO — yalluTh



CoxpaHuTb npuiaoxeHue B napke «Cram», BBIICHUTD 3aTeM |P-anpec
TeHeparopa crnama
Y 1anuTh NUCHMO € MIPHUIIOKEHUEM, HE PAacKpbIBas (He YHUTast) €ro

(Kommerenmms OITK-4)

1. TapaHTust TOTO, YTO KOHKPETHAst MH(POPMAIUS TOCTYITHA TOJBKO TOMY KPYTY JIHIL, JIJIsi KOTO OHA TIpeIHa3HAYCHA;
HapyIIEHHE STOU KATErOPHHU HA3bIBACTCS XUIIIEHUEM JINOO PACKPHITHEM HHPOPMAIAH

KOH(HICHI[HAITLHOCTD

LIEJIOCTHOCTh

AyTEeHTHYHOCTH

aneJuIMpyeMocCTh

2. TapaHTHA TOTO, YTO HHYOPMALHS cevac CyIIECTBYET B €¢ HCXOAHOM BHE, TO €CTh IIPH €€ XpaHeHNH WM Iepeaade He

OBIIO IPOU3BECHO HECAaHKIIMOHUPOBAHHBIX M3MEHEHHI; HapyILIeHHe ATOH KaTeropuy Ha3zeiBaeTcs (anbcudukanmeil cooomenus
KOH(HIEHINATEHOCTD

LEJIOCTHOCTD

ayTEeHTUYHOCTh

aneyuMpyeMocThb

3. T'apaHTHs TOTO, YTO HCTOYHMKOM WH()OPMALUH SIBISCTCS. KMEHHO TO JIUILIO, KOTOPOE 3asIBJICHO KakK €e aBTOp; HApyIICHHE
JTOW KaTerOpHH TaKXKe Ha3biBaeTCs (halbCUPHUKALIUCH, HO yXKe aBTOpa COOOIICHHUS

KOH(HICHIIHATEHOCTh

LEJIOCTHOCTb

ayTeHTHIHOCTh

aneJUIUPYeMOCTh

4. l'apaHTHs TOTO, YTO IPU HEOOXOTUMOCTH MOXKHO OyJeT JOKa3aTh, YTO aBTOPOM COOOILEHHUS SBJISETCS UMEHHO

3asIBJICHHBIN Y€JIOBEK, U HE MOXET SIBJIATHCS HUKTO APYroi; OTIMYME STOW KaTerOpHUHU OT MPENbIAYIIEH B TOM, YTO IPH MTOMCHE
aBTOpa, KTO-TO APYTOM IBITAETCS 3asSBUTh, YTO OH aBTOP COOOILEHUS, a IPU HApyIIEHUH alleJUIMPyEeMOCTH — CaM aBTOP MBITaeTCs
"OTKpPEeCTUTHCS" OT CBOMX CJIOB, TIOJIMCAHHBIX UM OTHAXKIBI.

KOH(HICHIIHATEHOCTh

LEeNOCTHOCTD

ayTEeHTUYHOCTh

aneIMpyeMocTh

5. TapaHTHs TOTO, YTO CUCTEMa BeJIeT ceOsl B HOPMAJILHOM M BHEIITATHOM PEKUMAX TaK, KaK 3aIIaHUPOBAHO
HaJIe)KHOCTh

TOYHOCTh

KOHTPOJIb IOCTyIa

KOHTPOJIMPYEMOCTh

6 Yposens Mogemn OSI|, KOTOpEIiT 0TBEHYaeT 3a JOCTABKY OONBIINX COOOIICHUH IO TMHMSAM ¢ KOMMYyTanuel makeroB. Tak kak B
NOAOOHBIX JIMHUSX pa3Mep IaKkeTa MpeCTaBisieT coboii 00bruHo Hebomboe ynciio (0T 500 GaifT no 5 xkun0bailT), To It nepenadu
6oubINX 005eMOB HHGOPMAIUU UX HEOOXOJUMO Pa30MBaTh Ha Iepealoleil CTOpoHe U cOOMpaTh Ha IPUEMHOM.

®dusznyeckuil ypoBeHb

KananbHslii ypoBeHb

CereBoit ypoBeHB

TpancnopTHBIN ypOBEHb

CeaHCOBBII yPOBEHB

7. Yposens mozenu OS|, kKOTOpHIif 0TBEYaeT 3a Mpouexypy YCTAaHOBICHHS Hadajla CeaHca M IIOATBepKACHIE (KBUTHPOBAHHUE)
MPUX0/a KaXKJ0ro MaKkeTa OT OTIIPABUTENS MOJIydaTelIto.

dusznyeckuit ypoBeHb

KananbHslit ypoBeHb

CereBoil ypOBEHb

TpaHCTIOPTHBIN yPOBEHD

CeaHCOBBIIl ypOBEHb

8. HempenycmoTpeHHOE B3auMO/IeiicTBUE TAaHHBIX MEXy COOOH M JAaHHBIX C KOJIOM
HNuTepdepennus

Hapymenne HessBHBIX orpaHuYeHUMA

Her Bepnoro orsera

9. Kakas yTunura mo3BoJisieT ONpeesinTh HACTPOWKK KOMITBIOTEpA JUIs OAKIIOYCHHUS K JIOKaJIbHOM ceTH U K ceTH Internet
Ipconfig

ping

tracert

Whois

10. ITpu noMommu KaKkoi yTHIMTBI BO3MOXHO UCClIEI0BaHKE ToNoaoruu ¢pparmeHToB cetu Internet

Ipconfig

ping



Her Bepnoro otsera

12. AJrOpUTM TaKOB, YTO JUIs 3alIM(POBKU COOOIICHUS UCTIONB3YeTCsl OAMH ("OTKPBITHINA'") KITF0O4Y, H3BECTHBIH BCeM
JKENAIOIIUM, a JUTst paciinpoBKU — APyro# ("'3aKphITHIA"), CYIIECTBYIOIINI TOJIBKO Y MOTYYaTes.
CuMMeTpHYHBIE KPUIITOANTOPUTMBI

ACHMMETPUYHBIE KPHITTOAITOPHTMBI

TaitHonuCh

Her BEPHOT'O OTBETA

13. OrnpaBuTens U MoyryyaTeb MPOU3BOJIAT HaJl COOOIIEHHEeM peoOpa3oBaHusl, U3BECTHBIE TOJIBKO UM JJBOUM
CuMMeTpHYHBIE KPUIITOANTOPUTMBI

ACHMMETpPUYHBIE KPUIITOAITOPHTMBI

TaiiHonuch

Her Bepnoro oteera

14. B 3aBUCUMOCTH OT XapakTepa BO3AeHCTBUHN, NPON3BOAUMBIX Ha/l JAaHHBIMU, aJITOPUTMBI ITOAPA3ACIISIOTCS Ha
IlepecTaHOBOYHBIE U MTOJICTAHOBOYHBIC

CHUMMeTpHYHBIE KPUIITOAJITOPUTMBI 1 aCUMMETPHYHBIE KPUIITOAITOPUTMBI

ITotokoBble u O104HBIC

Her Bepnoro otBera

15. Metox 00paTtuMbIX peoOpa30BaHuil TEKCTa, IIPU KOTOPOM 3HAYCHHUE, BEIYUCIICHHOE OT OJIHOW U3 YacTeill TeKCTa,
HaKJIaJbpIBAacTCA Ha APYrHe YacTH.

Cetp Deitmrens

CkpemOiepsl

CHUMMeTpHYHBIE KPUIITOAJITOPUTMBI 1 aCUMMETPHYHBIE KPUIITOAITOPUTMBI

IToToKOBBIE KPUIITOAITOPHUTMBI

Her Bepnoro otsera

(KommeTtentus OITK-6)

1. Mpunun Kupxroda:

CeKpeTHOCT KIFoUa OIpe/ieieHa CEKPETHOCTHIO OTKPBITOTO COOOIICHHS
CexkperHOCTh HH(BOPMALMH OIpe/IeieHa CKOPOCTHIO Iepeiaul JaHHBIX
CeKpeTHOCTh 3aKPBITOr0 COOOIICHHUS ONPENeIIsIeTCsl CEKPETHOCTHIO KITF0Ya

2. OUII - aro:

DnekTpoHHO-IIM(POBOI peoOpazoBaTeb
OnexTpoHHO-IU(POBas HOANUCDH
OnekTpoHHO-1IU(POBOIL IpoLIeccop

3. Haubosee pacnpocTpaHeHbl yrpo3bl HHPOPMAIHOHHOI 6€301aCHOCTH KOPIIOPATHBHOM CHCTEMBI:
ITokynka wemunensuonnoro [10

OummnbOKH SKCIUTyaTallMK ¥ HEYMBIIUICHHOTO U3MEHEHHUS peKUMa paboThI

CHCTEMBI

Co3HaTeNnbHOTO BHEIPEHUS CETEBBIX BUPYCOB

4. Haubonee pacnpocTpaHeHbl yTpo3bl HHPOPMALMOHHOK 0€301MacCHOCTH CEeTH:
PacnipeneneHHbli 10CTYN KIMEHT, 0TKa3 000pyJOBaHUS

MopainbHblil H3HOC CETH, HHCAWIEPCTBO

Co6oit (0TKa3) 000pyAOBaHIS, HEETATFHOE KOIMPOBAHHE TAHHBIX

5. Haubosee pacnpocTpaHeHbl CpeACTBa BO3ICHCTBUS Ha ceTh oduca:
Cnabpriit Tpaduk, nHGOPMALHOHHBIN 0OMaH, BUPYCHl B HHTEPHET

Bupycs! B cety, tornueckne MUHBI (3aKJIaAKH), THOOPMALIMOHHBIN ITepexBaT
KomnbrotepHsie cO0u, U3MEHEHUE aIMUHCTPUPOBAHUS, TOMOJIOTHA

6. YTeukoii ”HGOpMaLUK B CUCTEME HAa3bIBACTCS CUTYALUs, XapaKTepu3yeMasi:
ITotepeit naHHBIX B cUCTEME

Nzmenenuem ¢popMbl HHGOpMALTIN

W3menennem copeprxanus nHGopmauu

7. CBoticTBamu HHpOpMaNuK, HanboJIee aKTyaTbHBIMU TIPH 00eCIeYeHIH HH(OPMAIIMOHHOM 0€30IIaCHOCTH SIBIISIOTCS:
IlenoctHOCTB

HoctynHocTh

AKTyabHOCTH

8. Yrposa nHpopMalmoHHOH cucTeMe (KOMIBIOTEPHOM CETH) — 3TO:
BeposiTHOE coObITHE

JlerepMuHrpoBaHHOE (BCEra ONpeICIieHHOE) COOBITHE

CoObbiTHE, NPOUCXOISIIIEe IEPUOANICCKI



9. ndopmanus, KOTOPYIO CIeAyeT 3alMIIaTh (II0 HOPMAaTHBAM, IIPABUJIAM CETH, CHCTEMBI) Ha3bIBAETCSL:
PermamentupoBanHOi

IIpaBoBoit

3amuinaeMon

10. PaSHOBI/II[HOCTﬂMI/I yrpos 0e30IMacCHOCTH (CCTI/I, CI/ICTeMI)I) SABJIAIOTCA BCC MEPEYUCIICHHOC B CIIMCKE!
HpOl"paMMHBIe, TEXHUYCCKUEC, OPTaHU3allUOHHBIC, TCXHOJIOTUYCCKUE

CepBepHLIe, KIIMEHTCKUE, CITYTHUKOBBIC, HA3CMHBIC

.HI/I‘IHI)Ie, KOPHOPAaTHUBHBIC, CONHAJIbHBIC, HATUOHAJIbHBIC

11. OxoHuaTEeNFHO, OTBETCTBEHHOCTH 32 3alIUIEHHOCTh JaHHBIX B KOMITBIOTEPHOU CETH HECET:
Brnanenen cern

AIIMUHHUCTpATOp CEeTH

Tlonp3oBarens ceTu

12. TTonutrka 6€30MaCHOCTH B CHCTEME (CETH) — 3TO KOMIUIEKC:

PykoBozcTB, TpeOOBaHUil 0OecieueHNsT HEOOXOAUMOTO YPOBHsI O€30MACHOCTH
WHCTpYKIUiA, aITOPUTMOB MOBE/ICHHUS MOJIH30BATENS B CETH

HopMmbl nHG)OPMAIIMOHHOTO MpaBa, COOMI0aeMbIC B CETH

13. Haubosee BaXXHBIM MPU peaNU3aliH 3aIIUTHBIX MEP TOJIUTHUKH 0€301IaCHOCTH SIBJISIETCS:
AyIWT, aHaNIW3 3aTPAT Ha IPOBECHUE 3AIIUTHBIX Mep

Aynut, ananau3 6€30MacHOCTH

Aynut, aHanmu3 ysI3BUMOCTEH, pUCK-CUTYaIUi

14. CpenHee MakcUManbHOE BpeMst 0TKa3a sl nHpopmanuu 0 kiacca 6e30TKa3HOCTH
1 nenn

2 yaca

12 MunyT

20 MuHYT

15. B KakOM KpUITOAITOPUTME EAUHHIICH KOJUPOBAHUS SIBISCTCS OJMH OUT?
TaiiHonuch

IIepecranoBouHbIE

IToncranoBouHbIE

IToToxoBbIe

(Komnerenuust OTIK-14)
1. Kaxue 3akoHsI cymecTByIOT B Poccuiickoit @eneparuy B 001aCcT KOMIBIOTEPHOTO NpaBa? (BEIOpATh HE MEHEE JBYX
BapUaHTOB)
a. O rocynapcTBeHHOI TaliHe
b. O6 aBTOpCKOM 1 CMEKHBIX TIpaBax
. O rpaxxiaHcKoM J1oire
. O mpaBoBoit oxpane mporpamm st IBM u B]]
. O mpaBOBO# OTBETCTBEHHOCTH
006 ndopmaryu, HHGOPMATHU3AIMH U 3ALUIIEHHOCTH HH(OpMaIUU

=D o0

2. K acniekram uH(pOpMalMOHHON 0€301acCHOCTH OTHOCSATCS (BBIOpaTh HE MEHEE IBYX BAPHAHTOB)
a. JluckpeTHocTh

b. LlenocTHoCTE

. KordunernmnansHOCTH

. AKTyanbHOCTh

. JoctynHOCTH

® OO0

3. Coznanue 1 UCIIOIb30BaHUE CPEICTB ONIACHOTO BO3ACHCTBHS Ha MH(GOPMAIIMOHHBIE Cephl APYTUX CTPaH MUpPA U
HapymeHue HOpMaJIbHOT'O q)yHKI_[I/IOHI/IpOBaHI/Iﬂ I/IHq)OpMaI_II/IOHHI)IX 1 TCJICKOMMYHHUKAIIUOHHBIX CUCTEM Ha3bIBACTCA
a. UnpopmanmonHas BoiiHa

b. Nudopmarmonsoe opyxue

C. ndopmarmoHHOE TPEBOCXOACTBO

4. Kaxo#t opran obecrieynBaeT 0€30MacHOCTh yUpexxaeHHH PO, HaXoAIIUXCsI 3a MIPpeeIaMy €€ TEPPUTOPUH, U
KOMaHJIMPOBaHHBIX 3a TPaHHIy TpaxkaaH PD, HMEIOINX 10 POy CBOCH AEATENEHOCTH NOMYCK K CBEICHUSM, COCTABIISIOIIIM
roCyJapCTBEHHYIO TalHy?

a. ®enepanbHas ciyx0a 6€30MacHOCTH

b. ®enepanbHas ciyxba KOHTppa3BeIKH

C. Cnyx0a BHEIIHEH pa3BeaKH

d. ®enepanbHast ciyx0a [0 TEXHUIECKOMY KOHTPOIIIO M SKCIIOPTHOMY KOHTPOJIO

5. Ycunenue HpaBOHpHMeHHTGJ’IBHOﬁ ACATCIBHOCTHU OPraHOB HUCIIOJIHUTEILHON BJIACTH OTHOCHUTCS
d. K IIPaBOBBIM METOJIaM obecneueHUs HHd)OpMaHHOHHOﬁ 0€e30IMacHOCTH
b. x opranM3anMoOHHO-TEXHUYECKUM MeTOIaM obecredeHus MHMODMAIIMOHHON 0€30aCHOCTH



6. Kakoe u3 nepednciaeHHbIX YCTPOHCTB HCIIONB3YeTCs ISl MepeAain TAaHHBIX B BUAC dJICKTPUUYECKUX CUTHATIOB?
a) Kabenn

b) Criyrauk

¢) Ontuyeckuii kabenb

7. Kakue cyImecTByrOT OCHOBHBIC YPOBHHU 00ecrieueHHs 3auThl HHGopMaruu? (BEIOpaTh HE MEHEE JIBYX BAPHAHTOB)
a. 3aKOHOJaTeNIBHBIN

b. AxmunuCcTpaTHBHBII

C. [IporpaMMHO-TEXHUYECKHUH

d. ®uznueckuii

e. BepositHOCTHBINH

f. [lpouemypHbIit

g. PacnpenenurensHbIit

8. dusnveckue cpecTBa 3aUThl HHQOpMAIUU

a. CpencTBa, KOTOpPBIE PEANN3YIOTCS B BHJIE aBTOHOMHBIX YCTPOUCTB U CHCTEM

b. YerpoiicTsa, BcrparBaeMbie HEMOCPEACTBEHHO B anmaparypy AC Wi ycTpoiCTBa, KOTOPBIE COMPSTAIOTCS C alapaTrypoi
AC 1o crangapTHOMY HHTEpdeicy.

C. DTO IpOTpaMMBl, IpeTHa3HaYCHHBIE JJIs BBIOJIHEHNST (QYHKIUHA, CBSI3aHHBIX € 3alIUTON HHOOpMaUH

d. CpezcTBa, KOTOPBIC PEATH3YIOTCS B BHIE SIEKTPHIECKUX, JICKTPOMEXaHIMIECKHUX 1 JIEKTPOHHBIX YCTPOMCTB.

9. B ueM 3akiro4yaeTcs OCHOBHAs MPUYKMHA TOTEPh HHPOPMAIHH, CBsi3aHHoM ¢ [TK
a. C rmobanpHBIM XHUIIICHHEM HH)OpMAaIu

b. C nosiBnenne NurepHera

. C HerocTaTOYHOI 00pa30BaHHOCTHIO B 00J1acTH 0€30T1aCHOCTH

10. TexHuueckue cpeacTBa 3aUThl HHHOPMALIUU

a. CpencTBa, KOTOpPBIE PEANN3YIOTCS B BHJIE aBTOHOMHBIX YCTPOWCTB U CHCTEM

b. YerpoiicTBa, BcTpanBaeMble HEIIOCPEACTBEHHO B anmapaTypy AC WM yCcTpOiCTBa, KOTOPBIE CONPSATAOTCS C alapaTypoit
0 CTaHJApTHOMY HHTepdercy

C. DTO IpOTrpaMMBl, IpeTHa3HaYCHHBIE IS BBIOJIHEHNST (QYHKIUHA, CBSI3aHHBIX € 3aIUTON HHOOpMaUH

d. CpezcTBa, KOTOPBIE PEATH3YIOTCS B BHAE IEKTPUYCCKUX, JICKTPOMEXaHHYIECKUX H 3JIEKTPOHHBIX YCTPOHCTB

11. Tlox u3onsiuumeii u pazaencaueM (TpedoBanue k obecneueHuo MB) nonumaror

a. Paznenenue nHdopmMamu Ha rpymnmnsl Tak, 4ToObl HAPYIICHUE 3aLIUThHI OJTHOW IPYNIbl HHPOPMALIUK HE BIUSIIO HA
0e30MacHOCTh IPYTUX IPyI HHHOpMALUU

b. Paznenenre 00beKTOB 3aIIUTHI HA TPYIIIBI TAK, YTOOBI HAPYIICHUE 3AIUTHI OJJHOM TPYIIIHI HE BIHSJIO HA 6€30MaCHOCTD

Jpyrux rpynn

12. Kakoli TOKyMEHT yCTaHABJIMBACT MOPAAOK 0OpabOTKH MEPCOHAIBHBIX JaHHBIX B Poccuu?

a) Koncrurynus Poccuiickoit @enepannu

b) ®enepanpuerit 3akon "O6 wHbOpPMAIHH, HHOOPMAITMOHHBIX TEXHOJIOTHAX M 3AIUTE HH(POpMAIHH"
¢) ®enepanpHblii 3aK0H "O MEPCOHANBHBIX JaHHBIX"

13. Kakoii opran B Poccun ocyuiecTBiseT rocy1apCTBEHHbIH KOHTPOJIb B 00JIaCTH 3aIUThl HH(pOpMaLuu?
a) ®Cb

b) MB/]

¢) PockomHanzop

14. Kako# 13 mepeyncaeHHbIX MeTOJ0B IH(POBAHMS CUUTAETCS CAMbIM CTapbIM?
a) [Mudp Lezaps

b) [udp Buxenepa

¢) HIudpp Durrma

15. Kakoii n3 nepeunciieHHbIX aITOPUTMOB IIHU(PPOBAHUS SBISETCS CHMMETPUUHBIM?
a) RSA
b) AES
c) DSA

VIToroBoe TeCTUPOBAHHUE K IK3aMEHY

(Komnerenuus OIIK-2)

1. Co3nanue ¥ UCTIONB30BaHUE CPEACTB OMACHOTO BO3ACHCTBIS Ha HHG)OPMAIIMOHHBIE Chephl APYTHX CTPAH MUpPa U HAPYILICHNE
HOPMAJBHOTO (YHKIMOHHUPOBAaHMS HH()OPMAIIMOHHBIX H TEIIEKOMMYHHKAIIMOHHBIX CHCTEM 3TO. . ..

nH(DOpPMaMOHHAS BOHHA

UHPOPMAIIIOHHOE OPYIKHE

UH(POPMALOHHOE IIPEBOCXOACTBO

2. ndopmanus He SBIAIOMAsACS O0IEIOCTYITHON, KOTOpast CTaBUT JIUI, 00TaJa0IUX €10 B CUITy CBOETO CIIY)KEOHOTO ITOJI0KEHUS
TINAUMVITIACTRAHHNA TINTINKAHUA TTO CNARHAHU O TTAVIUMUA nﬁ’LPV’T‘ﬂ]\/TI/T



3. TapaHTHs TOTO, YTO KOHKpETHAs: MHG)OPMAIHs TOCTYITHA TOJIBKO TOMY KPYTY JIMIL, I KOTOPBIX OHa MpeJHa3HAYCHA
KOH(HICHIIUATLHOCTh

LEeJIOCTHOCTD

JOCTYIIHOCTh

ayTEeHTHIHOCTh

arnmenepyeMocThb

4. I'apanrus toro, uto AC Bener cebs B HOPMaJIbHOM U BHEILITATHOM PEXHME TaK, KaK 3aIJIaHUPOBAHO
HaJIe)KHOCTh

TOYHOCTh

KOHTPOJHPYEMOCTb

YCTOHYHBOCTH

JOCTYITHOCTb

5. CmocoOHOCTB CHCTEMBI K IIeJIeHANPaBIeHHOMY NPUCIIOCOOICHUIO TP H3MEHEHHH CTPYKTYPHI, TEXHOJIOTHIECKUX CXEM MIIN
yCIOBUH (YHKIIMOHHUPOBAHUS, KOTOpoe crnacaeT Biajenbiua AC 0T He0OXOUMOCTH MPUHATHUS KapAUHAIBHBIX Mep M0 HOJIHOM
3aMeHe CPEeJICTB 3allIUTh Ha HOBBIE.

MPUHIIMIT CHCTEMHOCTH

TIPUHIUIT KOMITJIEKCHOCTH

TIPUHIUI HETIPEPBIBHOW 3aIIUTHI

TIPUHIUI Pa3yMHOM OCTaTOYHOCTH

MIPUHIUI THOKOCTH CHCTEMBI

6. B xiaccugukaiuio BUpycoB Mo Croco0y 3apakeHUs BXOIAT
OTacHbIE

(hatinoBeie

pE3UICHTHBIE

3arpy309HBIE

(aitnoBo -3arpy304HbIC

HEepE3UIEHTHbIE

7. KoMIuiekc IpeBEHTUBHBIX MEP M0 3aIIUTe KOHPHUICHIHAIBHBIX JaHHBIX U MH)OPMAIIMOHHBIX MPOIECCOB HA MPEINPUATHH 3TO. ..
KoMIuIekcHOe oOecnieuenne b

6e3omacHocTh AC

yrpoza Ub

araka Ha AC

TTOJUTHKA 0€30ITaCHOCTH

8. Bupychl, He cBA3BIBaIOIINE CBOM KONIWH ¢ (aiiaMu, a co3arolie CBOM KOIMH Ha TUCKaX, He U3MEHIS APYTUuX (Gauios,
Ha3bIBAIOTCS:

KOMIIaHBOH - BUPYCaMHU

4epBH

Hapa3uTHYECKUe

CTyZICHYECKUE

MPU3PaKH

CTEJIC - BUPYCHI

MaKpOBHUPYChI

9. K Buam cucteMbl OOHapyKEeHHUSI aTaK OTHOCSTCS
cucreMbl, oOHapyxeHus ataku Ha OC

CHCTEMBI, 0OHAPY)KEHUS aTaKU Ha KOHKPETHBIE MPHUII0KEHUS
CHCTEMBI, 0OHapY)KEHUs aTakH Ha yJajdeHHbIX BJ]

BCE BapUAHTHI BEPHBI

10. ABTOMaTH3MpOBaHHAS CUCTEMA IOJDKHA 00eCednBaTh
HaJIEKHOCTh

JIOCTYITHOCTh

LETOCTHOCTD

KOHTPOJMPYEMOCTh

11. OCHOBHBIMH KOMIIOHEHTaMU IAPOJIBbHON CUCTEMBI SIBIISIOTCA
uHTepdeic aAMUHNUCTPATOPa

XpaHuMas KOIus 1mapoJis

0a3a 1aHHbBIX YUETHBIX 3aIuceit

BCE BapUAHTHI BEPHBI

12. HeKOTOpOC CEKPETHOC KOJIMYECTBO I/IH(bOpMaI_II/II/I, HU3BECTHOC TOJIBKO II0JIB30BATCIIO U HapOJ’IBHOﬁ CUCTEME, KOTOPOC MOXKET OBITh
3aIIOMHEHO IT0JIB30BAaTCJIEM U MPEABABIICHO MJIA MPOXOKACHUA MMPOUCAYPBI ayTeHTPI(bHKaHHH 9TO ....

I/I)IGHTI/I(I)I/IKaTop 110JIb30BaTCIIA

I1apoJib II0JIB30BATECIIA



13. K npunnunaM nH$OpMalMOHHON 6€30I1aCHOCTU OTHOCATCS
CKPBITOCTB

MacITabHOCTh

CHCTEMHOCTh

3aKOHHOCTb

OTKPBITOCTH aJI'OPUTMOB

14. K BupycaM H3MEHSIOIINM CPeay OOMTaHUS OTHOCATCS:
YepBH

CTyJCHYCCKHE

noauMopHbIC

CITyTHUKH

15. OxpaHa nepcoHaIbHBIX JaHHBIX, TOCY/IaPCTBEHHOM CIY)KeOHOH M APYrUX BUIOB HHPOPMAIIUH OTPaHHUYCHHOTO JOCTYMA 3TO. ..
3ammra uHbpOpMAUU

Komnbrotrepnas 6e30macHOCTb

3anuneHHocTs HHGOpMalu

BesonacHocThs aHHBIX

(KommeTtenmus OITK-4)

1. B 3aBucuMOCTH OT pa3mepa 0110ka HHOOPMALUK KPUIITOAITOPUTMBI ACISTCS Ha:
IepecTaHOBOYHBIC U MTOACTAHOBOYHBIE

CUMMEeTpHYHBIC KPUIITOAITOPUTMBI X aCHMMETPUYHBIE KPHITTOAITOPHTMBI
TToToKOBBIEC U OIOYHBIE

Her Bepnoro otsera

2. ANITOpUTM CKaTHsl OPUCHTHPOBAH Ha HEOCMBICICHHBIE [IOC/IE0BATEIBHOCTH CUMBOJIOB KaKOro-1u6o andasura.
Anroputm Xahdmana

Anroput™ Jlemnens-3uBa

AunroputMm Rijndael

Asroputm TEA

3. ANTOPHUTM CXXaTHSA OCHOBAH HA000POT Ha KOPPEIAIUAX MEXK Iy PACIOI0XECHHBIMHU PSIIOM CHMBOIAMH al(aBHTa
(cmoBaMu, yHpaBISAIOIIIME OCTIEA0BATENFHOCTSIMH, 3ar0JIOBKaMH (aiinoB pUKCHPOBAHHOH CTPYKTYPHI)
Anroputm Xaddmana

Anroput™ Jlemnens-3uBa

Auroput™ Rijndael

Anroputm TEA

4. B KaKOM KPHUIITOAITOPUTME SIMHHUICH KOIMUPOBAHHUS SIBJISCTCS OJMH OUT?
IoTokoBbIe WHOPBI

Brounsie mudpst

IoacTaHOBOYHBIC KPUIITOAITOPHTMBI

TlepecTaHOBOYHBIC KPUIITOAITOPUTMBI

5. B KakoM KpUNTOAITOPUTME €UHHULIEH KOIUPOBAHUS SIBISIETCS OJIOK U3 HECKOIBKUX OalTOB?
IToroxoBble mudps!

brnounsle mudpst

IloncraHoBOUHBIE KPUITOATITOPUTMBI

IlepecTaHOBOUHBIE KPUITOAITOPUTMBL

6. JIumo, HemocpencTBEHHO padoTarolee ¢ JaHHOH HHdopMalel. 3a9acTyro TOIBKO OH B COCTOSTHHU PEabHO OLEHUTH

KJacc obpadaThIBaeMOi HHGOpMALUH, a HHOT/IA U paccKa3aTh O HECTaHIAPTHBIX METOJIaX aTak Ha Hee (Y3KOCTe(DUIHBIX IS
3TOTO BHJIA IJAHHBIX ).

Crieranuct no HHGOPMALMOHHON 0€30TaCHOCTH

Bnanenen unpopmannu

ITocraBiiyk anmnapaTHOro ¥ MpOrpaMMHOTO 00eCTIeUeHHsI

JIvHelHbI MeHeKep

7. OOBIYHO CTOPOHHEE JIMII0, KOTOPOE HECET OTBETCTBEHHOCTS nepe]] pupmMoil 3a noaepx anme 0HKHOTO YPOBHS
“HGOPMALMOHHON 0€30MaCHOCTH B TIOCTABIISIEMbIX UM IIPOJIYKTOB.

CrnenuanucT no HHPOPMAIIMOHHOHN 0€30IT1aCHOCTH

Bnanenen unpopmannu

ITocraBiiyk anmnapaTHOro ¥ MpoOrpaMMHOTO 00eCIeueHHS

Jluneitnsrit MeHeKep

8. JIu1o, KOTOpOE SBISIETCS MPOMEKYTOUHBIM 3BEHOM MEXK]y ONIEPATOPaMHU M CHICIUATNCTAMH 110 HHOPMALIMOHHON
Oe3omacHocTh. Ero 3aaya — CBOEBpEMEHHO U KQ4eCTBEHHO WHCTPYKTHUPOBATH MOAYMHEHHBIN €My TIepcoHa 000 BceX TPeOOBAHUAX
CiTyk0bl 0€30ITaCHOCTH U CJICUTH 32 €€ WX BHITIOJHCHHEM Ha pa0OYuX MecCTax.

CrenranucT 1o HHbOOobMaImoHHOKH 0€301aCHOCTH



9. JInua, OTBETCTBEHHBIE TOJILKO 32 CBOU MOCTYNKH. OHM He NPUHUMAIOT HUKaKUX PELICHUH 1 HY 32 KEM He HaOII0qaioT
Crieranuct no “HGOPMALMOHHON 0€30TaCHOCTH

Bnanenen undpopmannu

Omneparop

JIvuHelHbIN MeHeKep

10. BHenHue crenuaaucTsl win GupMsbl, HAHUMAeMble IPEIIPUIATUEM JUIs IEPUOUIECKON (TOBOIBHO PEIKON) IPOBEPKU
OpraHu3alnuy U GyHKIMOHUPOBAHUS BCEH CUCTEMBI O€30I1aCHOCTU

Crnenuanuct no MHGOPMalKOHHOHN 6€3011aCHOCTH

Bnanenen unpopmannu

Omneparop

Aynuropsl

11. Cpennee MmakcuMaabHOE BpeMs OTKa3a Juisi HHGopManuH 3 Kiiacca 0e30TKa3HOCTH
1 nenp

2 yaca

12 MunyT

20 MuHyT

12. CpenHee MakcCUManbHOE BpeMsl 0OTKa3a sl HHGOpMalnuH 2 Kilacca 6e30TKa3HOCTH
1 mens

2 yaca

12 munyT

20 MUHYT

13. Cpennee MakcUMalIbHOE BpeMs 0TKa3a Juist nHpopManuu 1 kiacca 6€30TKa3HOCTH
1 nenn

2 yaca

12 MunyT

20 MuHYT

14. CpenHee MakcUManbHOE BpeMst 0TKa3a sl nHpopManuu 0 kiacca 6e30TKa3HOCTH
1 mens

2 yaca

12 MunyT

20 MuHYT

15. B KakoM KpUITOAITOPUTME €UHULIEH KOIUPOBAHHUS SBISIETCS OJUH OUT?
TaiiHonuCch

IlepecranoBouHBIE

IloncranoBouHbIE

IToToxoBeie

(Kommetenmms OITK-6)

1. Cuctema (¢usnyeckoi 6€30MaCHOCTH BKIIIOUAET B c€0sl  CIEAYIOLIME MOJICUCTEMBI:
OLICHKa 00CTaHOBKHU

CKPBITHOCTD

CTPOUTEIBHBIC MPEHSTCTBHUS

aBapHiiHast M MOXKapHasi CUTHAIM3aLHs

2. Kakue creneHu cI0XKHOCTH yCTpoiicTBa Bam n3BecTHbI
YIIPOLIEHHBIE

TIPOCTHIE

CJI0’KHBIE

OINTUYECKHUE

BCTPOCHHbIE

3. K MexaHM4eCcKHUM CHUCTEMAaM 3alllUThl OTHOCITCS:
MPOBOJIOKA

CTeHa

CUTHAIIM3aIUs

4. Kakue KOMIIOHEHTBI BXOSAT B KOMIUICKC 3aIIUThI OXPAHIEMBIX 0OBEKTOB:
CUTHaJIN3aluAa

OXpaHa

JATYHKN

TEJICBU3HOHHAS CHCTEMA

5. K BoimonHseMol ¢GyHKIUY 32Tl OTHOCUTCS:
BHEIIHSS 3a11UTa



BHYTPEHH:IS 3al11Ta
BCE BAPHAHTBl BEPHbI

6. HaGop ammapaTtHbIX ¥ OPOrPaMMHBIX CPEIACTB  JUIsl 00SCIEYCHUS COXPAHHOCTH, OCTYITHOCTH M KOH()UICHIMAIBHOCTH JaHHBIX:
3ammra nHGOpMAIUU

KommbroTepHas 6e30macHOCTh

3aluIeHHOCTh UHHOPMAIHU

Be3onacHOCTh JaHHBIX

7.CpecTBa yHHUTOXKESHUS, UCKAXKCHUS WA XUIICHUS HHPOPMAIIMOHHBIX MACCUBOB, JI0OBIBAHHS M3 HUX HEOOX0AUMO# nHdopMariu
HOCJIE MIPEOIOICHHS CHCTEM 3aIUThI, OTPAHHYCHHS WITH BOCIPEIICHHUSI JOCTYIIA K HUM 3TO:

UH(OpMAIOHHAS BOWHA

UHPOPMAIIIOHHOE OPYIKHE

UH(POPMALOHHOE IIPEBOCXOACTBO

8. Nropmariyst mo3BOJISIOIIAs €€ 00IaaTeli0 IPH CYLIECTBYOIINX I BO3MOKHBIX 00CTOSITEIBCTBAX YBEINYUBATH JOXOIBI,
COXPaHUTBH MOJIO)KEHHUE HA PHIHKE TOBAPOB, pabOT MUK YCIIYT 3TO:

rocy/lapCTBeHHas TaitHa

KOMMepUecKas TaiiHa

0aHKOBCKas TaliHa

KOHOHICHIIHANbHAS HHPOpMAIIHS

9. T'apaHTHs TOTO, YTO [IPH XPaHESHUH WK TIepenade HHPOPMAIHU He OBLIO IPOM3BEICHO HECAHKIIMOHUPOBAHHBIX H3MEHEHHI:
KOHHICHIIHATEHOCTh

IeJIOCTHOCTD

JIOCTYITHOCTb

ayTeHTHIHOCTh

arnmnesIepyeMocTh

10. TapaHTHs TOYHOTO U ITOJHOTO BHINOJIHEHHUS KoMaHa B AC:
HaJe)KHOCTh

TOYHOCTH

KOHTPOJIHPYEMOCTh

YCTOMYHUBOCTH

JIOCTYITHOCTh

11. YpoBeHb 3alIUThI, IPU KOTOPOM 3aTPaThl, PUCK, pa3Mep BO3MOXKHOTIO yIiep6a Obliay Obl IPHEMIIEMBIMU:
MIPUHLIUIT CUCTEMHOCTH

MIPUHLIUIT KOMIUIEKCHOCTH

TIPUHIMII HENPEPBIBHOCTH

TIPUHIMI Pa3yMHOH TOCTaTOYHOCTH

IIPUHLUI THOKOCTU CUCTEMBI

12. CoBOKYIIHOCTb HOPM, IPaBIJI U MIPAKTHYECKUX PEKOMEH AL, peTJIAaMEHTUPYIONIHX paboTy cpeacTs 3amuThl AC 0T 3aJTaHHOTO
MHOXECTBa yrpo3 0€30MacHOCTH:

KommekcHoe obecnieuenrne nHGOpMaIMOHHOM 0€3011aCHOCTH

Bbeszomacnocts AC

VYrposa nadopmarnronHoii 6e30nacHOCTH

aTaka Ha aBTOMAaTHU3HPOBAHHYIO CUCTEMY

MOJIMTHKA O0€30MIaCHOCTH

13. OcobOeHHOCTSIMH ~ HH()OPMAIMOHHOTO OPYXKHSI SIBIISIOTCS:
CHCTEMHOCTb

OTKPBITOCTh

YHHUBEPCAIBbHOCTh

CKPBITHOCTB

14. K dyskuusiM  nHGOPMAIMOHHOM 6€301IaCHOCTH OTHOCSTCSI:

COBEPIIICHCTBOBaHUE 3aKoHONaTeNbcTBa PO B cdhepe obecnieueHns HHMOPMAILIMOHHOI O€30ITacCHOCTH
BBISIBJICHHE HCTOYHUKOB BHYTPEHHUX M BHEIIHUX YTPO3

CTpaxoBaHUe HH)OPMAIIIOHHBIX PECYPCOB

3alUTa TOCYIAPCTBEHHBIX HH(OPMAIMOHHBIX PECYPCOB

MOJIrOTOBKA CIIEIIMAIMCTOB MO 00eCTeYeHUI0 HH(OPMALIMOHHON 0€30TTaCHOCTH

15. K tunam yrpo3 6e30macHOCTH MapoIbHBIX CHCTEM OTHOCSTCS
CIIOBapHas aTaKa

TOTaJIbHBIN TIEpebop

aTaka Ha OCHOBE IICUXOJIOTUH

pasrialleHue NapaMeTpoB YUETHOU 3amucu

BCE BApUAHTbHI OTBETA BEPHbI



. Kakast Texnonorus ucrnons3yercs Ui epeaadn HHGOPMAIHH 110 ONITOBOJIOKOHHOMY Kabeto?
. DIEKTPUYECTBO

. Cser

. 3ByK

O T D —

. Kakast TexHOJIOTUS HCTIONB3YeTCS JUISl 3alUThl HH(OPMAIUU B 6€CIIPOBOJHBIX CETAX?
. udposanue

. ®usnueckue 6apbepbl

. MaTepdepennus

O T o

. Kakoit anroputm mudpoBaHus sBIsSETCS CAMMETPUYHBIM?
RSA

AES

. ElGamal

o T W

. Kakast TexHonmorust ucronp3yeTcst ISl 3alUThl HHOpMauy Ha GU3NUECKOM YPOBHE B CETAX?
. @unbTpanus Tpaduxa

. ludpoBanue naHHBIX

. Konrpounp nocryna

O T B~

. Kakoit anroput™ mudpoBaHus SBiIseTCS aCCUMETPUYHBIM?
. Blowfish

DES

RSA

oo L

. Kakoit MeTo/1 ucrionb3yeTcs sl OIIEHKU CIIOKHOCTH aJIrOpUTMa IudpoBaHus?
. AHaJIM3 YaCTOTHOCTH

. AHayM3 BpEMEHH BBITIOJTHEHUS

. Kpunroananus

O T H N

. Kakast TexHomorus ucnosp3yeTcst 1J1s 3alUThl HHGOPMALUU Ha YPOBHE MPUI0KEHUH?
. AatuBupycHoe [10

. @aepBon

. [ognuceiBanue 1 poBepKa HUPPOBBIX MOIHCEH

O T HDH

. Kakoif MeTon ncrons3yeTcst a71s MpoBEepKH MOATMHHOCTH COOOIIEeHNs?
. Hndposas moamucs

Iudposanue

. @unpTpanus tpaduka

. Kakas TexHOJI0THs MCTIOIB3yeTCst I 3aIUTh HH(OPMALMK HA YPOBHE ONEPAI[IOHHOM CHCTEMBI?
. Aurusupychoe 10

. ®aepBon

. Ilonb3oBaTenbCKHE MpaBa AOCTYIA

O T o O

10. Kako#i MeTo/1 HCIIOJIB3YeTCs IS 3alUThl HHPOPMALIUH OT aTak THIla "O0TKa3 B 00CTy)XKMBaHUH'"?
a. OunpTpanus Tpaduka

b. PesepBHOE KOMUpOBaHHE

C. IoCTYIHOCTB M OTKa30yCTOWYMBOCTh CUCTEM

11. Kakue 3neMeHThI anredpbl HCIOIb3YOTCS B KpUnrorpaduu?
a) KomMmyTaTHBHOCTb, aCCOIIMATUBHOCTD, TUCTPHUOYTHBHOCTD

b) KoMmMyTaTHBHOCTB, aCCOLMATHBHOCTH, HIEMIIOTCHTHOCTD

¢) KommyTaTuBHOCTD, aHTHACCOIIMATUBHOCTD, TUCTPUOYTUBHOCTH
d) Her mpaBmisHOTO OTBETA

12. Yro Takoe ysa3BUMOCTb CTpaHUIIbI BeO-caiiTa?

@) CriocoOHOCTH CTPAHHUIIBI BBIACPKUBATH OOJBIIOE KOIMIECTBO 3aMPOCOB
b) CriocoGHOCTE CTpaHUIIBI 3aIIHUIIATE OT aTAK XaKePOB

€) CriocoOHOCTh CTpaHUIIBI 00ECICYMBATh KOH(DUACHIIMATBHOCTD JaHHBIX
d) CriocoOHOCTh CTpAHMUIIBI OBITH 3ALIMIICHHON OT BPEIOHOCHBIX MPOrPaMM

13. Kakue TeXHHYECKHE CPEACTBA HCIONB3YIOTCS IS 3aIIUTHl HHpopManuun?
a) bpannmayspsl, antusupycel, VPN

b) IpuHTepHI, CKaHEPbI, KONMPOBAIBHBIE AMTAPATHI

) CepBepbl, MapIIPyTU3aTOPbL, KOMMYTATOPbL

d) Het npaBusibHOTO OTBETA

14. Kakue anropuT™bl IH(POBaHUsSI OTHOCATCS K CHMMETPHYHBIM?



a) RSA
b) AES
c) Diffie-Hellman
d) ECC

15. Kakue anroputmsl IUQPOBAHUSL OTHOCITCS K ACUMMETPUYHBIM?
a) RSA

b) AES

c) Blowfish

d) RC4

6.5. IlpuMepHasi TeMaTHKa KYypPCOBBIX Pa0oT (IPOEKTOB)
Y4eOHBIM ILIaHOM HE IPEyCMOTPEHO

6.6. MeToauyeckue yKazaHusi 1Jisl 00y4aomuxcsl 0 0CBOEHUI0 TUCHHUILIMHBI (MOTYJIs1)
Meronudeckre peKOMEHIAIUY 110 pad0Te C KOHCIIEKTOM JICKITUI

TIpocMoTpuTE KOHCIIEKT cpasy nociie 3aHaTuil. [loMeTbTe MaTeprall KOHCIEKTa JIEKLIUH, KOTOPbIH BBI3BIBACT 3aTPyTHEHUS JUIS
noHuMaHus. [lonpiTaliTecs HAUTH OTBETHI HA 3aTPYIHUTEIBHBIE BOIIPOCHI, HCIOJIB3YS MpeaiaraeMylo Jureparypy. Eciu
CaMOCTOATEIBHO HE YAAI0Ch pa300paThCs B MaTepuaie, ChopMyIupyiTe BOIIPOCHl U 00paTUTECh HA TEKYIeH KOHCYIbTalluy WX Ha
OmmKafIIei! JIeKIMK 32 TOMOIIBIO K MpernoaaBatelnio. Kaxayro Helemo peKOMeHIyeTcsl OTBOAUTD BPeMs ISl IOBTOPEHHS
MIPOMEHHOTO MaTepHuaia, IPOBePssi CBOM 3HAHMS, YMEHHS H HABBIKU I10 KOHTPOJBHBIM BOIIPOCAM.

Pabora ¢ pekOMeHI0BaHHOM JIUTEPATYPOii:

IIpu paboTe ¢ OCHOBHOH U JIONIOIHUTENBHOMN JUTEPATypoOil LiesecooOpasHo IPUIEPKUBATLCS TaKOH MocaeoBaTenbHocTu. CHavana
MPOYUTATH BECh 33aHHBIN TEKCT B ObICTpOM Temrie. L{esb Takoro YTeHus 3aKJI04aeTcsl B TOM, YTOOBI CO34aTh 001Iee peACTaBlICHHE
00 M3y4aeMOM Marepuae, MOHATh OOIIUI CMBICI IPOYUTAHHOTO. 3aTeM MPOYUTATh BTOPHYHO, 00JIee MEIUIEHHO, YTOOBI B XOIC
YTEHUS MOHATH U 3aIIOMHUTH CMBICII KQXKJOU (pa3bl, KAXK0T0 MOJI0XKEHHUS U BOIIpoca B 1[eJIoM. UTeHHe IPUHOCHUT MOJb3Yy U
CTaHOBUTCS ITPOTYKTHBHBIM, KOT/Ia COTIPOBOXKIAETCS 3aIUCSIMU. ITO MOXKET OBITh COCTAaBJIEHHE IIaHA IPOYUTAHHOTO TEKCTA,
TE3WCHI WJIH BBIIIICKU, KOHCTIEKTUPOBaHKE U JIp. Br1Oop Brya 3amicy 3aBUCHT OT XapaKTepa H3y4aeMoro MaTeprala 1 mneneil padoTsl
¢ HuM. Eciu coneprkanne mMarepuana HECIOKHOE, JIETKO yCBaHBaeMOe, MOJKHO OTPaHHIHTBLCS COCTaBIIeHHEeM IIaHa. Ecian MaTepuan
COZIEP)KHUT HOBYIO U TPYIHO YCBaUBaeMyI0 HH(POPMAIHIO, [IeJIecO00pa3HO ero 3aKOHCIEKTUPOBaTh. [1MaH — 3T0 cxeMa IPOIUTaHHOTO
Marepuaa, epeuyeHb BOIPOCOB, OTPAXKAIOLIUX CTPYKTYPY U IOCIIEI0BAaTEIbHOCTh MaTepuaia. KoHcnekT — 3To
CUCTEMaTHU3UPOBAHHOE, JIOTHYHOE U3JI0KEHHE MaTepHaia UCTOUYHHNKA. Pa3nnyarorcs yeThIpe TUIa KOHCIIEKTOB: - TUIaH-KOHCIIEKT —
9TO Pa3BEPHYTHIH ACTANIN3UPOBAHHBIN TIaH, B KOTOPOM IO HauOOJIee CIIOKHBIM BOIPOCaM JAIOTCS MOPOOHBIE MTOSICHEHHUS, -
TEKCTyalbHBII KOHCIIEKT — 3TO BOCIIPOM3BEIEeHIE HanboJiee BayKHBIX MOJ0KEHUH U (paKTOB MCTOYHHUKA, - CBOOOIHBII KOHCIIEKT — 3TO
YETKO U KPaTKO M3JI0KESHHBIE OCHOBHBIE TIOJIOKEHUS B pe3yibTare NIyOOKOro H3ydeHHsl MaTepHaia, MOT'YT IPUCYTCTBOBATh
BBIMIMCKH, ITUTAThI, TE3UCHI; YaCTh MaTepraja MOKET ObITh NPEACTaBIeHA TUIAHOM, - TEMATHYECKHIA KOHCIIEKT — COCTABIIAETCS Ha
OCHOBE H3yYEHUs Psa HCTOYHUKOB H JIaeT OTBET 110 U3ydaeMOMY BONpOCy. B mporecce n3ydeHus MaTepraia HICTOYHHKA H
COCTAaBJICHUS KOHCIICKTa HY>XHO 065133.TCJ'II)HO NPUMCHATH PA3JIMYHBIC BBIACIICHUSA, ITOA3ar0JIOBKH, CO3JaBast 6HO'{HyI-O CTPYKTYPY
KOHCIIEKTA. DTO JI€JIA€T KOHCIEKT JIETKO BOCIIPUHHUMAEMBIM U yL[06HI>IM st pa60T1>1.

MCTO}IH‘{GCKI/IG PCKOMEHAAIUH 10 TTOATOTOBKE K NPAKTHUICCKUM 3aHATUAM

IIpakTudeckue 3aHATUS OPEICTABIAIOT 0cO0YI0 GOpMy cOueTaHUsI TEOPUU U NMPAKTUKY. VX Ha3HaueHUe — yriayOiaeHue npopadoTKu
TEOPEeTHYECKOr0 MaTepHalla IIpeAMeTa IyTeM PEryIsIpHOil U MIIaHOMEPHOH CaMOCTOSTENILHOM PabOThl CTYICHTOB Ha IPOTSHKEHUU
Bcero Kypca. [Ipomecc MOArOTOBKM K MPAKTHIECKUM 3aHATHAM BKIIIOUAeT N3ydCHHE HOPMATHBHBIX JOKYMEHTOB, 003aTEIIbHON 1
JIOTIONTHUTEITBHOMN TUTEpaTyphl [0 paccMaTpuBaeMOMY BoIpocy. HermocpencTBeHHOE MpoBeieHNE TIPAKTHIECKOTO 3aHATHS
TIpeJIIIoNIaraeT, HalpuMep: || MHANBHAYaIbHbBIE BEICTYIICHHS CTYICHTOB C COOOMEHUAMH IT0 KaKOMY-JIH00 BOIIPOCY H3ydaeMOH
TeMsl; [ | hpoHTaIbHOE 00CYKIEHUE paccMaTPUBAEMON IPOOIEMBl, 000OIIECHNUS 1 BEIBOABL,  PEIICHHE 33734 U YIPaKHEHHUH 110
o0pasiy; | pelleHHe BapUaHTHBIX 3a4ad U YIpaKHEHHH; || peleHne CUTyalMOHHBIX IPOU3BOACTBEHHBIX (IPOdeccnoHaIbHbIX)
3a1a4; [ | IpOEKTUPOBAHUE U MOJEIMPOBAHUE PA3HBIX BUIOB M KOMIOHEHTOB NMPO(ECCHOHANBHON AEATEIbHOCTH. | | BHIIOJIHEHUE
KOHTPOJBHBIX PadoT; [ 1 paboty ¢ Tectamu. [Ipu MOATOTOBKE K MPAKTUYECKUM 3aHATHAM CTYAEHTaM PEKOMEHAYeTCs: BHUMATEILHO
03HAKOMHTBCSI ¢ TEMATHKOM NPaKTHYECKOTrO 3aHATHS; IPOUECTh KOHCHEKT JICKIMU 110 TEME, U3YUYUTh PEKOMEHJOBAHHYIO JIUTEPATYPY;
COCTaBUTb KPaTKUH IJIaH OTBETA HA KaX/blil BOIPOC IIPAKTUYECKOIO 3aHATUS; IPOBEPUTH CBOU 3HAHMS, OTBEYAs HA BOIIPOCHI UL
CaMOIIPOBEPKHU; €CIIU BCTPETSITCS HE3HAKOMBIE TEPMHHBI, 003aTEIbHO OOPATUTHCS K CJIOBApIO U 3a(UKCUPOBATh UX B TeTpaau. Bee
MUCbMEHHBIE 33aHUs BBIIOIHATE B pabodell TeTpau. [IpakTuyeckue 3aHATUsI Pa3BUBAIOT Y CTYIECHTOB HAaBBIKU CAMOCTOSTEIbHON
paboTHI 1O PELIeHUI0 KOHKPETHBIX 33/1a4.

Metoandeckre peKOMEHAAIUH IO MOJArOTOBKE K J1JaOOpaTOpHBIM paboTam

JlaGopaTopHbIe PabOTHI IPEACTABIAIOT OJHY U3 GOPM OCBOCHUSI TEOPETUYECKOT0 MaTepuala ¢ OXHOBPEMEHHBIM (OPMUPOBAHHEM
MPaKTUYECKUX HaBBIKOB B U3y4aeMOH JUCHUIUIMHE. VX Ha3HaueHHe — yriayOsieHne NpopaboTKy TeOPETHYECKOro MaTepHana,
(hopMupoBaHUe NPAKTUYECKUX HABBIKOB ITyTEM PETYJISPHOM U INIAHOMEPHOH CaMOCTOATENIbHOM pabOThI CTYEHTOB Ha MPOTSHKEHUU
Bcero Kypca. IIporecc moaroToBku K 1a60paTOpHBIM paboTaM BKITIOYAET U3YueHHEe HOPMATUBHBIX JIOKYMEHTOB, 0043aTeIbHON 1
JIOIIOJIHUTENILHOM TUTepaTyphl [0 paccMaTpuBacMoMy Bompocy. HermocpencTBeHHOe IpoBeieHUe 1a00paTOpHOR paboThl
npeanoiaraeT: [ U3y4eHHe TeOPETUUECKOro MaTepuana 1o TeMe JabopaTopHoi paboTh! (II0 BOIIPOCaM U3ydaeMoi TeMsbl); [
BBINIOJTHEHNE HEOOXOMUMBIX PACYeTOB M DKCIIEPHUMEHTOB;  O0(OPMIICHHE OTYETa C 3aI0JIHEHHEM HEOOXOINMBIX TaOJIHLL,



IOCTPOSHUEM TPahUKOB, MOATOTOBKOW BHIBOAOB IO MPOAETAHHBIM SKCIIEPUMEHTAM M TEOPETHUECKUM pacdyeTaM; | | o KakIon
1a00paTOpHOH padoTe MPOBOJUTCS KOHTPOJIb: IIPOBEPSIETCS COAEPIKAaHNE OTUETA, IPOBEPSETCS yCBOSHUE TEOPETHYECKOTO
Mmarepuana. KoHTposib yCBOGHHS TEOPETHUECKOT0 MaTepuaa sSBISeTCS] HHIUBHIYaIbHbIM.

Meroanyeckue yka3aHHs 110 BEITOJHEHHIO 0TYETA K Ta00paTOPHBIM paboTam

OCHOBHBIM TpeOOBaHHEM I10 BHITIOITHEHUIO TA00OPATOPHBIX M MPAKTHYECKUX paboT SIBIsIETCS MOJIHOE HCUEPIBIBAIOIIEE OIMCAHUE
BCeil IpoIeNIaHHOM paboThI, ITO3BOJIAIONIEE CYIUTH O IIOTYYCHHBIX PE3yNIbTaTaX, CTCICHH BBINOTHCHUS U HPO(pEeCCHOHANBHOM
HOJATOTOBKH CTYICHTOB.

MeroaudecKkre yKa3aHHs 00eCIIeYNBAIOT KOMILUICKCHBIH ITOIX0 B y4eOHOH paboTe CTYACHTOB, SAMHCTBO U IPEEMCTBEHHOCTD
TpeOoBaHUH K 0(OPMIICHHIO PE3YIIBTaTOB paOOTHI HAa pa3HbIX dTanax o0ydeHus. C equHBIX MO3ULIUI PUBEJCHE OCHOBHEIE
TpeOOBaHUsI MO CTPYKTYpE, OPOPMIICHUIO M COJICPIKAHUIO OTYETA MO JTA00PATOPHBIM U MPAKTHYECKUM paboTaM.

Crpykrypa oTuéra:

- 1eJb paboThI;

- KpaTKHe TEOPETHICCKUE CBEICHHS;

- XOJ] BBITIOJTHEHHUS PabOTHI;

- BBIBOJIBL.

JIOTIOTHUTEIBHBIMA JICMEHTHI:

- IPUIIOXKEHUS;

- GubHMorpadUUecKuil CIIUCOK.

TpeboBaHuUs K COECPIKAHUIO OTUYETA:

1. TuTynbHBIN JIUCT

B BepxHeM 1oJie IMCTa YKa3bIBAIOT OJIHOE HAUMEHOBAHUE y4eOHOro 3aBeJCHUSL.

B cpenHeM nosie ykasblBaeTcst BUJ pabOThI, B JaHHOM Clly4ae JIabopaTopHasi WU IIpakTHYecKas paboTa ¢ yKa3aHHeM Kypca, 110
KOTOPOMY OHa BBLINOJIHEHA, ¥ HIDKE ee Ha3BaHHe. Ha3BaHue paboThl MpUBOAUTCS O€3 CI0Ba TeMa U B KaBBIUKU HE 3aKJII0UaeTCs.
[aree Gioke K IpaBOMY Kparo THUTYJIBHOTO JIMCTa YKa3bIBAIOT (haMIIINI0, MHULHAIBI ¥ TPYIITY YYamlerocs, BEIIOJHHUBIIETO padoTy,
a Taroke (GaMIIHIo, HHHUIMAIBE IPETIo1aBaTeNsl, NPUHSBIIETO PadoTy.

B HWKHEM MoJie THCTa YKa3bIBAETCS MECTO BBHIIOJHEHHS PabOoThI M o] e¢ Harmucanus (6e3 clioBa roxu).

2. Llenp paboTHI HOJDKHA OTPaXKaTh TEMY pabOTHI, a TaK)Ke KOHKPETHBIE 3aJa4H, TOCTABJICHHbBIE CTYICHTY Ha TIepPHO/] BEIITOTHEHHS
pabotsl. ITo 06beMy 1enb paboThl B 3aBUCHMOCTH OT CJIOXKHOCTH U MHOT'03aJaYHOCTH PAOOTHI COCTABIAET OT HECKONBKUX CTPOK [0
0,5 crpaHuIlb.

3. Kparkue TeopeTudeckue cBelieHus. B 3ToM paszene usnaraercst KpaTkoe TeOpeTHYECKOe ONMCaHue n3ydaeMoil B paboTe TeMbl.
Marepuan pazzena He J0JDKEH KOMUPOBATh COAEPKaHUE METOIMIECKOTO MOCOOHs M yIeOHHKa [0 TaHHOW TeMe, a
OTPaHUYMBAETCS U3JI0KEHUEM OCHOBHBIX MOHATHH, TPeOYIOIUXCS IS JalbHeHIIeH 00paboTKY MTOMyIeHHBIX pe3yabTaToB. O0beM
JUTEPATypPHOTO 0030pa HEe TOJDKEH MPEeBBIIAaTh 1/3 yacTH BCero oTyera.

4. Xopx BeIMONHEHUS paboThL. B maHHOM pasnene moapoOHO M3araeTcss MeTOUKa BBITOTHEHHUSI PaOOThI, IPOLECC MOITYyYSHHUS
JaHHBIX U c11ocob ux 00padotku. Ecnn ucnone3yloTest CTaHAapTHBIE TAKEThl KOMIIBIOTEPHBIX IPOrpaMM Uit 00paboTKU
OKCIIEPUMCHTAJIBHBIX PE3YJILTATOB, TO HCO6XO}II/IMO O60CHOBaT]> BO3MO>XKHOCTb U L[CJ'[eCOO6p3.3HOCTb UX MIPUMCHCHUS, a TAKXKE
HOAPOOHOCTH 0OPabOTKH AAHHBIX C UX MOMOILBIO.

5. BBIBOZIBI 1O paboTe - KPaTKO U3NATAIOTCS Pe3YNIbTaThl pabOTHI, MOJTYYSHHBIE B PE3yJIbTaTe BBITOJHEHHUS PAOOTHI, a TAKXKE KPaTKHI
aHaJIN3 TOJyYeHHBIX PE3YIIbTAaTOB.

Ortuer o 1abopatopHoit padote odopmitsieTcs Ha iucte Gopmara A4. JlomyckaeTcst opopMIIeHHE OTUETa MO JTaOOpaTOPHOit paboTre
B anekTporHOM Brze cpeacrBamu Microsoft Office. Tekct paboTs! JoimkeH OBITH HaleyaTaH yepes MOATOPa HHTEpBaa MPH(HTOM
Times New Roman, kersb — 12. ITonst JOJDKHBI OCTaBaThCs IO BCEM YETHIPEM CTOPOHAM IIEYaTHOTO JICTA: JIeBoe — He MeHee 30 MM,
npaBoe — He MeHee 10, HmkHee — He MeHee 20 U BepxHee — He 15 MMm.

JUi1st 3a1uThl Ta00paTOPHON PabOThI CTYACHT JOJDKCH MOJATOTOBUTH OTYET, IPOBECTH CAMOCTOSTEIBHYIO PabOTy, HIMETh OTMETKY O
IPOBEPEHHOM OTUETE.

Pe3yspTaThl ONMPEAENSIOTCS 10 MATHOATEHON CHCTEME OLIEHOK.

MeTO,HI/I‘-IeCKI/Ie PEKOMEHAAIUHU 11O BBIITOJIHCHUIO peq)epaTa

Pedepar — nmuceMenHas pabota 00bemMoM 8—10 cTpaHHI. ITO KpaTKOEe U TOYHOE H3I0XKEHHE CYITHOCTH KaKOro-IM00 BOMPOCa, TEMBIL.
Temy pedepara CTyIeHT BEIOUpAET U3 PEUIOKEHHBIX MPEToJaBaTeIeM HIH MOXKET IPEIUIOKHUTh CBOW BapHaHT. B pedepare HyKHBI
pa3BepHYTHIC apr'yMEHTBI, pacCyXJIeHus, cpaBHeHus. Colep)kaHue TeMbI U3JIaraeTcsi 00beKTHBHO OT HMEHHU aBTOpa. OYHKIUH
pedepara. ndopmaTHBHas, MOUCKOBAs, CIIPABOYHAS, CUTHAJIbHAS, KOMMYHUKAaTUBHAs. CTEeNeHb BBITIOIHEHHS ATHX (QYHKIIMN
3aBHCHUT OT COJICPKATEIILHBIX U POPMaIBHBIX KauecTB pedepaTta U sl KaKHX LieJIeH UX UCIoJb3yeT. TpeOoBaHus K sI3bIKy pedepara.
JI0JDKEH OTIIMYaThCsl TOYHOCTBIO, KPATKOCTBIO, ICHOCTBIO U MPOCTOTOM.

Crpykrypa pedepara:

1. TuTynbHBIN JIUCT

2. OrnaBnenue (Ha OTIENBHOM CTpaHUIE). YKa3bIBAIOTCS HA3BaHUS BCeX pa3ziesioB (ITYHKTOB IUIaHa) pedepara 1 HOMepa CTpaHHIl,
YKa3bIBAIOIINE HAYAJI0 3TUX pa3lielioB B TeKcTe pedepara.

3. BBenenue. ApryMeHTUPYETCS aKTyalIbHOCTh UCCIICIOBAHUS, T.€. BBISABISICTCS IPAKTHYECKOE M TEOPETHUECKOE 3HAUCHHE TAHHOTO
uccnenoBanus. Jlanee KOHCTaTUPYETCs, YTO CHAETIAHO B JAHHON 00JIacTH MpeUIeCTBEHHUKAMHU, IIEPEUNCIISIOTCS MTOJI0KEHNS,
KOTOPBIE JOJDKHBI ObITH 000CHOBaHbL. O0s3aTeNIbHO (OPMYIMPYIOTCS LEIb U 3a7aul pedepara.

4. OcHoBHas 4acTk. [ToqunHseTCs COOCTBEHHOMY IUIaHy, YTO OTPaXKAaeTCs B pa3lelICHUH TEKCTa Ha TIIaBbl, maparpadbl, ITyHKTHL
II1aH OCHOBHOM YacTH MOXeET ObITh COCTABIICH C MCIOJIb30BAaHUEM PA3JIMYHBIX METOAOB IPYNIHUPOBKY MaTepuana. B ciyuae eciu
HCHOJIB3YeTCA YbA-TN00 HEOPAMHAPHAS MBICIb, UlIesl, TO 0053aTeNIbHO HY)KHO C/IEJIaTh CChUIKY Ha TOTO aBTOPA, Y KOTO B3AT JIaHHbIH
MaTepuai.

5. 3akmtouenue. [locieiHss 4acTh HAYYHOTO TEKCTa. B KpaTKoW U cxkaToi (hopMe U3IIaratoTcs MOJIyYeHHBIC PE3yJIbTaThI,



HPECTABISIOINE COOO0M OTBET Ha TIIABHBIH BOIPOC MCCIIEIOBAHMS.

6. [Tpunoxxenre. MoxeT BKIIOYATh TpaduKu, TaOIHIIbI, PACUETHI.

7. bubnuorpadus (crucok nuTepaTyphl). YKa3bIBaeTCs pealibHO MCIIOIb30BaHHAsS JUIs HAITMCAaHUs pedepaTa nutepaTypa. HazBanus
KHHT PacloararoTcs 1o andaBuTy ¢ yKa3aHHEM HX BBIXOIHBIX JaHHBIX. O0uIre TpeOoBaHus K MOCTPOCHHUIO, COAEPIKAHUIO U
0(OPMIICHHUIOY.

Ipu npoBepke pedpepara OLECHUBAIOTCS:

[] 3HaHUe (PaKTUIECKOTO MaTepuaia, yCBOCHUE OOIIHX MPEeACTABICHHUM, TOHITUH, UIIEH;

|| XapaKTepHUCTHKa pean3aliy e 1 3a1a4d HCCIeIOBaHMUS;

|| cTerieHb 00OCHOBAHHOCTH apTyMEHTOB M 0000IIICHHIA;

|| KauecTBO M IEHHOCTD MOJIy4eHHBIX PE3yIbTaToB;

|| mcronb30BaHue JINTEPATYPHBIX HCTOYHUKOB,

[] KylbTypa MUCbMEHHOTO M3JI0KEHHS MaTepHaa;

] KkynbTypa 0(hOpMIICHHS MaTEPHAIOB PaOOTHI.

IIpaBuia HanucaHUs Hay4HBIX TEKCTOB (pedepaT, AuIioMHas paboTa):

31eck NPUBOIATCS PEKOMEHIANH 10 KOHCYJIBTHPOBAHHIO CTYAEHTOB OTHOCHTEIIHHO
JAHHOTO BUJIA CAMOCTOATENBHOM paboTHL. Bo BpeMst KOHCYIbTalnil pyKOBOJHUTEIIO CIEAYeT
HPEUIOKHUTE K 00CYKIEHHIO CIIETYIOIINE BOTIPOCEHL.

» KakoBa nctunHas nens Bamrero HaygyHOTo TekcTa — 3TO MoMokeT Bam pazymuo
pacnpeNiesTuTh CBOU CHIIBI U BPEMsI.

* Baxxno pazo0parscs, KTo OyzaeT «unurtareiem» Bareid paboThl.

* HaunHaTh nucaTh cephe3HyIo paboTy CIeAyeT He paHbllle, Y4eM BOSHUKHET OIIYIICHHE,
YTO 10 PaboTe C UCTOYHUKAMH MOSBHINCE HACH, KOTOPHIMU MOYKHO ITOJCIUTHCS.

* JlomkHa OBITH HIES, a JUIS 3TOTO HY)KHO HAYYUTHCS JTHOO0 OTHOCUTHCS K Pa3HBIM
SIBJICHUSAM H (haKTaM HECKOJIBKO KPUTHIECKH (CBOS HIes — KaK MHAs TOUKA 3pEeHHs), TH00
HAYYUTHCS YBICKATHCS KAKAMHU-TO U3BECTHBIMU HIESIMH, KOTOPbIE HY)KIAIOTCS B JOpabOTKe
(nzmest — KaK ONTUMHUCTHYECKAs TO3MIMSA U HAIIPaBICHHOCTh HA JaJbHEHIIee
COBEPLICHCTBOBAHUE yXKE H3BECTHOTO).

* [TncaTh ceayeT SICHO M IIOHATHO, CTapasich OCHOBHBIC MOJIOXKEHHUS (POPMYITUPOBATH

YETKO W HeJIBYCMBICIICHHO, a TAKKE CTPEMSCh CTPYKTYPHUPOBATh CBOIT TEKCT.

* O0BEM TEKCTa U pa3InIHbIe OOPMHUTEIBCKHE TPEOOBAHHS BO MHOTOM 3aBHCSAT OT
MIPUHATHIX B KOHKPETHOM Y4eOHOM 3aBeICHHH MOPSIIKOB.

Meroauueckue PECKOMCHAIUH 110 BBIIMOJIHECHUIO KOHTPOJIBHBIX pa60T

KonrponpHas paboTa BeImonHsAeTCs 0 BapuaHTaMm. Ha OnaHke ykaspiBaeTcst pakynbTeT, Kype, rpymmna, 1O crynenTta. Bonpocst
CTpOSITCS Ha OCHOBE TECTOBBIX M CUTYaTUBHBIX 3aJaHU. B TeCTOBBIX 3a7iaHusX, BBIOMpaeTcs npaBUibHbINH(bIe) 0TBeT(bI). [Ipn
pELIeHUN CUTYaTUBHBIX 3aJlaHuil BEIOUpaeTcs PaBUIIbHAS TIOCIE0BATEILHOCTD ICHCTBUI B pacCMaTpUBAEMON CUTYaluy.
IIpoBepka KOHTPOIBLHON PabOTHI O3BOJISET BHISIBUTH U UCIIPABUTH JOIYLIEHHBIE CTYACHTaMU OLIMOKH, YKa3aTh, KAKUE BOIIPOCHI
JUCIUIUINHBI UMM HEJJOCTATOYHO YCBOEHBI U TPeOyIOT 1opaboTku. CTyIEeHT N0JKEH BHUMATEIbHO O3HAKOMUTHCS C MUCEMEHHBIMU
3aMeYaHUsIMM IPEnoiaBaTelis U MPUCTYIUTh K UX UCIIPABICHHUIO, IS YETO ellle pa3 MOBTOPUTH COOTBETCTBYIOLIMN MaTepHall.

MeTO,HI/I‘IeCKI/Ie PEKOMEHAAUU 11O MOATOTOBKE K KOJIJIOKBUYMY

KomokBryMoM HazbiBaeTcsi cobecefoBaHIe MPENoaaBaTeNs U CTy/ICHTA [0 3apaHee ONpeeJIeHHBIM KOHTPOIBHBIM BOIIPOCAM.
Lenpro KOJUIOKBHYMA SBJISETCS (POPMUPOBAHKE Y CTYIEHTA HABBIKOB aHAJIN3a TEOPETHIECKHUX MPOOIIEeM Ha OCHOBE
CaMOCTOSITEILHOTO H3y4YeHUsl yueOHOM U HaydHOH aHuTepaTypbl. Ha KOIOKBAYM BBIHOCSATCS KPYIIHBIE, TPOOJIEMHBIE, HEPEIKO
CIIOpHBIE TEOPETHYECKHIE BOMPOCHL. YTIOp JieslaeTcsi Ha MOoHorpagdudeckue paboThl mpodeccopa-aBropa JaHHOTo cnenkypca. Ot
CTyZAEHTa TpeOyeTcs:

- BJIajICHHE U3YYEHHBIM B X0JI¢ YUeOHOT0 Mpoiiecca MaTepUaioM, OTHOCSIIIMMCS K pacCMaTpuBaeMoii mpobieme;

- 3HAHHE PA3HBIX TOYEK 3PEHMUS, BEICKA3aHHBIX B HAYYHOH JINTEpaType [0 COOTBETCTBYIOLIEH TpodiIeMe, YMEHUE COIIOCTaBIIATh UX
MEXIy COOOI;

- HAJTMYKe COOCTBEHHOTO MHEHHS 10 00CYKAaeMbIM BOIIPOCAM U YMEHHE €r0 apryMEHTHPOBATb.

KomokBryM - 3T0 He TONBKO (hopMa KOHTPOJIIS, HO M METO YIITyOJICHUs], 3aKPEIICHHsI 3HAaHUH CTY/IEHTOB, TaK KaK B XOJe
cobeceI0BaHMs MPENOAaBATENb PAa3bACHSIET CIOMKHBIE BOIPOCH, BO3HUKAIOIINE Y CTYICHTA B IPOLIECCE H3YUSHHUS TAHHOTO
ucroynnka. OTHAKO KOJUIOKBHYM He KOHCYJIBTAIMS U He 9k3ameH. Ero 3amaua 1oO6UThCs rTybOKOT0 H3yUeHUsT OTOOPAHHOTO
Marepuaia, mpoOyauTh Y CTYAEHTa CTPEMIICHHE K YTCHHUIO JOTOHUTEILHOM COIIMOIOTHIECKOH auTeparyphl. [IoAroToBKa K
KOJUIOKBUYMY HaUMHAETCs C yCTAHOBOYHON KOHCYJIbTAI[MM IIPENo/aBaTelis, Ha KOTOPOH OH pa3bsCHAET Pa3BEPHYTYIO TEMATHKY
MPOOJIEMBI, PEKOMEHIYET JINTEPaTypy AJIsl U3y4eHHs M 00BICHSET MPOoLeAypY NPOBEeIeHNUs KoJuTokBryMa. Kak npasuiio, Ha
CaMOCTOSITEIbHYIO MMOJTOTOBKY K KOJUIOKBUYMY CTYICHTY OTBOAUTCS 3-4 Hepenu. MeToanyecKie YKa3aHus COCTOST U3
pPEKOMEHIALNH 110 H3YYSHUIO HCTOYHUKOB U JIATEPATYPHI, BOIPOCOB ISl CAMOTIPOBEPKH U KPaTKUX KOHCIIEKTOB OTBETA C
MepeYrcIeHIeM OCHOBHBIX (D)aKTOB U COOBITHIH, OTHOCSIIMXCS K MyHKTaM IDIaHa KaXI0H TeMbL. DTO JOJDKHO IOMOYb CTYAEHTaM
IeJICHANPABICHHO OPraHU30BaTh PaboOTy MO OBJIAICHHIO MATEPHATIOM U €r0 3alOMHHAHUIO. [IpH MOAr0TOBKE K KOJUIOKBHYMY
CJIICAYCT, IPEKIAC BCETO, IPOCMOTPETH KOHCIICKTHI HCKHI/Iﬁ U IPAKTUICCKUX 3aHSITHI U OTMETUTH B HUX HUMCEIOIUECS BOIIPOCHI
KOJUTOKBHYMa. Eciin Kakue-To BOIIPOCHI BEIHECEHBI MIPETIOIaBaTelieM Ha CaMOCTOSTENLHOE H3yICHHUE, CIEAyeT 00paTUTHCS K
y4eOHOit TuTeparype, peKOMEHI0OBaHHOM MPerojaBaTeieM B Ka4eCTBE HCTOYHHIKA CBEICHHI.

KomokBryM npoBOAMTCS B (hopMe UHAMBUAYATEHON Oece/Ibl IPEMoIaBaTeNsl ¢ KaXIbIM CTYACHTOM WK Oece/bl B HEOOIbIINX
rpymnmnax (2-3 yenoseka). OOBIYHO MPEMOIaBATENb 337aCT HECKOJIBKO KPATKUX KOHKPETHBIX BOIPOCOB, MO3BOJIIFOLIMX BBIICHUTD
CTeneHb JOOPOCOBECTHOCTH pabOThI C IUTEPATypOH, IpoBepseT KoHCeKT. [lanee 6onee noapoOHO obcy)aaeTcs Kakas-Iiuoo
CTOpPOHA MPOOJIEMBI, YTO IO3BOJISIET OLCHUTH YPOBEHb MOHUMaHMS. [10 UTOraM KOJIIOKBHYMa BEICTaBIAeTCs AuddepeHInpoBanHas



OLICHKA T10 MATHOANIBHON CHUCTEME.
Meroandeckue peKOMEHIAUK [0 YCTHOMY OIPOCY/CaMOIIOrOTOBKE

IMocne n3ydeHus onpeneseHHo TeMBI 10 3aIIHCAM B KOHCIIEKTe U yUeOHHKY, a TakKe

peLICHHs 10CTaTOYHOTO KOJIMYECTBA COOTBETCTBYIOIIMX 3a/jau HAa NPAKTHUECKUX 3aHATUAX U

CaMOCTOSITEIIBHO CTYICHTY PEKOMEHIYeTCsl, HCIIOJIb3Ys JIUCT ONOPHBIX CUTHAJIOB,

BOCIIPOM3BECTH T10 MaMSTH OTPEIeNeH s, BEIBOABI HhopMyI1, GOPMYIUPOBKUA OCHOBHBIX

TMIOJIOXKEHUI U T0Ka3aTeIbCTB. B ciydae He00X0AMMOCTH ciieyeT peKOMEHI0BATh ellle pa3 BHUMATEIbHO pa3o0paThcs B MaTepUae.
MHorza HeJOCTaTOYHOCTH YCBOSHHUS TOT'O MJIM MHOTO BOIPOCA BBIICHAETCS TOJILKO ITPH U3YyUYEHHH JabHelIero marepuana. B stom
Cllyyae HaJlo BEpHYThCA Ha3aJl M NOBTOPUTH IVIOXO YCBOCHHBINH MaTepuai. BakHblil KpuTepuil ycBOGHHs TEOPETHUECKOT0 MaTepuala
— YMEHHME pelaTh 3aJlaud WM IPOHTH TECTUPOBAaHUE 10 MpoiieHHOMY MaTepuaiy. OJlHaKoO IpernoaaBaTelto cie1yeT IOMHUTD, YTO
MPaBHIBHOE PEIICHUE 331a91 MOJXKET TIOJyIUThCS B pe3yabTaTe IPUMEHEHH MEXaHHUEeCKU 3ayU4eHHBIX (opMyT 6e3 MOHIMaHUS
CYLIHOCTH TEOPETHUYECKUX MOJIOKCHUH.

Meroauueckue PECKOMCHIAAIUH 10 IMTOATOTOBKE K CCMHUHAPCKUM 3aHATUAM

OpHUM U3 BUJIOB BHEAYTUTOPHOM CaMOCTOSTEIbHOM paboThI SBJISIETCS MMOATOTOBKA K CEeMUHAPCKUM 3aHATHsIM. CemuHap — popma
yueOHO-TIPAKTUYECKUX 3aHATHH, IIPH KOTOPOIl CTYAEHTHI 00CYKJat0T COOOIIEeHUs, JOKIabl i pedeparsl, BHIOIHEHHBIE MU 110
pe3yibTaTaM y4eOHBIX WIIM HaAYYHBIX UCCIICJIOBAHUH 110/I PYKOBOACTBOM NpernozaBateis. [IpenoaaBaTtens B 5TOM Cliydae sIBISETCS
KOOPJIMHATOPOM OOCYKICHUI TeMbI CEMUHApa, MOJrOTOBKA K KOTOPOMY siBisieTcst 00s13aTennbHOM. [ToaToMy Tema ceMuHapa u
OCHOBHBIE UCTOYHUKH 00CYKIEHHS IPEIbIBISIOTCS 10 00CYKACHHS I AeTaJbHOTO 03HAKOMIIeHUS, n3ydeHus. Llenn oOcyxneHnit
HarpaBJeHbl Ha popMHUPOBaHUE HABBIKOB MPO(YECCHOHATLHOM MOJIEMHKH U 3aKpeIieHrne 00CcyKaaeMoro Marepraia. CeMHHap — 3TO
Takas popMa opraHu3aIu 0OydJeHHs, IPH KOTOPOH Ha dTarne NOATOTOBKH JOMUHHPYET CAaMOCTOSsITENbHAsl paboTa yJarmxcs ¢
yueOHOM TUTEPaTypOil U IPYTUMH TUAaKTHYECKUMH CPEJCTBAMH HaJl CEpUE BOIIPOCOB, IPOOJIEM U 33/1a4, a B IIpoliecce CeMUHapa
UIYT aKTUBHOE 00CYXK/ICHHUE, JUCKYCCUHU U BBICTYIUICHHS YYAIIUXCs, IJI€ OHU MOJI PYKOBOJCTBOM IPENOAABATENS IENAI0T
obo0aronye BpIBOBI U 3aKitodeHusl. CeMUHap npeHa3HayeH 1S yIiyOJIeHHOTO U3Y4YEHUs TUCIUIUINHBI, OBJIAACHUS
METO0JIOTHEH HAYYHOTO O3HAHMS, TO TJI1aBHAS LIEJIb CEMHUHAPCKUX 3aHATHH — 00€CIIEUUTh CTYACHTaM BO3MOXHOCTb OBJIAJIETh
HaBBIKAMU U YMEHHUSIMU HCIIOJIb30BaHHS TEOPETHUECKOTO 3HAHHS IPUMEHHUTENIHHO K OCOOEHHOCTSIM N3y4aeMOi OTpaciIy.

Metoanyeckue PCKOMEHAAIUU 10 TTOATOTOBKE K 3CCE

OnHUM U3 BUIOB CAMOCTOSITENBHOM PabOThI CTYICHTOB SIBIISIETCS] HATUCAHIE TBOPUYECKOH pabOThI MO 3aJaHHOM JIM00 COrIacOBaHHOM
¢ npenoaasateneM Teme. TBopueckas paboTa (3cce) npezcTaBiiseT co0oi OpUrHHaIbHOE pou3BeneHue 0obemMom 500-700 ciios,
MOCBSIIEHHOE KaKOH-TN00 3HAYMMOM KIIACCHYECKOH MO0 COBPEMEHHOM MpodiieMe B ONpeIeNICHHON TeOPETHYECKON 1
npakTadeckoi oomactu. TBopueckas padoTa He sBisieTcsl pedepaToM U He JOIDKHA HOCUTD ONHCATENbHBIN XapakTep, OobInoe
MECTO B HEH JOJDKHO OBITh YEIEHO apIyMEHTUPOBAHHOMY IPEICTABICHHUIO CBOEH TOUKH 3PEHUS CTYICHTaMU, KPUTHUECKOH OLICHKE
paccMaTpuBaeMOro MaTepuaia u npodiIeMaTHKH, YTO JODKHO CIIOCOOCTBOBAThH PACKPBITUIO TBOPUECKUX M aHATUTHIECKUX
cniocoOHocTeil. Llenn HanucaHus 3cce — HayIUThCs JIOTHYECKU BEPHO U apIYMEHTHPOBAHO CTPOUTH YCTHYIO U MIMCHMEHHYIO Peyb;
paboTath HaJ yriyOJeHHEM U cHCcTeMaTh3alield CBOMX (GHII0COPCKUX 3HAHUI; OBJIAAETh CIIOCOOHOCTHIO HCIIOJIb30BaTh OCHOBBI
3HAHHH U1 GOPMHUPOBAHUS MHPOBO33PEHYECKON MO3UIMH. [IpHCTYyIas K HAMCAHUIO dCCe, U3JIOKUTE B OTHOM MPEIIOKEHUH, YTO
MMEHHO BBl Oy/IeTe yTBEp)KAaTh U JOKA3bIBATh (CBOM Te3HC). Dcce NOIDKHO COEePKaTh CChUIKHA Ha HCTOYHUKH. OpHUTHHAIBHOCTH
TeKcTa JOJDKHA OBITH 0T 80% IO MporpamMMe aHTHILIarhaTa.

MeTO,HI/I‘-IGCKI/Ie PEKOMEHAAUU 11O MOATOTOBKE K JOKJIaAAy

J71s TIOATOTOBKY TOKJIaaa HeoOXOUMO BEIOPATh aKTyallbHYI0 TeMy. JKemaTensHo, 9ToOB! TeMa ObllIa HHTEepEeCHa JOKIATINKy H
BBI3bIBAJIA JKETaHHE KaueCTBEHHO MOArOTOBUTH MaTepHaisl. [ToaroToBKa 10K1aa MpeoaaraeT: onpeeneHue enu J0KIaa;
noa00p HEOOXOAUMOTO MaTepHaa, ONPENENIIONIEro coaepKaHne JOKIaaa; COCTaBIeHHE IIaHa JOKIaaa, pacipeeneHue
COOpaHHOT0 MaTepuasna B HEOOXOANMOMH JIOTHUECKOH MOCIe0BATETbHOCTH.

Komno3unus noxinajga uMeeT BCTYIIEHUE, OCHOBHYIO YacTh U 3aK/IIOUEHHE.

Berynnenue 10JDKHO coepaKaTh: Ha3BaHUeE NOKIIALa; COOOIEHUE OCHOBHOM UIEU; COBPEMEHHYIO OLICHKY IIpEIMETa U3JI0KEHUS,;
KpaTKoe IePEeUUCIICHUE PAaCCMaTPUBAEMbIX BOIIPOCOB; HHTEPECHYIO AJIs cilyliaTenei popmy usznoxeHus. OCHOBHAs 4acTb, B
KOTOpPOI HEOOXOAUMO PACKPBITh CYTh T€MBI, 0OBIYHO CTPOMUTCS 10 NPUHLUIY OTYETa. 3a7a4a OCHOBHOM 4acTU: IPEJCTaBUTh
JOCTAaTOYHO AAHHBIX AJISI TOTO, YTOOBI CITyIIATENH 3aHHTEPECOBAIUCH TEMOH.

3axuroueHne — 4éTkoe 0000IIeHIe U KpaTKHEe BBIBOJBI IO M3/1araeMoii Teme.

MCTO}II/I‘IGCKI/IC PECKOMEHIAAIUH 110 TTOATOTOBKE K CO6€CCHOB&HI/HO

CobeceoBaHne — CPeCTBO KOHTPOIIS, OPraHU30BaHHOE KaK CIelHanbHas Oeceqa npenogaBartess ¢ 00yJaomuMcs Ha TEMBI,
CBSI3aHHBIC C M3y4aeMOW JAUCIMIUIMHOM, 1 PACCYUTAHHOE Ha BBISICHEHHE 00beMa 3HaHUI 00yUaroIIerocs Mo onpeeieHHOMY
pasneiny, Teme, npobdiaeme U T.11.

Lenb cobecenoBanus: MPOBEpKa YCBOCHUS 3HAHUIT; yMEHUI IPUMEHSTH 3HAHUS; CHOPMUPOBAHHOCTH TPODECCHOHATEHO 3HAYHMBIX
JIMYHOCTHBIX KaueCTB.

IoaroroBka k cobece10BaHMIO IPeIOIaraeT MOBTOPEHUE IPOHICHHOT0 MaTepHaia i MPHOOPETeHNEe HaBBIKa CBOOOIHOTO BIAJICHUS
TEPMHUHOJIOTHEH U (HaKTUIECKUMH JaHHBIMU 110 ONIPEACTEHHOMY Pa3ely AUCIUILIHHEL



Meroauueckue PECKOMCHAAIUH 10 ITOATOTOBKE K TCCTUPOBAHUIO

TecTupoBaHue — 3TO HE TONBKO (POpMa KOHTPOJIS, HO M METOJ yIITyOJIeHHs, 3aKpeIIeHHUsI 3HaHNH 00yJaloIUXCsl, TaK KaK B X0
cobece10BaHMS MTPENOAABATENb PA3bIACHSET CIOKHBIE BOIPOCH, BO3HUKAIONINE Y 00YyJaromIerocs B mporecce N3y4eHus: yaeOHOro
Mmarepuaia. OIHAKO TECTHPOBaHUE HE KOHCYJIBTALMS U He 9K3aMeH. Ero 3amaya 1oO6uThes riry0OKOro H3ydeHus: OTOOpaHHOTO
MarepHaia, IpoOyIuTh Y 00yJarouerocs CTpeMIeHHE K YTEHUIO JIOTIOJIHUTEIbHOM SKOHOMUYECKOH JTUTEepaTyphl. 3aueT 3aBepiaet
U3y4YeHHE ONPEETICHHOTO pa3/elia y4eOHOro Kypca U JOJDKEH II0Ka3aTh YMEHHE 00ydaloIIerocsi HCIojb30BaTh MOJy4eHHbIE 3HAHUS
B XO0JI€ TMOATOTOBKH U CJJa4 TECTUPOBAHMS NIPU OTBETAX HA 3K3aMEHAIIMOHHBIE BOIIPOCHL. TeCTHpOBaHUE MOKET ITPOBOJUTHCS B
YCTHOMW WK MUChbMEHHOHU opme. IToAroToBKa K TECTUPOBAHUIO HAYMHACTCS C YCTAHOBOUHOW KOHCYJIBTALIUH IIPEToaBaTets, Ha
KOTOPOH OH Pa3bsACHSIET Pa3BEPHYTYIO TEMATHKY ITPOOIEMBI, PEKOMEHIYET IUTEPATYpPy IS H3YUESHUS U 0OBACHSIET IPOLEenypy
NPOBEAEHHS TeCTHpoBaHus. Kak mpaBuio, Ha caMOCTOSATEIbHYIO IIOATOTOBKY K TECTUPOBAHUIO 00yJaIOEeMyCst OTBOJHUTCS 2-3
Henenu. [TonroroBka BKIIIOYaeT B ceOs M3yUeHHE PEKOMEHI0BaHHOM IUTEPaTypHI U (IT0 YKa3aHUIO MPETo1aBaTes)
KOHCIIEKTHPOBAaHUE BKHEHIINX UCTOYHUKOB. TeCTHpOBaHUE TPOBOIUTCA B )OPME MHIMBH YA IbHOM OeceIbl IIperoiaBaTeis ¢
Ka)JIbIM 00y4YaroimMest Witk Oece/bl B HeOonpmux rpymmax (3-5 yenoBek). OObIYHO IpenoaaBaTellb 3a/1aeT HECKOIBKO KPAaTKUX
KOHKPETHBIX BOIIPOCOB, ITO3BOJISIOIINX BBISICHUTD CTEIIEHb JJ0OPOCOBECTHOCTH pabOThI C INTEPATypPO, KOHTPOJIUPYET KOHCIIEKT.
[anee 6onee moapoOHO 00CyKaaeTcs Kakas-1100 CTOpoHa IPOOJIEMbI, YTO TIO3BOJISIET OLIEHUTh YPOBEHb MOHNMaHus. [IpoBenenue
TECTUPOBAHMS MTO3BOJIIET O0YJAIOMIEMYCs TIPUOOPECTH OIBIT PabOTHI HA/l IIEPBOMCTOYHHKAMH, YTO B JaJbHEHIIEM IIOMOXKET C
MEHBIIUMH 3aTpaTaMH BpeMEeHU paboTaTh HaJI JINTEPATYpO IPH MOATOTOBKE K IPOMEXYTOUHOH aTTeCTaINH.

Meroanueckue PEKOMCHIAUH 10 IIOATOTOBKE K ODK3aMCHY

V3ydenne MHOTHX 00MIenpod)eCCHOHATBHBIX U CIICUATBHBIX IUCIUIUINH 3aBEPIIACTCS

sKk3aMeHOM. [ToIrOTOBKA K 3K3aMEHY CIIOCOOCTBYET 3aKPEIUICHHUIO, YIITYOJICHUIO H 0000IICHHIO

3HAHMH, TOTy4aeMbIX, B Ipoliecce 00yUeHH s, a TAKXKE TPUMEHEHHIO UX K PEIICHHIO

MPaKTUIECKHX 3a7a4. [0OTOBSACH K 3K3aMeHY, CTYJICHT JMKBUAUPYET UMEIOIIHECS POOEbI B

3HAHMAX, YTIIYyONIAeT, CHCTEMAaTH3UPYET U YIOPSIOYMBAECT CBOM 3HaHUs. Ha 3K3aMeHe CTyJIeHT

JEMOHCTPHPYET TO, 4TO OH NPHUOOpEI B Iporiecce 00y4eHUs 0 KOHKPETHOH y4eOHOit

JUCHUIUIAHE. DK3aMEHAIIMOHHAS CECCUS — ITO Cepusl IK3aMEHOB, YCTAHOBJICHHBIX YUeOHBIM IUTaHOM. MeX Iy 3K3aMeHaMH HHTEPBaI
2-4 [Hs1, B TEYCHHE CTY/ICHT CHCTEMATH3UPYET YK€ UMEIOIIHecs 3HaHusL. Ha KOHCyIIbTauuu mepe/t 5K3aMEeHOM CTYACHTBI JOJIKHBI
OBITH O3HAKOMIICHBI C OCHOBHBIMHU TPEOOBAHUSMHE ¥ MOJIYIUTh OTBETHI HA BO3HUKAIOIIHE B IIPOIIECCE TOATOTOBKH

Bompockl. Heo0X0AMMO OpUEHTHPOBATh CTYJCHTOB HAa CHCTEMATHYECKYIO TIOJrOTOBKY K 3aHATHSIM B TSUCHHE CEMECTPA, YTO
HO3BOJIUT MCIIOIB30BaTh BPEMsI SK3aMEHAMOHHO CeCCHH IS

CHCTeMaTH3allM} 3HAHU.

MCTO}II/I‘{GCKI/IG PCKOMEHAAIUU IO MMOATOTOBKE K 3a4CTy

B xone moaroToBkM K 3a4eTy CTYIEHT, B IEPBYIO 04Y€peb, JOIKEH CUCTEMAaTH3UPOBATh 3HAHUS, IOJyYEHHBIE B X0/1€ U3YUEHUS
mucuuiuinHel. K 3a4eTy He00X0IMMO TOTOBHUTHCS [IEICHATPABIICHHO, PETYJISIPHO, CHCTEMATHUECKH U C TIEPBBIX THEH 00yUYCHHUS 110
JMaHHOU aucuuIuiiHe. B camMoM Hadase yaeOHOro Kypca Mo3HaKOMBTECh CO CIeMyIomel yaeOHO-MeTOIUIeCKO TIOKyMEeHTaIeH:
- MPOTPaMMOM TUCIUTITNHBL,

- IepevYHeM 3HAHUHN U YMEHHA, KOTOPBIMU CTYACHT AOJDKEH BIIAJIETh;

- TEeMaTU4YECKUMH TUIAHAMU JIEKIIMH, CEMUHAPCKUX 3aHITHH;

- yueOHUKaMU, y4eOHBIMU ITOCOOUSMHU 10 JUCLUILTHHE, a TAKXKE DIICKTPOHHBIMHU pECYpCaMH;

- IEpeYHEM BOIPOCOB K 3a4eTy.

TTocne 3TOr0 Yy 00yUaromuxcs A0KHO ChOPMUPOBATHCS YETKOE MPEIICTaBICHNE 00 00beMe M XapakTepe 3HAHUH U YMCHHUH,
KOTOPBIMH Ha/I0 OYAET OBIaAeTh MO AUCHMITIMHE. CHCTEMAaTHUECKOE BBIMOJHEHHE YUeOHOM paboThI Ha JIEKIUAX U JTaOOPATOPHBIX
3aHATHSIX MMO3BOJIUT YCIICIIHO OCBOMTh AUCIMILIMHY U CO3[aTh XOPOIIYI0 0a3y JUIs CIa4u 3a4eTa.

7. YYEBHO-METO/JMYECKOE 1 TH®OPMAIIMOHHOE OBECIHHEYEHHUE JUCHUIIJIMHbBI (MOIYJIS)

7.1. PexoMeHnyemMasi qutepatypa

7.1.1. OcHoBHast TUTEpPaTypa

JI.1.1 [ TIpoxoposa O. B. UndopmaimonHas 6€301macHOCTb | 3aliuTa HHGOPMALUK [ DNEKTPOHHBIH pecypc]:yueOHUK aJ1s By30B. -
Canxr-IlerepOypr: Jlaub, 2023. - 124 c. — Pexxum gocryma: https://e.lanbook.com/book/293009

JI.1.2 | Mensuukos B.I1., Kynpusxos A.U., Bacunsesa T.1O., Mensaukos B.I1. MudopmannonHas 6€30macHOCTS [ DIeKTPOHHBIH
pecypc]:Yuebuuk. - Mocksa: KuoPyc, 2023. - 371 ¢. — Pesxum gocryma: https://book.ru/book/950148

JI.1.3 | Babam A.B., bapanosa E.K., MensaukoB FO.H. Mudopmanuonnas 6e3omacHocTh. JlabopaTopHBIN MPakTHKYM +
ellpunosxxenue [DnekTpoHHbIN pecypc]: Yuebnoe nocodue. - Mocksa: KnoPyc, 2023. - 131 c. — Pexxum nocryna:
https://book.ru/book/949452

7.2. JIMIIeH3MOHHOE ¥ CBOOOTHO PacIpoOCTpaHsieMoe MPOrpaMMHoOe o0ecriedeHre B TOM YHCJIe 0Te4eCTBEHHOT0 MPOU3BO/ICTBA

721 Kaspersky Endpoint Security

7.2.2 Microsoft Office 2013 Standard

723 Microsoft®@WINHOME 10 Russian Academic OLP 1License NoLevel Legalization GetGenuine

7.2.4 | Creative Cloud for Teams Multiple Platforms Multi European Languages Subscription 12 months L2 (10-49) Named EDU

7.3. Ilepeuens npogeccHoHAIBLHBIX 0a3 JaHHBIX, HHPOPMALIMOHHBIX CIIPABOYHBIX CHCTEM H pecypcoB ceTH UHTepHeT

731 DnexTpoHHO-6ubHoTeunas cucrema "Jlaup". Pesxxum moctyma: https://e.lanbook.com/




7.3.2 DNeKTpOHHO-OMOIHOTeUHast cucTeMa Y HuBepcuTeTcKas Oubianoreka onnaH". Pexxum nocryna: https://biblioclub.ru/

7.33 DnextponHo-6ubmoTeynas cucrema "BOOK.ru". Pexxum mocrtyma: https://book.ru/

734 |IUIATOOPMA OHJIAMH-OBPA30OBAHUS «PA3YMpy. Pexcum noctyma: https://razoom.mgutm.ru/

7.3.5 | Hayunas snexrpornas 6ubanoreka "eLIBRARY.RU". Pexxum moctyma: https://www.elibrary.ru/

7.3.6 | ExuHoe okHO ocTyma K o6pa3oBarenbHbIM pecypcam. Pexum nocrymna: http://window.edu.ru/

7.3.7 Basa qaHHBIX MEXIyHapPOAHOIO HHAEKCA HAyYHOTO LIUTHPOBaHHs SCOPUS. Pexxum nocryma: http://www.scopus.com/

8. MATEPHAJ/IbHO-TEXHUYECKOE OBECHEYEHHME JTUCHUIIJIMHBI (MOAYJIs)

8.1 Anpec: 453850, Pecniyoninka bamkoprocTasn, p-H Meney3oBckuii, . Meneys, yi. Cmonenckas, 1. 34, crpoenue 1:
aynutopusi 16-303 - Jlabopatopust «THTEpHET TEXHOIOTHI

VY4eOHast ayiuTOpus ISl TPOBECHUSI 3aHATHI 1Ta00OPATOPHOTO ¥ MPAKTHIESCKOTO THUIIA; 1 KYPCOBOTO MPOSKTHPOBAHUS
(BBIMOTHEHHS KYPCOBBIX paboT); JJIs POBEICHHUS TPYNIOBBIX U HHIUBHIYAIBHBIX KOHCYJIBTALUIT; IS TEKYIIET0 KOHTPOJIS
Y IPOMEXKYTOYHOM aTTeCTaluH

: Paboune mecta oOyuaromruxcs; Pabouee mecto npenonasarens; Hoyroyk; [Ipoekrop nepeHOCHOit; DKpaH MepeHOCHOM;
Knacchas nocka; 10 pabounx mecT oOyuaromuxcs ocHaiieHHbie [IDBM ¢ MOAKIIIOYeHHEM K CETH UHTEPHET U
obecriedeHneM JJOCTyMa B JICKTPOHHYIO HHPOPMALIMOHHO-00pa30BaTeIbHYIO Cpey Y HUBEPCUTETA

9. OPTAHU3AIMSA OBPA3OBATEJIBHOI'O ITPOLECCA JJIs JIMLI C OTPAHUYEHHBIMHT
BO3MOXHOCTAMU

Opraunusanusi 00pa30BaTebHOTO MPOIIECCa /IS JIUI] C OTPAHUYEHHBIMH BO3MOXKHOCTSIMU OCYIIECTBISIETCSI B COOTBETCTBUH C
«MeTroanuecKUMU PEeKOMEHIAIUSIMU 110 OpraHu3aIiu 00pa30BaTEILHOTO Tpollecca JUIsi HHBAUIOB U JIUI C OTPaHUYCHHBIMHU
BO3MOXKHOCTSIMH 3[J0POBbsI B 00pa30BaTeIbHBIX OPraHU3AIUSIX BBICIIETO 0OPa30BaHuUs, B TOM YHCIIE OCHAIIICHHOCTH
00pa3oBaTeapHOrO mporeccay MuHucTepcTBa oopasoBanust U Hayku P® ot 08.04.2014r. Ne AK-44/058H. B ob6pa3oBarenbHOM
MPOLIECCE HCIONB3YIOTCS CONMATbHO-aKTUBHBIC M Pe(IIEKCUBHBIC METO/IbI OOYUCHHS, TEXHOJIOTHH COLIMOKYIILTYPHOM
pea6HHI/ITaHI/II/I C IEJIbIO OKa3aHWsd MOMOIIN B YCTAHOBJICHUN MMOJTHOLCHHBIX MEXKITNYHOCTHBIX OTHOIIIEHUM C ApyrumMun
CTyICHTAMH, CO3/IaHIU KOM(MOPTHOTO MCHXOJIOTHUECKOTO KIIMMaTa B CTyIeHYecKo rpymre. CTYJICHTHI ¢ OrPaHUYEHHBIMU
BO3MOXHOCTAMMU 310POBbs, B OTJIMYUC OT OCTAJIbHBIX CTYACHTOB, UMCIOT CBOU cneun(buqecm/le OCO6CHHOCTI/I BOCIIpUATHA,
nepepabotku Matepuana. [logdop u pa3paboTka ydeOHbIX MATEPHAIOB TPOU3BOAUTCS C yUYETOM UHIUBHUAYAIbHBIX
ocobenHoctel. [IpeaycMoTpeHa BO3MOXKHOCTh 00Y4€HHS 110 HHANBUIYaIbHOMY IpaduKy, IpH COCTaBICHUH KOTOPOTO
BO3MOJKHBI PA3JINYHbIC BAPUAHTHI IIPOBE/ICHHS 3aHITHIL: B aKaJEMUYECKON rPYIIe U MHAUBUIYAIbHO, HA JIOMY C
HUCIIOJIb30BAHUEM NUCTAHIIMOHHBIX O6pa3OBaTeJ'ILHbIX TEXHOJIOTUH.




AKTyaJM3anus ¢ y4eTOM Pa3BUTHSA HAYKH, TEXHUKH, KyJIbTYPbl, JKOHOMHKH, TEXHHKH, TEXHOJOTHIl M CONAJILHOI cdepbl
PykoBogurens OITOII
KaHJ. TeXH. HayK, no1l. CoxosnoB M.B.

Pabouas mporpamma akTyanu3upoBaHa, 00CykJeHa 1 000peHa Ha 3acelaHuy 00eCcIIeYnBaloIei Kadeapbl
HNupopManuoOHHBIE TEXHOJIOTHH H CHCTEMbI YIIPaBJIEHHA

IIpotokon or 2024 . Ne
3aB. kadeapoit OnuHokoBa E.B.

Paboyas mporpamMma coracoBaHa Ha 3acelaHUH BBITYCKaloIen Kadenpsl
IIumeBbIe TEXHOJIOTHH M MPOMBILIJIEHHAS] HHKEHepUs

IIpotokom oT 2024 . Ne
3aB. kadenpoii Kysunenonra E.B.

AKTyanau3anmsi ¢ y4eTOM Pa3BUTHSI HAYKH, TEXHHKH, KYJbTYPbI, JKOHOMHKH, TEXHHUKH, TEXHOJIOTHIl H COIMAIbHON cdepbl
PykoBogurens OITOII
KaH[. TeXH. HayK, nou. Cokonos 1.B.

Pabouas nmporpamMMa akTyanu3upoBaHa, 00CYX/IeHa U 0JJ00peHa Ha 3acejaHiK 00eCcTIieYnBaoNICcH kKadeape
HNudopmanuonnbie TEXHOJOTHH U CHCTEMbI YIIPABJICHUS

IIpotoxon ot 2025 1. Ne
3aB. kadenpoit OnuHokoBa E.B.

PaGouas mporpaMma corjiacopaHa Ha 3aCeJaHUM BBITyCKarolled kadeapsl
IInmeBbie TEXHOJOTMH U MPOMBIIIJICHHAS] HHKEHEPUSs

IIpoTokom oT 2025 1. Ne
3aB. xadenpoit Kysuenonra E.B.

AKTyanu3anmsi ¢ y4eTOM Pa3BUTHSI HAYKH, TEXHUKH, KYJbTYPbI, JKOHOMHKH, TEXHUKH, TEXHOJIOTHIl U COUAJIbHON cdepbl
Pykosogurens OITOII
KaH[. TeXH. HayK, nou. Cokonos 1.B.

Pabouas mporpamma akTyanu3upoBaHa, 00CykJeHa U 0700peHa Ha 3acelaHuy 00eCTIeUnBaloIIei KadeIphl
HNudopMannoHHble TEXHOJOTHH U CHCTEMbI YIIPABJIeHUS

IIporokon ot 2026 . Ne
3aB. xadenpoit OquHokosa E.B.

Pabouas mporpamma coriacoBaHa Ha 3aceJlaHWH BBIITyCKatomeH kadeapbl
IInmeBble TEXHOIOTHU M MPOMBIIIJIEHHAS] HH/KEHePUsi

IIporokom ot 2026 1. Ne
3aB. xadenpoit Kysuenona E.B.

AKTyanau3ammsi ¢ y4€TOM Pa3BUTHS HAYKH, TEXHUKH, KYJbTYPbl, JKOHOMHKH, TEXHUKH, TEXHOJIOTHIl U COUAIbHON cdepbl
PykoBogurens OITOIT
KaH[. TeXH. HayK, nou. Cokosnos M.B.

Pabouas mporpamma akTyanu3upoBaHa, 00CykJeHa U 0700peHa Ha 3acelaHuy 00ecTeunBaloIei KadeIpbl
HNndopManuoHHbIE TEXHOJTOTHH M CHCTEMbI YIIPABJICHHSA

IIporokon ot 2027 1. Ne
3aB. kadeapoit OnuHokoBa E.B.

Pabouast mporpamMma coriacoBaHa Ha 3ace€JaHWH BBITyCKAIOUIEH Kadeapsl
IInieBbie TEXHOJOTMH U MPOMBILIJIEHHAS] HHKeHEPHUSs

IIpotokom oT 2027 . Ne
3aB. kadenpoii Kysnenosa E.B.
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